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Java Card 2.1 API

JavaCard ™ 2.1 Platform API Specification

Final Revision1.0
This document is the specification for the Java Card 2.1 Application Programming Interface.

See:

Packages

Provides classes that are fundamental to the design of the Java Card technology
subset of the Java programmiagguage.

Provides framework of classes and interfaces for the core functionality of a|Java

[avacard.framework]| Cardapplet.

[[avacard.security Provides the classes and interfaces for the Java Card sé@urigwork.

Extension package containing security classes and interfaces for
export-controlledunctionality.

[avacardx.crypto|

This document is the specification for the Java Card 2.1 Application Programming Interface.

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 1
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Java Card 2.1 API Notes

ReferencedStandards

ISO - International Standards Organization

Information Technology - Identification cards - integrated circuit cards with contacts: ISO 7816
Information Technology - Security Techniques - Digital Signature Scheme Giving Message
Recovery: ISO 9796

Information Technology - Data integrity mechanism using a cryptographic check function employing
a block cipher algorithm: 1ISO 9797

Information technology - Security techniques - Digital signatures with appendix14883

RSA Data Security,Inc.

RSA Encryption Standard: PKCS #1 Version 2.0
Password-Based Encryption Standard: PKCS #5 Velis®n

EMV

The EMV '96 ICC Specifications for Payments systems Ver3idn

IPSec

® The Internet Key Exchange ( IKE ) document RFC 2409 ($)I/D

Standard Names for Security andCrypto

SHA (also SHA-1): Secure Hash Algorithm, as defined in Secure Hash Standard, NIST FIPS 180-1.
MD5: The Message Digest algorithm RSA-MD5, as defined by RSA DSI in RFC 1321.
RIPEMD-160 : as defined in ISO/IEC 10118-3:1998 Information technology -- Security techniques
-- Hash-functions -- Part 3: Dedicated hash-functions

DSA: Digital Signature Algorithm, as defined in Digital Signature Standard, NIST FIPS 186.

DES: The Data Encryption Standard, as defined by NIST in FIPS 46-1 and 46-2.

RSA: The Rivest, Shamir and Adleman Asymmetric Ciigorithm.

2 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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Parameter Checking

Policy

All Java Card API implementations must conform to the Java model of parameter checking. That is, the
API code should not check for those parameter errors which the VM is expected to detect. These include
all parameter errors, such as null pointers, index out of bounds, and so forth, that result in standard
runtime exceptions. The runtime exceptions that are thrown by the Java Card VM are:

ArithmeticException
ArrayStoreException
ClassCastException
lllegalArgumentException
lllegalStateException
IndexOutOfBoundsException
ArraylndexOutOfBoundsException
NegativeArraySizeException
NullPointerException
SecurityException

Exceptionsto the Policy

In some cases, it may be necessary to explicitly check parameters. These exceptions to the policy are
documented in the Java Card API specification. A Java Card APl implementation must not perform
parameter checking with the intent to avoid runtime exceptions, unless this is clearly specified by the Java
Card API specification.

Note: If multiple erroneous input parameters exist, any one of several runtime exceptions will be
thrown by the VM. Java programmers rely on this behavior, but they do not rely on getting a specific
exception. It is not necessary (nor is it reasonable or practical) to document the precise error handling
for all possible combinations of equivalence classes of erroneous inputs. The value of this behavior is
that the logic error in the calling program is detected and exposed via the runtime exception
mechanism, rather than being masked by a normal return.

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 3
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Hierarchy For All Packages

Package Hierarchies:
java.langjavacard.frameworavacard.securityjavacardx.crypto

ClassHierarchy
e classjava.landObject

O

O OO O0OO0OO0OO0OO0OO0oOO0

O

classjavacard.frameworAID]
classjavacard.framewo
classjavacard.frameworfapplet]
classjavacardx.crypt{Cipher]
classjavacard.framewor@BCSystenj
classjavacard.securifieyBuilder]
classjavacard.securiffdessageDige$t
classjavacard.framewor@wnerPIN] (implementgavacard.frameworfeIN)
classjavacard.securifiRandomDatg
classjavacard.securitfgignaturg
classjava.landThrowable]
e classjava.landExceptior]
o classjavacard.frameworkcardException
® classjavacard.framewo
O classjava.langRuntimeException

® classjava.langArithmeticException|

® classjava.langArrayStoreException|

e classjavacard.frameworCardRuntimeException

O classjavacard.frameworAPDUEXxception

classjavacard.securitfCryptoException|
classjavacard.frameworlSOExceptior]
classjavacard.frameworRINException|

classjavacard.frameworgystemException
O classjavacard.frameworfransactionExceptior
® classjava.langClassCastExceptioh
® classjava.langindexOutOfBoundsExceptior]
O classjava.langArraylndexOutOfBoundsException|
e classjava.langNegativeArraySizeExceptiof
® classjava.langNullPointerException|
® classjava.langSecurityException
classjavacard.frameworkIil]

O O O O

4 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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Interface Hierarchy

e interfacejavacard.securifRSAKey|
o interfacejavacard.securifRSAPrivateKeyalso extendfavacard.securifprivateKey
o interfacejavacard.securifRSAPublicKeyalso extendgavacard.securifpublicKey)
e interfacejavacard.frameworlSO7816
e interfacejavacard.securitiey]
o interfacejavacard.securifprivateKey|
e interfacejavacard.securifpSAPrivateKeyalso extendgvacard.securifRSAKey)
e interfacejavacard.securitiRSAPrivateCrtKey|
e interfacejavacard.securifiR SAPrivateKey|
o interfacejavacard.securiffpublicKey]
e interfacejavacard.securifRSAPublicKey(also extendgavacard.securifRSAKey)
e interfacejavacard.securitiRSAPublicKey|
O interfacejavacard.securifsecretKey
e interfacejavacard.securifRESKey|
e interfacejavacardx.cryptfKeyEncryption|
e interfacejavacard.frameworfeIN]

e interfacejavacard.frameworfghareablg

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 5
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Packagejava.lang

Provides classes that are fundamental to the design of the Java Card technology subset of the Java
programming language.

See:

ClassSummary
ClassObject is the root of the Java Card classrarchy.

The Throwable class is the superclass of all errors and exceptions in the Java Card subset of

hrowable the Javdanguage.

6 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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Exception Summary

[ArithmeticException]|

A JCRE owned instance éfrithmethicException is
thrown when an exceptional arithmetic condition besurred.

[ArraylndexOutOfBoundsException|

A JCRE owned instance bidexOutOfBoundsException
is thrown to indicate that an array has been accessed with ah
illegal index.

A JCRE owned instance éfrrayStoreException is
[ArrayStoreException| thrown to indicate that an attempt has been made to store tte

wrong type of object into an array albjects.

A JCRE owned instance @flassCastException is thrown
[ClassCastException to indicate that the code has attempted to cast an object to &

subclass of which it is not anstance.

The clas€Exception  and its subclasses are a form of
Throwable that indicates conditions that a reasonable applet

might want tocatch.

[IndexOutOfBoundsException

A JCRE owned instance bidexOutOfBoundsException
is thrown to indicate that an index of some sort (such as to an
array) is out ofange.

INegativeArraySizeExceptio

A JCRE owned instance of
NegativeArraySizeException is thrown if an applet
tries to create an array with negatsiee.

[NullPointerException|

A JCRE owned instance blullPointerException is
thrown when an applet attempts to nsdél in a case where ar
object isrequired.

RuntimeException  is the superclass of those exceptions that

can be thrown during the normal operation of the Java Card
Virtual Machine. A method is not required to declare in its

[RuntimeExceptior] throws clause any subclassefRointimeException  that
might be thrown during the execution of the method but not
caught.

A JCRE owned instance 8ecurityException is thrown
- - by the Java Card Virtual Machine to indicate a security viola
|SecurityExceptior]

This exception is thrown when an attempt is made to illegally
access an object belonging to a anottpmiet.

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 7
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Packagejava.lang Description

Provides classes that are fundamental to the design of the Java Card technology subset of the Java
programming language.

8 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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java.lang
ClassArithmeticException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception |

+-- |lava.lang.RuntimeException |

+-- java.lang. Arithneti cException

public classArithmeticException
extendsRuntimeException

A JCRE owned instance afrithmethicException is thrown when an exceptional arithmetic
condition has occurred. For example, a "divide by zero" is an exceptional arithmentic condition.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or
instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor

details.

This Java Card class’s functionality is a strict subset of the definition ratleePlatform Core API
Specification

Constructor Summary

[Arithneti cException))
Constructs afsrithmeticException

Methods inherited from classjava.lang[Objec

Constructor Detalil

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 9
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ArithmeticException

public  Arithmeti cException()

Constructs arrithmeticException

10 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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java.lang
ClassArraylndexOutOfBoundsException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception ]
|+-- lava.lang.RuntimeException |
|+-- llava.lang.IndexOutOfBoundsException ]
|+-- java. | ang. Arrayl ndexQut Of BoundsExcepti on

public classArraylndexOutOfBoundsException
extenddindexOutOfBoundsExceptipn

A JCRE owned instance dfdexOutOfBoundsException is thrown to indicate that an array has
been accessed with an illegal index. The index is either negative or greater than or equal to the size of the
array.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or
instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor

details.

This Java Card class’s functionality is a strict subset of the definition ratleePlatform Core API
Specification

Constructor Summary

[Ar rayl ndexQut Of BoundsExcept i on|)
Constructs afsrraylndexOutOfBoundsException

Methods inherited from classjava.lang[Objeci]

Constructor Detalil

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 11
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ArraylndexOutOfBoundsException

public  Arrayl ndexQut Of BoundsExcepti on()

Constructs arrraylndexOutOfBoundsException

12 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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java.lang
ClassArrayStoreException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception |

+-- |lava.lang.RuntimeException |

+-- java. |l ang. ArraySt or eExcepti on

public classArrayStoreException
extendsRuntimeException

A JCRE owned instance #frrayStoreException is thrown to indicate that an attempt has been
made to store the wrong type of object into an array of objects. For example, the following code generates
anArrayStoreException

Object x[] = new AID[3];
x[0] = new OwnerPIN( (byte) 3, (byte) 8);

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or
instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor

details.

This Java Card class’s functionality is a strict subset of the definition ratleePlatform Core API
Specification

Constructor Summary

[Ar r ay St or eExcept i onf)
Constructs afsrrayStoreException

Methods inherited from classjava.lang[Object]

Constructor Detall

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 13
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ArrayStoreException

public  ArrayStoreException()

Constructs arrrayStoreException

14 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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java.lang
ClassClassCastException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception |

+-- |lava.lang.RuntimeException |

+-- java. | ang. Cl assCast Excepti on

public clasClassCastException
extendsRuntimeException

A JCRE owned instance @flassCastException is thrown to indicate that the code has attempted to

cast an object to a subclass of which it is not an instance. For example, the following code generates a
ClassCastException

Object x = new OwnerPIN( (byte)3, (byte)8);
JCSystem.getAppletShareablelnterfaceObject( (AID)x, (byte)5 );

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or

instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor
details.

This Java Card class’s functionality is a strict subset of the definition ratleePlatform Core API
Specification

Constructor Summary

[0 assCast Excepti on|)
Constructs @lassCastException

Methods inherited from classjava.lang[Object]

Constructor Detall

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 15
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ClassCastException

public C assCast Excepti on()

Constructs &lassCastException

16 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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java.lang
ClassException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- j ava. | ang. Excepti on

Direct Known Subclasses:
|CardExceptiofjRuntimeException

public clas€Exception

extendgrhrowabl¢

The clas€Exception  and its subclasses are a fornTofowable that indicates conditions that a
reasonable applet might want to catch.

This Java Card class’s functionality is a strict subset of the definition ratleePlatform Core API
Specification

Constructor Summary
[Except i onf)

Constructs dBxception instance.

Methods inherited from classjava.lang[Objec

Constructor Detalil

Exception

public  Excepti on()

Constructs afException instance.

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 17
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java.lang
ClassIndexOutOfBoundsException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception |
I
+-- |lava.lang.RuntimeException |
I
+-- java. | ang. | ndexQut Of BoundsExcepti on

Direct Known Subclasses:
[ArraylndexOutOfBoundsExceptipn

public clasdndexOutOfBoundsException
extend¢RuntimeException

A JCRE owned instance bfdexOutOfBoundsException is thrown to indicate that an index of
some sort (such as to an array) is out of range.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or

instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor
details.

This Java Card class’s functionality is a strict subset of the definition ratleePlatform Core API
Specification

Constructor Summary

[ ndexQut O BoundsExcept i onf)
Constructs dmdexOutOfBoundsException

Methods inherited from classjava.lang[Object]

Constructor Detall

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 19
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IndexOutOfBoundsException

public | ndexCut Of BoundsExcepti on()

Constructs aindexOutOfBoundsException

20 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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java.lang
ClassNegativeArraySizeException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception |

+-- |lava.lang.RuntimeException |

+-- java. |l ang. Negati veArraySi zeExcepti on

public clasdNegativeArraySizeException
extendsRuntimeException

A JCRE owned instance blegativeArraySizeException is thrown if an applet tries to create an
array with negative size.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or

instance variables or array components. Ba&@a Card Runtime Environment (JCRE) 3decificatiorfor
details.

This Java Card class’s functionality is a strict subset of the definition ratleePlatform Core API
Specification

Constructor Summary

[Negat i veArraySi zeExcepti on|)
Constructs legativeArraySizeException

Methods inherited from classjava.lang[Objec

Constructor Detalil

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 21
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NegativeArraySizeException

public  NegativeArraySi zeExcepti on()

Constructs dNegativeArraySizeException

22 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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java.lang
ClassNullPointerException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception |

+-- |lava.lang.RuntimeException |

+-- java. | ang. Nul | Poi nt er Excepti on

public classNullPointerException
extendsRuntimeException

A JCRE owned instance BlullPointerException is thrown when an applet attempts to noa#
in a case where an object is required. Theslede:

Calling the instance method ohall object.

Accessing or modifying the field ofraull  object.

Taking the length ofiull  as if it were an array.

Accessing or modifying the slots obill  as if it were an array.
Throwingnull  as if it were @& hrowable value.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or
instance variables or array components. B&@ Card Runtime Environment (JCRE) 3decificatiorfor

details.

This Java Card class’s functionality is a strict subset of the definition latteePlatform Core API
Specification

Constructor Summary

[Nul 1 Poi nt er Except i onf)
Constructs BullPointerException

Methods inherited from classjava.lang[Object]

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 23



Java Card 2.1 API

Constructor Detalil

NullPointerException

public  Nul | Poi nt er Excepti on()

Constructs &NullPointerException

24 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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java.lang

ClassObject

j ava. |l ang. Obj ect

public clasObject

ClassObject is the root of the Java Card class hierarchy. Every claxdlhjast as a superclass. All
objects, including arrays, implement the methods of this class.

This Java Card class’s functionality is a strict subset of the definition ilatleePlatform Core API
Specification

Constructor Summary
Cbj ect))

Method Summary

boolean |lequal s||Object |obj)
Compares two Objects feguality.

Constructor Detalil

Object

public  Qnbj ect ()

Method Detall

equals
public boolean equal s([Object_]obj)

Compares two Objects for equality.

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 25



Java Card 2.1 API

Theequals method implements an equivalence relation:

It is reflexive for any reference value x.equals(x) should returrirue .

It is symmetricfor any reference valuesandy, x.equals(y) should returrrue if and
only if y.equals(x) returnstrue .

It is transitive for any reference values y, andz, if x.equals(y) returnstrue and
y.equals(z) returnstrue , thenx.equals(z) should returrirue .

It is consistentfor any reference valuesandy, multiple invocations ok.equals(y)
consistently returtrue or consistently returfalse

For any reference valug x.equals(null) should returrialse

The equals method for cla@bject implements the most discriminating possible equivalence
relation on objects; that is, for any reference valuasady, this method returnsue if and only if
x andy refer to the same objefpt==y has the valutue ).

Parameters:

obj - the reference object with whichd¢ompare.

Returns:

true if this object is the same as the obj argumiatée  otherwise.

26 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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java.lang
ClassRuntimeException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception |
I

+-- java. | ang. Runti meExcepti on

Direct Known Subclasses:

|[ArithmeticExceptiohlArrayStoreExceptidiCardRuntimeExceptigiClassCastExceptipn
[[ndexOutOfBoundsExceptibNegativeArraySizeExceptibNullPointerExceptioh
|SecurityException

public clasRuntimeException

extend{ExCeption

RuntimeException is the superclass of those exceptions that can be thrown during the normal
operation of the Java Card Virtudachine.

A method is not required to declare in its throws clause any subclagestwheException  that
might be thrown during the execution of the method but not caught.

This Java Card class’s functionality is a strict subset of the definition ratleePlatform Core API
Specification

Constructor Summary

[Runt i neExcepti on|)
Constructs RuntimeException  instance.

Methods inherited from classjava.lang[Object]

Constructor Detall

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 27
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RuntimeException

public  Runti meExcepti on()

Constructs &kuntimeException  instance.

28 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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java.lang
ClassSecurityException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception |

+-- |lava.lang.RuntimeException |

+-- java. |l ang. SecurityException

public classSecurityException
extendsRuntimeException

A JCRE owned instance 8kecurityException is thrown by the Java Card Virtual Machine to
indicate a securityiolation.

This exception is thrown when an attempt is made to illegally access an object belonging to a another
applet. It may optionally be thrown by a Java Card VM implementation to indicate fundamental language
restrictions, such as attempting to invoke a private method in another class.

For security reasons, the JCRE implementation may mute the card instead of throwing this exception.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or
instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor

details.

This Java Card class’s functionality is a strict subset of the definition ratleePlatform Core API
Specification

Constructor Summary

[Securit yExcepti on))
Constructs SecurityException

Methods inherited from classjava.lang[Objectl

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 29
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Constructor Detalil

SecurityException

public  SecurityException()

Constructs &ecurityException

30 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.
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java.lang
ClassThrowable

|lava.lang.Object |

+-- java.l ang. Throwabl e

Direct Known Subclasses:

public classThrowable

extend§Objec}

The Throwable class is the superclass of all errors and exceptions in the Java Card subset of the Java
language. Only objects that are instances of this class (or of one of its subclasses) are thrown by the Java
Card Virtual Machine or can be thrown by the Jdwaw statement. Similarly, only this class or one of

its subclasses can be the argument typecateh clause.

This Java Card class’s functionality is a strict subset of the definition ratleePlatform Core API
Specification

Constructor Summary
[Thr owabT ef)

Constructs a netihrowable .

Methods inherited from classjava.lang[Objec

Constructor Detalil

Throwable

public  Thr owabl e()

Constructs a neWwhrowable .

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 31
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Packagejavacard.framework

Provides framework of classes and interfaces for the core functionality of a Java Card applet.

w

ee:

Interface Summary

1SO7816 ISO7816 encapsulates constants related to ISO 7816-3 and3%6&4.
PIN This interface representPdN.
Shareablg | The Shareable interface serves to identify all shabgetts.

ClassSummary

This class encapsulates the Application Identifier(AID) associated wipjaet.
Application Protocol Data Unit (APDU) is the communication format between the card and
A
the off-cardapplications.
App This abstract class defines an applet in Zeaal.
TheJCSystem class includes a collection of methods to control applet execution, resource
CSyste : . . ; D
management, atomic transaction management and inter-applet object sharingCardavia
OwnerPIN|| This class represents an OwigN.
Util TheUtil class contains common utilifynctions.
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rd as

Exception Summary
IAPDUEXception APDUEXxception represents aAPDUrelatedexception.
CardException TheCardException  class defines a fieldbason and two accessor
D methodgyetReason() andsetReason()
CardRURTmeExcention The CardRuntimeException class defines a fielabason
B accessor methodgtReason() andsetReason()
SOEXCEDTo !SOExceptlon class encapsulates an ISO 7816-4 response status wo
itsreason code.
PINExceptio PINException represents ®wnerPIN class access-relatedception.
[SystemExceptioh SystemException  represents dCSystem class relateéxception.
- - TransactionException represents an exception in the transaction
[TransactionExceptior
subsystem.
UserException  represents a Usexception.

Packagejavacard.framework Description

Provides framework of classes and interfaces for the core functionality of a Java Card applet.
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javacard.framework
ClassAID

|lava.lang.Object |

+-- javacard. framewor k. Al D

public final clasAID
extend§Objec}

This class encapsulates the Application Identifier(AID) associated with an applet. An AID is defined in
ISO 7816-5 to be a sequence of bytes between 5 and 16 bidagtim

The JCRE creates instancesMD class to identify and manage every applet on the card. Applets need
not create instances of this class. An applet may request and use the JCRE owned instances to identify
itself and other applet instances.

JCRE owned instances AfD are permanent JCRE Entry Point Objects and can be accessed from any
applet context. References to these permanent objects can be stored and re-used.

An applet instance can obtain a reference to JCRE owned instances of Aowhject by using the
JCSystem.getAID() method and another appleB$D object via the)CSystem.lookupAID()
method.

An applet usealD instances to request to share another applet’s object or to control access to its own
shared object from another applet. Saea Card Runtime Environment (JCRE) 3decificatiorfor
details.

See Also:
[JCSystem | [SystemException |

Constructor Summary

[AI (byte[] bArray, short offset, byte length)
The JCRE uses this constructor to create aAtiBwnstance encapsulating the specified AID
bytes.
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-

Method Summary
boolean |[equal s|byte[] bArray, short offset, byte length)
Checks if the specified AID byteshArray are the same as those encapsulated i
this AID object.
boolean |lequal s||Object |anObject)
Compares the AID bytesthis  AID instance to the AID bytes in the specified
object.
byte |[get Byt es|byte[] dest, short offset)
Called to get the AID bytes encapsulated wighi object.
boolean ||par ti al Equal sfbyte[] bArray, short offset, byte length)
Checks if the specified partial AID byte sequence matches tHerfgdt  bytes of
the encapsulated AID bytes withimis AID object.
boolean  |[RI DEqual s [AID] otherAID)
Checks if the RID (National Registered Application provider identifier) portion of]
encapsulated AID bytes within tletherAID  object matches that diis AID object.

the

Constructor Detall

AID

public Al D(byte[] bArray,
short offset,
byte length)

throws

ISystemException |

The JCRE uses this constructor to create aAi@winstance encapsulating the specified Alpes.
Parameters:

bArray - the byte array containing the Aliytes.
offset - the start of AID bytes ibArray.
length - the length of the AID bytes imArray.

Throws:

[SystemExceptidn with the following reasonode:

e SystemException.ILLEGAL_VALUE ifthelength parameter is less th&nor
greater thari6.

Method Detall
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getBytes

public byte get Byt es(byte[] dest,
short offset)

Called to get the AID bytes encapsulated withiB object.
Parameters:

dest - byte array to copy the Albytes.

offset - within dest where the AID bytdmgin.
Returns:

the length of the Allbytes.

equals
public boolean equal s([Object_]anObject)

Compares the AID bytes this AID instance to the AID bytes in the specified object. The result is

true if and only if the argument is natull and is arAID object that encapsulates the same AID
bytes aghis object.

This method does not throMullPointerException

Parameters:
anObject - the object to compathis AID against.
Returns:
true if the AID byte values are equdhlse otherwise.
Overrides:
equalkin clasgObject
equals

public boolean equal s(byte[] bArray,
short offset,
byte length)

Checks if the specified AID bytes bArray are the same as those encapsulatéiisn AID
object. The result isue if and only if thebArray argument is natull and the AID bytes
encapsulated ithis AID object are equal to the specified AID bytebirray .

This method does not throMullPointerException
Parameters:

bArray - containing the Allbytes

offset - within bArray tobegin

length - of AID bytes inbArray
Returns:

true if equal,false otherwise.
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partialEquals

public boolean parti al Equal s(byte[] bArray,
short offset,
byte length)

Checks if the specified partial AID byte sequence matches théefigth  bytes of the
encapsulated AID bytes withthis AID object. The result isue if and only if thebArray
argument is nodull  and the inpukength is less than or equal to the length of the encapsulated
AID bytes withinthis AID object and the specified bytes match.

This method does not throMullPointerException
Parameters:
bArray - containing the partial AID byteequence
offset - within bArray tobegin
length - of partial AID bytes irbArray
Returns:
true if equal,false otherwise.

RIDEquals

public boolean Rl DEqual s (JAID] otherAlD)

Checks if the RID (National Registered Application provider identifier) portion of the encapsulated
AID bytes within theotherAID object matches that tiis  AID object. The first 5 bytes of an

AID byte sequence is the RID. See ISO 7816-5 for details. The resuk isif and only if the
argument is notull  and is arAID object that encapsulates the same RID byt#isies object.

This method does not throMullPointerException
Parameters:

otherAID - theAlD to comparegainst.
Returns:

true if the RID bytes matcHalse otherwise.
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javacard.framework

ClassAPDU

|lava.lang.Object |

+-- javacard. f ramewor k. APDU

public final classAPDU
extend§Objec}

Application Protocol Data Unit (APDU) is the communication format between the card and the off-card
applications. The format of the APDU is defined in ISO specificatRit-4.

This class only supports messages which conform to the structure of command and response defined in
ISO 7816-4. The behavior of messages which use proprietary structure of messages ( for example with
header CLA byte in range 0xD0-0OxFE ) is undefined. This class does not support extenddldagth

The APDUobject is owned by the JCRE. TAPDUclass maintains a byte array buffer which is used to
transfer incoming APDU header and data bytes as well as outgoing data. The buffer length must be at
least 37 bytes ( 5 bytes of header and 32 bytes of data ). The JCRE must zero out the APDU buffer before
each new message received fromG#d.

The JCRE designates tA®DUobject as a temporary JCRE Entry Point Object (8@a Card Runtime
Environment (JCRE) 2.3pecificatiorfor details). A temporary JCRE Entry Point Object can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or
instance variables or array components.

The JCRE similarly marks the APDU buffer as a global array J&e& Card Runtime Environment
(JCRE) 2.1Specificatiorfor details). A global array can be accessed from any applet context. References
to global arrays cannot be stored in class variables or instance variables or array components.

The applet receives tidPDUinstance to process from the JCRE inAlpplet.process(APDU)
method, and the first five bytes [ CLA, INS, P1, P2, P3] are available in the AdRés.

TheAPDUclass API is designed to be transport protocol independent. In other words, applets can use the
same APDU methods regardless of whether the underlying protocol in use is T=0 or T=1 (as defined in
ISO 7816-3).

The incoming APDU data size may be bigger than the APDU buffer size and may therefore need to be
read in portions by the applet. Similarly, the outgoing response APDU data size may be bigger than the
APDU buffer size and may need to be written in portions by the appleARBE&class has methods to
facilitatethis.

For sending large byte arrays as response datARbélclass provides a special method
sendBytesLong()  which manages the APDhuffer.
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/I The purpose of this example is to show most of the methods
I/l in use and not to depict any particular APDU processing

public void process(APDU apdu){
...
byte[] buffer = apdu.getBuffer();
byte cla = buffer[ISO7816.OFFSET_CLA];
byte ins = buffer[ISO7816.OFFSET_INS];

I/l assume this command has incoming data

/I Lc tells us the incoming apdu command length

short bytesLeft = (short) (buffer[ISO7816.0FFSET_LC] & Ox00FF);

if (bytesLeft < (short)55) ISOException.throwlt( ISO7816.SW_WRONG_LENGTH );

short readCount = apdu.setincomingAndReceive();
while ( bytesLeft > 0){
Il process bytes in buffer[5] to buffer[readCount+4];
bytesLeft -= readCount;
readCount = apdu.receiveBytes ( ISO7816.0FFSET_CDATA);
}
I
/...
1
/I Note that for a short response as in the case illustrated here
I/ the three APDU method calls shown : setOutgoing(),setOutgoingLength() & sendBytes()
I/ could be replaced by one APDU method call : setOutgoingAndSend().

Il construct the reply APDU

short le = apdu.setOutgoing();

if (le < (short)2) ISOException.throwlt( 1ISO7816.SW_WRONG_LENGTH );
apdu.setOutgoingLength( (short)3);

I/ build response data in apdu.buffer[ 0.. outCount-1 J;
buffer[0] = (byte)1; buffer[1] = (byte)2; buffer[3] = (byte)3;
apdu.sendBytes ( (short)0 , (short)3);

Il return good complete status 90 00

}

See Also:
[APDUEXxception |[ISOException |

Field Summary

static byte PROTOCOL_TO
ISO 7816 transport protocol type0

static byte PROTOCOL T1
ISO 7816 transport protocol typel

Method Summary
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byte[]

)
Returns the APDU buffer byderay.

static short

[get I nBl ockSi ze))

Returns the configured incoming block size. In T=1 protocol, this correspo
IFSC (information field size for ICC), the maximum size of incoming data blocks i
the card. In T=0 protocol, this method retuins

ds to
to

byte

[aet NAY)
In T=1 protocol, this method returns the Node Address byte, NAD. In T=0
protocol, this method returis

static short

[get Qut Bl ockSi ze)

Returns the configured outgoing block size. In T=1 protocol, this correspor
IFSD (information field size for interface device), the maximum size of outgoing d
blocks to the CAD. In T=0 protocol, this method returns 258 (accounts for 2 statu
bytes).

dsto
hta

static byte

[get Pr ot ocol|)
Returns the ISO 7816 transport protocol type, T=1 or Tpfbgress.

short

[ ecei veByt es|short bOff)
Gets as many data bytes as will fit without APDU buffer overflow, at the sp¢
offsetbOff . Gets all the remaining bytes if thisty

pcified

void

[sendByt es|short bOff, short len)
Sendien more bytes from APDU buffer at specified offe@ff .

void

[sendByt esLong|byte[] outData, short bOff, short len)
Sendien more bytes fronoutData byte array starting at specified offset
bOff .

short

[set | ncom ngAndRecel ve()
This is the primary receiveethod.

short

[set Qut goi ngl)
This method is used to set the data transfer direction to outbound and to ok
expected length of respondee).

tain the

void

[set Qut goi ngAndSend|short bOff, short len)
This is the "convenience" sandthod.

void

[set Qut goi ngLengt h(short len)
Sets the actual length of respoeta.

short

[set Qut goi ngNoChai ni ng|)
This method is used to set the data transfer direction to outbound without u

Sing

BLOCK CHAINING(See ISO 7816-3/4) and to obtain the expected length of response

(Le).

void

Wwai t Ext ensi onf)

Requests additional processsing time fCAD.
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Methods inherited from classjava.lang[Objeci]

Field Detall

PROTOCOL_TO

public static final byte PROTOCOL_TO

ISO 7816 transport protocol tyJe0

PROTOCOL_T1

public static final byte PROTOCOL_T1

ISO 7816 transport protocol tyje-1

Method Detall

getBuffer
public byte]] get Buf fer ()

Returns the APDU buffer byte array.

Notes:
® References to the APDU buffer byte array cannot be stored in class variables or instance
variables or array components. Séeva Card Runtime Environment (JCRE) Spkcification
for details.
Returns:
byte array containing the APDhlffer

getinBlockSize

public static short get I nBl ockSi ze()

Returns the configured incoming block size. In T=1 protocol, this corresponds to IFSC (information
field size for ICC), the maximum size of incoming data blocks into the card. In T=0 protocol, this
method returns 1. IFSC is defined in 13816-3.
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This information may be used to ensure that there is enough space remaining in the APDU buffer

whenreceiveBytes() is invoked.
Notes:
® OnreceiveBytes() thebOff param should account for this potentidbcksize.
Returns:
incoming block sizesetting.
See Also:

[receiveBytes(short) |

getOutBlockSize

public static short get Qut Bl ockSi ze()

Returns the configured outgoing block size. In T=1 protocol, this corresponds to IFSD (information
field size for interface device), the maximum size of outgoing data blocks to the CAD. In T=0
protocol, this method returns 258 (accounts for 2 status bytes). IFSD is defined in ISO 7816-3.

This information may be used prior to invoking #eOutgoingLength() method, to limit the
length of outgoing messages when BLOCK CHAINING is not allowed.
Notes:
® OnsetOutgoingLength() thelen param should account for this potentidbcksize.
Returns:
outgoing block sizeetting.
See Also:

|setOutgoinglLength(short)

getProtocol

public static byte get Prot ocol ()

Returns the ISO 7816 transport protocol type, T=1 or Tyldgress.
Returns:
the protocol type in progress. OneRROTOCOL_TMPROTOCOL_Tlistedabove.

getNAD
public byte get NAD()

In T=1 protocol, this method returns the Node Address byte, NAD. In T=0 protocol, this method
returns 0. This may be used as additional information to maintain mutiptexts.
Returns:

NAD transport byte as defined in IS@B16-3.
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setOutgoing

public short set Qut goi ng()
throws JAPDUEXception |

This method is used to set the data transfer direction to outbound and to obtain the expected length of
response (Le).

Notes.
® Any remaining incoming data will lmiscarded.
® |n T=0 (Case 4) protocol, this method will retuzB6.
Returns:
Le, the expected length c#sponse.
Throws:
[APDUEXception with the following reasonodes:
® APDUEXxception.ILLEGAL_USE if this method osetOutgoingNoChaining()
method already invoked.
e APDUEXxception.|IO_ERROR on I/Oerror.

setOutgoingNoChaining

public short set Qut goi ngNoChai ni ng()
throws JAPDUEXxception |

This method is used to set the data transfer direction to outbound without using BLOCK
CHAINING(See ISO 7816-3/4) and to obtain the expected length of response (Le). This method
should be used in place of thetOutgoing() method by applets which need to be compatible
with legacy CAD/terminals which do not support ISO 7816-3/4 defined block chaininda%ee
Card Runtime Environment (JCRE) &fpecificatiorfor details.

Notes.
® Any remaining incoming data will lsscarded.

® In T=0 (Case 4) protocol, this method will retl2B66.
® \When this method is used, thaitExtension() method cannot besed.
® |n T=1 protocol, retransmission on error may testricted.
® In T=0 protocol, the outbound transfer must be performed without ussppnse status
chaining.
® In T=1 protocol, the outbound transfer must not set the More(M) Bit in the PCB of the | block.
See 1IS(OY816-3.
Returns:
Le, the expected length of responisea.
Throws:

IAPDUEXceptiop- with the following reasonodes:

® APDUEXxception.ILLEGAL_USE if this method osetOutgoing() method already
invoked.
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e APDUEXxception.|IO_ERROR on I/Oerror.

setOutgoinglLength

public void set Qut goi ngLengt h(short len)
throws JAPDUEXxception |

Sets the actual length of response data. Default is O.

Note:
® In T=0 (Case 2&4) protocol, the length is used by the JCRE to prompt the CAD for GET
RESPONSEommands.
Parameters:
len - the length of respongiata.
Throws:
[APDUEXception with the following reasonodes:

e APDUEXxception.ILLEGAL_USE if setOutgoing() not called or this method
already invoked.

e APDUException.BAD_LENGTH if len is greater than 256 or if non BLOCK
CHAINED data transfer is requested ded is greater than (IFSD-2), where IFSD is the
Outgoing Block Size. The -2 accounts for the status bytes in T=1.

e APDUEXxception.|IO_ERROR on I/Oerror.

See Also:
lgetOutBlockSize() |

receiveBytes

public short recei veByt es(short bOff)
throws JAPDUEXxception |

Gets as many data bytes as will fit without APDU buffer overflow, at the specified ln@#et
Gets all the remaining bytes if they fit.

Notes:
® The space in the buffer must allow for incoming bkizk.
® In T=1 protocol, if all the remaining bytes do not fit in the buffer, this method may return less
bytes than the maximum incoming block &§iz&C).
e In T=0 protocaoal, if all the remaining bytes do not fit in the buffer, this method may return less
than a full buffer of bytes to optimize and reduce protogethead.
e In T=1 protocoal, if this method throws &PDUException withT1 IFD_ABORT reason
code, the JCRE will restart APDU command processing using the newly received command. No
more input data can be received. No output data can be transmitted. No error status response
can bereturned.
Parameters:
bOff - the offset into APDWuffer.
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Returns:
number of bytes read. Returns 0 if no bytesaaglable.
Throws:
IAPDUEXception with the following reasonodes:
e APDUEXxception.ILLEGAL_USE if setincomingAndReceive() not called or if

setOutgoing() or setOutgoingNoChaining() previously invoked.
e APDUEXxception.BUFFER_BOUNDS if not enough buffer space for incoming block
size.

e APDUException.|IO_ERROR on /O error.
® APDUEXxception.T1_IFD_ABORT if T=1 protocol is in use and the CAD sends in an
ABORT S-Block command to abort the data transfer.
See Also:
[getinBlockSize() |

setincomingAndReceive

public short set | ncom ngAndRecei ve()
throws JAPDUEXxception |

This is the primary receive method. Calling this method indicates that this APDU has incoming data.
This method gets as many bytes as will fit without buffer overflow in the APDU buffer following the
header. It gets all the incoming bytes if they fit.

Notes:

® In T=0 ( Case 3&4 ) protocol, the P3 param is assumed tioche

e Data is read into the buffer at offdet

e In T=1 protocaoal, if all the incoming bytes do not fit in the buffer, this method may return less
bytes than the maximum incoming block §iE&C).

e In T=0 protocaoal, if all the incoming bytes do not fit in the buffer, this method may return less
than a full buffer of bytes to optimize and reduce protogethead.

® This method sets the transfer direction to be inbound andreaksveBytes(5)

® This method may only be called once ikpplet.process() method.
Returns:
number of bytes read. Returns 0 if no bytesaasglable.
Throws:
IAPDUEXception with the following reasonodes:
® APDUEXxception.ILLEGAL_USE if setincomingAndReceive() already invoked
or if setOutgoing() or setOutgoingNoChaining() previously invoked.

e APDUEXxception.|IO_ERROR on I/O error.
e APDUEXxception.T1_IFD_ABORT if T=1 protocol is in use and the CAD sends in an
ABORT S-Block command to abort the data transfer.
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sendBytes
public void sendByt es(short bOff,
short len)
throws |JAPDUEXception |

Sendden more bytes from APDU buffer at specified offe€ff .

If the last part of the response is being sent by the invocation of this method, the APDU buffer must
not be altered. If the data is altered, incorrect output may be sent to the CAD. Requiring that the
buffer not be altered allows the implementation to reduce protocol overhead by transmitting the last
part of the response along with the status bytes.

Notes:
e |f setOutgoingNoChaining() was invoked, output block chaining must notbed.
® In T=0 protocol, ifsetOutgoingNoChaining() was invoked, Le bytes must be transmitted

beforeresponse status ieturned.
® |n T=0 protocaol, if this method throws &PDUException withNO_TO_GETRESPONSE
reason code, the JCRE will restart APDU command processing using the newly received
command. No more output data can be transmitted. No error status responseretmrssl.
® In T=1 protocaol, if this method throws &xPDUException withT1_IFD_ABORT reason
code, the JCRE will restart APDU command processing using the newly received command. No
more output data can be transmitted. No error status response catubeed.
Parameters:
bOff - the offset into APDUWuffer.
len - the length of the data in bytessend.
Throws:
IAPDUEXception- with the following reasonodes:
® APDUEXxception.ILLEGAL_USE if setOutgoingLen() not called or
setOutgoingAndSend() previously invoked or response byte count exeeded or if
APDUEXxception.NO_TO_GETRESPONSEpreviously thrown.
e APDUException.BUFFER_BOUNDS if the sum obOff andlen exceeds the buffer
size.
e APDUEXxception.|IO_ERROR on I/O error.
e APDUEXxception.NO_TO GETRESPONSEIf T=0 protocol is in use and the CAD does
not respond toesponse status with GET RESPONSE command.
e APDUException.T1 _IFD_ABORT if T=1 protocol is in use and the CAD sends in an
ABORT S-Block command to abort the data transfer.
See Also:
[setOutgoing() | [setOutgoingNoChaining() |

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 47



Java Card 2.1 API

sendBytesLong
public void sendByt esLong(byte[] outData,
short bOff,
short len)
throws IJAPDUEXception |

Sendden more bytes fronoutData byte array starting at specified off&dff .

If the last of the response is being sent by the invocation of this method, the APDU buffer must not
be altered. If the data is altered, incorrect output may be sent to the CAD. Requiring that the buffer
not be altered allows the implementation to reduce protocol overhead by transmitting the last part of
the response along with the status bytes.

The JCRE may use the APDU buffer to send data to the CAD.

Notes:
® |f setOutgoingNoChaining() was invoked, output block chaining must notibed.
e In T=0 protocol, ifsetOutgoingNoChaining() was invoked, Le bytes must be transmitted

beforeresponse status ieturned.

e In T=0 protocaoal, if this method throws &PDUException with NO_TO GETRESPONSE
reason code, the JCRE will restart APDU command processing using the newly received
command. No more output data can be transmitted. No error status responseretnmrzs.

® |n T=1 protocaol, if this method throws &PDUException withT1l IFD_ABORT reason
code, the JCRE will restart APDU command processing using the newly received command. No
more output data can be transmitted. No error status response catubeed.

Parameters:
outData - the source data bygaray.
bOff - the offset into OutDatarray.
len - the bytelength of the datagend.
Throws:
[APDUEXception with the following reasonodes:

o APDUEXxception.ILLEGAL_USE if setOutgoingLen() not called or
setOutgoingAndSend() previously invoked or response byte count exeeded or if
APDUEXxception.NO_T0O_GETRESPONSEpreviously thrown.

o APDUEXxception.|IO_ERROR on I/O error.

® APDUEXxception.NO_TO_GETRESPONSEIf T=0 protocol is in use and CAD does not
respond taesponse status with GET RESPONSE command.

e APDUException.T1_IFD_ABORT if T=1 protocol is in use and the CAD sends in an
ABORT S-Block command to abort the data transfer.

See Also:
lsetOutgoing() | |setOutgoingNoChaining() |
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setOutgoingAndSend
public void set Qut goi ngAndSend(short bOff,
short len)
throws JAPDUEXception |

This is the "convenience" send method. It provides for the most efficient way to send a short
response which fits in the buffer and needs the least protocol overhead. This method is a combination
of setOutgoing(), setOutgoingLength( len ) followed bysendBytes ( bOff,

len ). In addition, once this method is invokedgndBytes() = andsendBytesLong()

methods cannot be invoked and the APDU buffer must naltbeed.

Sendden byte response from the APDU buffer at starting specified difoét .

Notes:
® No otherAPDUsend methods can besoked.
e The APDU buffer must not be altered. If the data is altered, incorrect output may be sent to the
CAD.
® The actual data transmission may only take place on return Aptet.process()

Parameters:
bOff - the offset into APDWuffer.
len - the bytelength of the datagend.
Throws:
[APDUEXception with the following reasonodes:
e APDUEXxception.ILLEGAL_USE if setOutgoing() or
setOutgoingAndSend() previously invoked or response byte count exeeded.
e APDUEXxception.|IO_ERROR on I/Oerror.

waitExtension

public void wai t Ext ensi on()
throws JAPDUEXception |

Requests additional processsing time from CAD. The implementation should ensure that this method
needs to be invoked only under unusual conditions requiring excessive processing times.

Notes:
e In T=0 protocol, a NULL procedure byte is sent to reset the work waiting time (see ISO
7816-3).
e In T=1 protocol, the implementation needs to request the same T=0 protocol work waiting time
guantum by sending a T=1 protocol request for wait time extension(se£IB8).
e |If the implementation uses an automatic timer mechanism instead, this methodnmo#yirtn

Throws:
IAPDUEXception with the following reasonodes:
e APDUEXxception.ILLEGAL_USE if setOutgoingNoChaining() previously
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invoked.
e APDUEXxception.|IO_ERROR on I/Oerror.
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javacard.framework
ClassAPDUEXxception

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception ]
|+-- lava.lang.RuntimeException |
|+-- llavacard.framework.CardRuntimeException |
|+-- javacard. f ramewor k. APDUEXcept i on

public classAPDUEXxception
extend$CardRuntimeException

APDUEXxception represents aAPDUrelated exception.
The APDUclass throws JCRE owned instances&BDUEXxception .

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or
instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor

details.

See Also:
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Field Summary

static short

BAD LENGT

This reason code is used byARDU.setOutgoingLength() method to
indicate that the length parameter is greater that 256 or if non BLOCK CHAINED
transfer is requested ateh is greater than (IFSD-2), where IFSD is the Outgoing
Block Size.

data

static short

[BUFFER_BOUNDS

This reason code is used byAlRDU.sendBytes()  method to indicate that

buffer size.

the sum of buffer offset parameter and the byte length parameter exceeds the ARDU

static short

[ LLEGAL USH
This APDUEXxception reason code indicates that the method should not be
invoked based on the current state of ARRDU.

static short

This reason code indicates that an unrecoverable error occurred in the I/O
transmissionayer.

static short

[NO_TO_GETRESPONSH

This reason code indicates that during T=0 protocol, the CAD did not returr]
GET RESPONSE command in response to a <61xx> response status to send ad
data.

a
ditional

static short

(T1 1 FD_ABORT|
This reason code indicates that during T=1 protocol, the CAD returned an
ABORT S-Block command and aborted the degasfer.

Constructor Summary

[APDUEX cept i on|[short reason)

Constructs aflPDUEXxception.

Method Summary

static void

t hr ow t (short reason)

Throws the JCRE owned instancAPDUEXxception with the specifiedeason.

52 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.



Java Card 2.1 API

Methods inherited from classjavacard.framework JCardRuntimeException

loetReason | [setReason |

Methods inherited from classjava.lang[Objec
[equals |

Field Detall

ILLEGAL_USE

public static final short | LLEGAL_USE

This APDUEXxception reason code indicates that the method should not be invoked based on the
current state of thAPDU.

BUFFER_BOUNDS

public static final short BUFFER_BOUNDS

This reason code is used by theDU.sendBytes()  method to indicate that the sum of buffer
offset parameter and the byte length parameter exceeds the APDUsingfer

BAD_LENGTH

public static final short BAD_LENGTH

This reason code is used by theDU.setOutgoingLength() method to indicate that the
length parameter is greater that 256 or if non BLOCK CHAINED data transfer is requested and
is greater than (IFSD-2), where IFSD is the Outgoing Biicle.

|O_ERROR

public static final short I O_ ERROR

This reason code indicates that an unrecoverable error occurred in the 1/O trandayission
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NO_TO _GETRESPONSE

public static final short NO_TO_GETRESPONSE

This reason code indicates that during T=0 protocol, the CAD did not return a GET RESPONSE
command in response to a <61xx> response status to send additional data. The outgoing transfer has
been aborted. No more data or status can be sent to the CADARPDI$.process() method.

T1 IFD_ABORT

public static final short T1 | FD_ABORT

This reason code indicates that during T=1 protocol, the CAD returned an ABORT S-Block
command and aborted the data transfer. The incoming or outgoing transfer has been aborted. No

more data can be received from the CAD. No more data or status can be sent to the CAD in this
APDU.process() method.

Constructor Detalil

APDUEXxception

public  APDUExcept i on(short reason)

Constructs an APDUEXxception. To conserve on resourcebnaoset() to use the JCRE owned
instance of thiglass.

Parameters:
reason - the reason for thexception.

Method Detall

throwlt

public static void t hr owl t (short reason)
Throws the JCRE owned instanceAdfDUEXception with the specified reason.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be
accessed from any applet context. References to these temporary objects cannot be stored in class

variables or instance variables or array componentsl&eeCard Runtime Environment (JCRE) 2.1
Specificatiorfor details.

Parameters:

reason - the reason for thexception.
Throws:

[APDUEXceptiofn always.
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javacard.framework

ClassApplet

|lava.lang.Object |

+-- javacard. framewor k. Appl et

public abstract clas&pplet
extend§Objec}

This abstract class defines an applet in Java Card.

TheApplet class should be extended by any applet that is intended to be loaded onto, installed into and
executed on a Java Card compliant sroard.

Example usage &pplet

public class MyApplet extends javacard.framework.Applet{
static byte someByteArray[];

public static void install( byte[] bArray, short bOffset, byte bLength ) throws ISOException {
/I make all my allocations here, so | do not run
/l out of memory later

MyApplet theApplet = new MyApplet();

/I check incoming parameter

byte bLen = bArray[bOffset];

if (bLen!=0 ) { someByteArray = new byte[bLen]; theApplet.register(); return; }
else ISOException.throwlt(ISO7816.SW_FUNC_NOT_SUPPORTED);

}

public boolean select(){
/I selection initialization
someByteArray[17] = 42; // set selection state
return true;

}

public void process(APDU apdu) throws ISOException{
byte[] buffer = apdu.getBuffer();
/I .. process the incoming data and reply
if ( buffer[ISO7816.0FFSET_CLA] == (byte)0 ) {
switch ( buffer[ISO7816.0FFSET_INS] ) {
case ISO.INS_SELECT:

/I send response data to select command

short Le = apdu.setOutgoing();

/I assume data containing response bytes in replyDatal] array.

if (Le <..) ISOException.throwlt( 1ISO7816.SW_WRONG_LENGTH);
apdu.setOutgoingLength( (short)replyData.length );

apdu.sendBytesLong(replyData, (short) 0, (short)replyData.length);
break;

case ...
}
}

56 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.



See Also:

Java Card 2.1 API

[SystemEXxception

| |IJCSystem |

Constructor Summary

protected

ool et})

Only this class'mstall() method should create the appibfect.

Method Summary

void  [desel ect])
Called by the JCRE to inform this currently selected applet that another (or|the
same) applet will beelected.
[Shareable ]/[get Shar eabl el nt er f ace(bj ect [AID] clientAlD, byte parameter)
Called by the JCRE to obtain a shareable interface object from this server applet,
on behalf of a request from a clieagplet.
static void [ nst al T|byte[] bArray, short bOffset, byte bLength)
To create an instance of thgplet subclass, the JCRE will call this static
methodfirst.
abstract  |[pr ocess|[APDUapdu)
void Called by the JCRE to process an incoming Ae&tmand.
protected [ egT Ster])
void This method is used by the applet to regikter applet instance with the JCRE
and to assign th&pplet subclass AID bytes as its instance Ailltes.
protected | egi st er|byte[] bArray, short bOffset, byte bLength)
void This method is used by the applet to regibter applet instance with the JCRE
and assign the specified AID bytes as its instancelifies.
boolean )
Called by the JCRE to inform this applet that it has beleated.
protected |[sel ect i ngAppl et))
boolean This method is used by the appletcess()  method to distinguish the
SELECT APDU command which selectidts applet, from all other other SELECT
APDU commands which may relate to file or internal applet stltztion.
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Methods inherited from classjava.lang[Objeci]

Constructor Detalil

Applet

protected Appl et ()

Only this class’snstall() method should create the appibfect.

Method Detall

install
public static void i nst al | (byte[] bArray,
short bOffset,
byte bLength)
throws ISOEXception

To create an instance of tApplet subclass, the JCRE will call this static method first.

The applet should perform any necessary initializations and must call ongegigter()

methods. The installation is considered successful when the oadjister() completes without

an exception. The installation is deemed unsuccessful imske| method does not call a

register() method, or if an exception is thrown from within thstall method prior to the

call to aregister() method, or if theegister() method throws an exception. If the

installation is unsuccessful, the JCRE must perform all the necessary clean up when it receives
control. Successful installation makes the applet instance capable of being selected via a SELECT
APDU command.

Installation parameters are supplied in the byte array parameter and must be in a format defined by
the applet. ThéArray object is a global array. If the applet desires to preserve any of this data, it
should copy the data into its own object.

bArray is zeroed by the JCRE after the return fromiriséall() method.

References to theArray object cannot be stored in class variables or instance variables or array
components. Setava Card Runtime Environment (JCRE) 3decificatiorfor details.
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The implementation of this method providedApplet class throws alSOException  with
reason code £507816.SW_FUNC_NOT_SUPPORTED

Note:
® Exceptions thrown by this method after successful installation are caught by the JCRE and
processed by thiaistaller.
Parameters:
bArray - the array containing installatiggarameters.
bOffset - the starting offset ibArray.
bLength - the length in bytes of the parameter data in bArray. The maximum value of bLength

is 32.
process
public abstract void pr ocess(JAPDUapdu)
throws [[SOException ]

Called by the JCRE to process an incoming APDU command. An applet is expected to perform the
action requested and return response data if any tertinal.

Upon normal return from this method the JCRE sends the 1ISO 7816-4 defined success status (90 00)
in APDU response. If this method throwsI&®OException the JCRE sends the associated reason
code as the response stanhstead.

The JCRE zeroes out the APDU buffer before receiving a new APDU command from the CAD. The
five header bytes of the APDU command are available in APDU buffer[0..4] at the time this method
is called.

The APDUobject parameter is a temporary JCRE Entry Point Object. A temporary JCRE Entry Point
Object can be accessed from any applet context. References to these temporary objects cannot be
stored in class variables or instance variables or amayponents.

Notes:
® APDU buffer[5..] is undefined and should not be read or written prior to invoking the

APDU.setincomingAndReceive() method if incoming data is expected. Altering the
APDU buffer[5..] could corrupt incomindata.

Parameters:
apdu - the incomingAPDUobject

Throws:
with the response bytes per |13816-4

See Also:
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select

public boolean sel ect ()
Called by the JCRE to inform this applet that it has been selected.

It is called when a SELECT APDU command is received and before the applet is selected. SELECT
APDU commands use instance AID bytes for applet selectionléd@eCard Runtime Environment
(JCRE) 2.1Specificatiorfor details.

A subclass oApplet should override this method if it should perform any initialization that may be
required to process APDU commands that may follow. This method returns a boolean to indicate that
it is ready to accept incoming APDU commands vigiitecess()  method. If this method returns

false, it indicates to the JCRE that this Applet declines to be selected.

The implementation of this method providedAypplet class returngue .

Returns:
true to indicate succesflse otherwise.

deselect

public void desel ect ()

Called by the JCRE to inform this currently selected applet that another (or the same) applet will be
selected. It is called when a SELECT APDU command is received by the JCRE. This method is
invoked prior to another applets or this very appetsct() method being invoked.

A subclass oApplet should override this method if it has any cleanup or bookkeeping work to be
performed before another applet is selected.

The default implementation of this method provideddpplet class doegothing.

Notes:
® Unchecked exceptions thrown by this method are caught by the JCRE but the applet is
deselected.
® Transient objects afCSystem.CLEAR_ON_DESELECTclear event type are cleared to their
default value by the JCRE after tineethod.
® This method is NOT called on reset or poless.

getShareablelnterfaceObject

public get Shar eabl el nt er f aceChj ect ([AID] clientAID,
byte parameter)
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Called by the JCRE to obtain a shareable interface object from this server applet, on behalf of a
request from a client applet. This method executes in the applet contieist ofapplet instance. The
client applet initiated this request by calling the
JCSystem.getAppletShareablelnterfaceObject() method. Sedava Card Runtime
Environment (JCRE) 2.3pecificatiorfor details.
Parameters:
clientAID - theAlID object of the clienapplet.
parameter - optional parameter byte. The parameter byte may be used by the client to specify
which shareable interface object is beiaguested.
Returns:
the shareable interface objectrll . Note:

® TheclientAID  parameter is a JCRE ownédD instance. JCRE owned instances of
Al Dare permanent JCRE Entry Point Objects and can be accessed from any applet
context. References to these permanent objects can be stonedussdi.

See Also:
JCSystem.getAppletShareablelnterfaceObject(AID, byte) |
register
protected final void register()
throws |ISystemException |

This method is used by the applet to regigiexr applet instance with the JCRE and to assign the
Applet subclass AID bytes as its instance AID bytes. One ofdbister() methods must be
called from withininstall() to be registered with the JCRE. Sewa Card Runtime
Environment (JCRE) 2.3pecificatiorfor details.
Throws:
[SystemEXxceptidn with the following reasonodes:
e SystemException.ILLEGAL_AID if the Applet subclass AID bytes are in use or if
the applet instance has previously called one ofdfister() methods.

register

protected final void r egi st er (byte[] bArray,
short bOffset,
byte bLength)
throws |SystemException |

This method is used by the applet to regigtexr applet instance with the JCRE and assign the
specified AID bytes as its instance AID bytes. One ofdgester() methods must be called
from within install() to be registered with the JCRE. Seea Card Runtime Environment
(JCRE) 2.1Specificatiorfor details.
Parameters:

bArray - the byte array containing the Aliytes.

bOffset - the start of AID bytes ibArray.

bLength - the length of the AID bytes inArray.
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Throws:
[APDUEXxception with the following reasonodes:
[SystemExceptidr with the following reasonode:

O SystemException.ILLEGAL_VALUE if thebLength parameter is less th&n
or greater thad6.

O SystemException.ILLEGAL_AID if the specified instance AID bytes are in use
or if the RID portion of the AID bytes in tHBArray parameter does not match the
RID portion of theApplet subclass AID bytes or if the applet instance has

previously called one of thegister() methods.
selectingApplet
protected final boolean sel ecti ngAppl et ()

This method is used by the apptedocess()  method to distinguish the SELECT APDU
command which selectallis applet, from all other other SELECT APDU commands which
may relate to file or internal applet statdection.
Returns:

true if this appletis beingelected.

62 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.



Java Card 2.1 API

javacard.framework
ClassCardException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception |

+-- javacard. f ramewor k. Car dExcept i on

Direct Known Subclasses:

public clas€CardException

extend{ExCeption

TheCardException  class defines a fieldbason and two accessor methogistReason() and
setReason() . Thereason field encapsulates exception cause identifier in Java Card. All Java Card
checked Exception classes should exteatdException . This class also provides a resource-saving
mechanisn{throwlt() method) for using a JCRE owned instance of this class.

Constructor Summary

[Car dExcept I onfshort reason)
Construct a CardException instance with the specégesbn.

Method Summary
short  |[get Reason)

Get reasorode

void |[set Reason|short reason)

Set reasarpde

static void short reason)

Throw the JCRE owned instanc&CafdException  class with the specified
reason.
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Methods inherited from classjava.lang[Objec

Constructor Detalil

CardException

public  Car dExcept i on(short reason)

Construct a CardException instance with the specified reason. To conserve on resources, use the
throwlt() method to use the JCRE owned instance oftihiss.
Parameters:

reason - the reason for thexception

Method Detall

getReason

public short get Reason()

Get reasorode
Returns:
the reason for thexception

setReason

public void set Reason(short reason)

Set reasogode
Parameters:
reason - the reason for thexception

throwlt

public static void t hr ow t (short reason)
throws |CardException |

Throw the JCRE owned instance@drdException  class with the specified reason.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be
accessed from any applet context. References to these temporary objects cannot be stored in class
variables or instance variables or array componentsl&eeCard Runtime Environment (JCRE) 2.1
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Specificatiorfor details.
Parameters:

reason - the reason for thexception
Throws:

CardExceptiopr always.
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javacard.framework
ClassCardRuntimeException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception |

+-- |lava.lang.RuntimeException |

+-- javacard. framewor k. Car dRunt i neExcepti on

Direct Known Subclasses:
[APDUEXxceptiop|CryptoExceptionl SOExceptioh|PINExceptioh|SystemExceptign
[TransactionExceptipn

public clas€CardRuntimeException
extend¢RuntimeException

The CardRuntimeException class defines a fieldbkason and two accessor methods
getReason() andsetReason() . Thereason field encapulates exception cause identifier in Java
Card. All Java Card unchecked Exception classes should e2ggd&untimeException . This class
also provides a resource-saving mecharfibmowlt() method) for using a JCRE owned instance of
this class.

Constructor Summary

[Car dRunt | neExcept | on|short reason)
Construct a CardRuntimeException instance with the speratsdn.

Method Summary
short  |[get Reason)

Get reasorode

void |[set Reason|short reason)

Set reasarpde

static void short reason)
Throw the JCRE owned instance of@aedRuntimeException class with
the specifiedeason.
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Methods inherited from classjava.lang[Objeci]

Constructor Detalil

CardRuntimeException

public  Car dRunt i neExcept i on(short reason)

Construct a CardRuntimeException instance with the specified reason. To conserve on resources, use
throwlt() method to use the JCRE owned instance oftihiss.
Parameters:

reason - the reason for thexception

Method Detall

getReason

public short get Reason()

Get reasorode
Returns:
the reason for thexception

setReason

public void set Reason(short reason)

Set reasogode
Parameters:
reason - the reason for thexception

throwlt

public static void t hr owl t (short reason)
throws |CardRuntimeException |
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Throw the JCRE owned instance of tbardRuntimeException class with the specified reason.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be
accessed from any applet context. References to these temporary objects cannot be stored in class
variables or instance variables or array componentslé&eeCard Runtime Environment (JCRE) 2.1
Specificatiorfor details.
Parameters:

reason - the reason for thexception
Throws:

[CardRuntimeExceptignalways.
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javacard.framework

Interface ISO7816

public abstract interfad&0O7816

ISO7816 encapsulates constants related to ISO 7816-3 and ISO 7880816 interface contains
only staticfields.

The static fields wittBW_prefixes define constants for the ISO 7816-4 defined response status word. The
fields which use the00 suffix require the low order byte to be customized appropriately e.g
(1SO7816.SW_CORRECT_LENGTH_00 + (0x0023&FF)).

The static fields wittOFFSET _prefixes define constants to be used to index into the APDU buffer byte
array to access ISO 7816-4 defined header information.

Field Summary

static byte CLA | SO/816
APDU command CLA : ISO 78160x00

static byte [[NS_EXTERNAL AUTHENTI CATH|
APDU command INS : EXTERNAL AUTHENTICATEGx82

static byte I NS SELE
APDU command INS : SELECTOxA4

static byte OFFSET _CDAT

APDU command data offset : CDATA=

static byte

APDU header offset : CLAG
static byte

APDU header offset : INS1=
static byte OFFSET LQ

APDU header offset : LC4
static byte OFFSET P1

APDU header offset : P12=
static byte OFFSET P2

APDU header offset : P23=

static short [SW APPLET SELECT FAI LEQ
Response status : Applet selection fail@at6999;

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 69



Java Card 2.1 API

static short

[SW BYTES_REMAI NI NG 00]

Response status : Response bytes remairfing100

static short

[SW CLA_NOT_SUPPORTED
Response status : CLA value not support@xb£00

static short

[SW COWAND NOT_ALLOAED

Response status : Command not allowed (no current E6286

static short

[SW CONDI TT ONS_NOT_SATI SFI EQ

Response status : Conditions of use not satisfle@285

static short

[SW CORRECT LENGTH 00|
Response status : Correct Expected Length (Dr$E00

static short

[SW DATA | NVALI O
Response status : Data invaliox6984

static short

[SWFILE FULL]

Response status : Not enough memory space in thedfigA84

static short

[SW FILE | NVALI O
Response status : File invali@x6983

static short

[SWFILE_NOT_FOUNO
Response status : File not fourftk6A82

static short

[SW FUNC NOT_SUPPORTED

Response status : Function not suppor@bA81

static short

[SW 1 NCORRECT P1P2
Response status : Incorrect parameters (P1B&A86

static short

[SW1NS NOT_SUPPORTED

Response status : INS value not supporfedB00

static short

[SW NO ERROR
Response status : No Errqishort)0x9000

static short

SW RECORD NOT _FOUN
Response status : Record not foufst6A83

static short

[SW SECURI TY _STATUS NOT_SATI SFI EQ)
Response status : Security condition not satisfibed882

static short

Response status : No precise diagnoBk6E00
static short SW WRONG DAT

Response status : Wrong datx6A80
static short [SWWRONG LENGTH

Response status : Wrong lengthx&700
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static short |SW VWVRONG P1 P2|

Response status : Incorrect parameters (P1B&BO0

Field Detall

SW_NO_ERROR

public static final short SW NO_ERROR

Response status : No Errofshort)0x9000

SW_BYTES_REMAINING_00

public static final short SW BYTES_REMAI NI NG_00

Response status : Response bytes remainth@ 00

SW_WRONG_LENGTH

public static final short SW WRONG_LENGTH

Response status : Wrong lengtBx6700

SW_SECURITY_STATUS_NOT_SATISFIED

public static final short SW SECURI TY_STATUS_NOT_SATI SFI ED

Response status : Security condition not satisfieg6982

SW_FILE_INVALID

public static final short SW FI LE_I NVALI D

Response status : File invaliddx6983

SW_DATA_INVALID

public static final short SW DATA | NVALI D
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Response status : Data invali@x6984

SW_CONDITIONS_NOT_SATISFIED

public static final short SW CONDI TI ONS_NOT_SATI SFI ED

Response status : Conditions of use not satisfiex985

SW_COMMAND_NOT_ALLOWED

public static final short SW COMVAND NOT_ALLOWED

Response status : Command not allowed (no current Br)S86

SW_APPLET_SELECT_FAILED

public static final short SW APPLET_SELECT_FAI LED

Response status : Applet selection faile@k§999;

SW_WRONG_DATA

public static final short SW VWRONG_DATA

Response status : Wrong datx6A80

SW_FUNC_NOT_SUPPORTED

public static final short SW FUNC_NOT_SUPPORTED

Response status : Function not support8a6A381

SW_FILE_NOT_FOUND

public static final short SW FI LE_NOT_FOUND

Response status : File not foun@x6A82
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public static final short SW RECORD _NOT_FOUND

Response status : Record not four@k6A83
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SW_INCORRECT_P1P2

public static final short SW | NCORRECT_P1P2

Response status : Incorrect parameters (P1,P2$A86

SW_WRONG_P1P2

public static final short SW VWRONG_P1P2

Response status : Incorrect parameters (P1,B25B00

SW_CORRECT_LENGTH_00

public static final short SW CORRECT_LENGTH_00

Response status : Correct Expected Length (1GX6€00

SW_INS_NOT_SUPPORTED

public static final short SW I NS_NOT_SUPPORTED

Response status : INS value not supportéd6H00

SW_CLA_NOT_SUPPORTED

public static final short SW CLA NOT_SUPPORTED

Response status : CLA value not support€6E00

SW_UNKNOWN

public static final short SW UNKNOWN

Response status : No precise diagnog)x6+00
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SW_FILE_FULL

public static final short SWFILE FULL

Response status : Not enough memory space in theGéA84

OFFSET_CLA

public static final byte OFFSET_CLA

APDU header offset : CLA 8

OFFSET_INS

public static final byte OFFSET_I NS

APDU header offset : INS £

OFFSET _P1

public static final byte OFFSET_P1

APDU header offset : P12

OFFSET P2

public static final byte OFFSET_P2

APDU header offset : P23

OFFSET_LC

public static final byte OFFSET_LC

APDU header offset : LC 4

OFFSET_CDATA

public static final byte OFFSET_CDATA

APDU command data offset : CDATAS=
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CLA 1SO7816

public static final byte CLA | SOr816

APDU command CLA : ISO 7816 6x00

INS_SELECT

public static final byte I NS_SELECT

APDU command INS : SELECT 6xA4

INS_EXTERNAL_AUTHENTICATE

public static final byte | NS_EXTERNAL_AUTHENTI CATE

APDU command INS : EXTERNAL AUTHENTICATE ©x82
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javacard.framework
ClassISOException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception ]
|+-- llava.lang.RuntimeException |
|+-- llavacard.framework.CardRuntimeException |
|+-- javacard. f ramewor k. | SOExcepti on

public clasdSOException
extend$CardRuntimeException

ISOException class encapsulates an ISO 7816-4 response status worteasaois code.
The APDUclass throws JCRE owned instancetS@tException

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or
instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor

details.

Constructor Summary

[ SCExcept i on|short sw)
Constructs an ISOException instance with the specified statds

Method Summary
static void ft hr owl t]short sw)

Throws the JCRE owned instance of the ISOException class with the specified
statusword.

Methods inherited from classjavacard.framework JCardRuntimeException

[oetReason | [setReason |
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Methods inherited from classjava.lang[Objeci]

Constructor Detalil

ISOEXxception

public | SOExcept i on(short sw)

Constructs an ISOException instance with the specified status word. To conserve on resources use
throwlt() to use the JCRE owned instance of téss.
Parameters:

sw - the 1ISO 7816-4 defined statwsrd

Method Detall

throwlt

public static void t hr ow t (short sw)
Throws the JCRE owned instance of the ISOException class with the specified status word.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be
accessed from any applet context. References to these temporary objects cannot be stored in class
variables or instance variables or array componentslé&eeCard Runtime Environment (JCRE) 2.1
Specificatiorfor details.

Parameters:
sw - ISO 7816-4 defined statusord
Throws:

ISOExceptiof+ always.
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javacard.framework

ClassJCSystem

|lava.lang.Object |

+-- javacard. framewor k. JCSyst em

public final classICSystem
extend§Objec}

TheJCSystem class includes a collection of methods to control applet execution, resource management,
atomic transaction management and inter-applet object sharing in Java Card. All mefi@sigsitem
class are statimethods.

The JCSystem class also includes methods to control the persistence and transience of objects. The term
persistenimeans that objects and their values persist from one CAD session to the next, indefinitely.
Persistent object values are updated atomically usimgactions.

ThemakeTransient...Array() methods can be used to creasmsientarrays with primitive data
components. Transient array data is lost (in an undefined state, but the real data is unavailable)
immediately upon power loss, and is reset to the default value at the occurrence of certain events such as
card reset or deselect. Updates to the values of transient arrays are not atomic and are not affected by
transactions.

The JCRE maintains an atomic transaction commit buffer which is initialized on card reset (or power on).
When a transaction is in progress, the JCRE journals all updates to persistent data space into this buffer so
that it can always guarantee, at commit time, that everything in the buffer is written or nothing at all is
written. TheJCSystem includes methods to control an atomic transaction.J&e& Card Runtime

Environment (JCRE) 2.3pecificatiorfor details.

See Also:
|ISystemEXxception | [TransactionException | [Applet |

Field Summary
static byte [CLEAR_ON_DESELECT]

This event code indicates that the contents of the transient object are clearef to the
default value on applet deselection event €ZltEAR_ON_RESEGases.

static byte [CCEAR ON RESET]

This event code indicates that the contents of the transient object are clearef to the
default value on card reset ( or power @vent.

static byte [NOT_A TRANSI ENT_OBJECT]

This event code indicates that the object isransient.
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Method Summary

static void [abort Transacti on|)
Aborts the atomitansaction.

static void [begi nTransacti on|)
Begins an atomtcansaction.

static void [comm t Tr ansacti onf)
Commits an atomtcansaction.

static  [A1D] [T AT )
Returns the JCRE owned instance ofAlliie object associated with the
current appletontext.
static  [Shareable ]|[get Appl et Shar eabl el nt er f aceObj ect | [AID]serverAlD,

byte parameter)
This method is called by a client applet to get a server applet’'s sharea
interfaceobject.

static short

[get MaxConmi t Capaci t y))
Returns the total number of bytes in the corbaffer.

static [get Previ ousCont ext Al )
This method is called to obtain the JCRE owned instance Afidhebject
associated with the previously active applattext.
static byte [get Tr ansact i onDept hf)

Returns the current transaction nesting depth.

static short

[get UnusedComm t Capaci t yf)
Returns the number of bytes left in the contniter.

static short

[get Ver si on)

Returns the current major and minor version of the JavaA®ard

static byte [ sTransi ent||Object [theObj)
Used to check if the specified objedtasmsient.
static | ookupAl Nbyte[] buffer, short offset, byte length)

Returns the JCRE owned instance ofdiiie object, if any, encapsulating
the specified AID bytes in theuffer  parameter if there exists a successfully
installed applet on the card whose instance AID exactly matches that of the
specified AlDbytes.

static boolean(]

[rekeTr ansi ent Bool eanAr r ay[short length, byte event)
Create a transient boolean array with the specifiedlangth.

static byte[]

[makeTr ansi ent Byt eAr r ay[short length, byte event)
Create a transient byte array with the specified mayh.
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static  [Object || |jnakeTr ansi ent Qbj ect Ar r ay|short length, byte event)
Create a transient arrayQifject with the specified arralgngth.

static short]] [rekeTr ansi ent Shor t Ar r ay[short length, byte event)
Create a transient short array with the specified Emggh.

Methods inherited from classjava.lang[Objec

Field Detall

NOT_A TRANSIENT OBJECT

public static final byte NOT_A_TRANSI ENT_OBJECT

This event code indicates that the object istraotsient.

CLEAR_ON_RESET

public static final byte CLEAR_ON_RESET

This event code indicates that the contents of the transient object are cleared to the default value on
card reset ( or power oreyent.

CLEAR_ON_DESELECT

public static final byte CLEAR_ON DESELECT

This event code indicates that the contents of the transient object are cleared to the default value on
applet deselection event or@LEAR_ON_RESE@Gases.

Notes:
e CLEAR_ON_DESELECtfansient objects can be accessed only when the applet which created
the object is the currently the selectaaplet.
e The JCRE will throw &ecurityException if a CLEAR_ON_DESELECfansient object
is accessed when the currently selected applet is not the applet which creatieithe

Method Detall
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iIsTransient
public static byte i sTransi ent ([Object_]theObj)

Used to check if the specified object is transient.

Notes:
This method returnsiOT_A_TRANSIENT_OBJECTF the specified object isul | oris not an
array type.
Parameters:
theObj - the object beingueried.
Returns:
NOT_A_TRANSIENT_OBJECTLEAR_ON_RESETrCLEAR_ON_DESELECT
See Also:
[makeTransientBooleanArray(short, byte
[makeTransientByteArray(short, byte
[makeTransientShortArray(short, byte) |
[makeTransientObjectArray(short, byte) |

makeTransientBooleanArray

public static boolean(] makeTr ansi ent Bool eanAr r ay(short length,
byte event)
throws |ISystemException |

Create a transient boolean array with the specified &nayh.
Parameters:
length - the length of the boolearray.
event -theCLEAR_ON... event which causes the array elements tcldered.
Throws:
[SystemEXxceptidn with the following reasonodes:
e SystemException.ILLEGAL_VALUE if event is not a valid event code.
® SystemException.NO_TRANSIENT_SPACE if sufficient transient space is not
available.
e SystemException.ILLEGAL_TRANSIENT if the current applet context is not the
currently selected applet context &DdEAR_ON_DESELEGS specified.

makeTransientByteArray

public static byte[] makeTr ansi ent Byt eAr r ay(short length,
byte event)
throws |ISystemException |

Create a transient byte array with the specified denagth.
Parameters:
length - the length of the bytarray.
event -theCLEAR_ON... event which causes the array elements tcldsred.
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Throws:
[SystemEXxceptidgn with the following reasonodes:
® SystemException.ILLEGAL_VALUE if eventis not a valid event code.
e SystemException.NO_TRANSIENT_SPACE if sufficient transient space is not
available.
o SystemException.ILLEGAL_TRANSIENT if the current applet context is not the
currently selected applet context ZaDdEAR_ON_DESELEGS specified.

makeTransientShortArray

public static short[] makeTr ansi ent Shor t Ar r ay(short length,
byte event)
throws ISystemException |

Create a transient short array with the specified derayth.
Parameters:
length - the length of the shoatrray.
event -theCLEAR_ON... event which causes the array elements tcldmred.
Throws:
[SystemEXxceptign with the following reasonodes:
® SystemException.ILLEGAL_VALUE if eventis not a valid event code.
® SystemException.NO_TRANSIENT_SPACE if sufficient transient space is not
available.
o SystemException.ILLEGAL_TRANSIENT if the current applet context is not the
currently selected applet context &DdEAR_ON_DESELEGS specified.

makeTransientObjectArray

public static [Oblect J] makeTr ansi ent Obj ect Ar r ay(short length,
byte event)
throws |ISystemException |

Create a transient array ©bject with the specified arragngth.
Parameters:
length - the length of th®©bject array.
event -theCLEAR_ON... event which causes the array elements tcldsred.
Throws:
[SystemEXxceptidn with the following reasonodes:
e SystemException.ILLEGAL_VALUE if event is not a valid event code.
® SystemException.NO_TRANSIENT_SPACE if sufficient transient space is not
available.
e SystemException.ILLEGAL_TRANSIENT if the current applet context is not the
currently selected applet context &DdEAR_ON_DESELEGS specified.

82 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.



Java Card 2.1 API

getVersion

public static short get Ver si on()

Returns the current major and minor version of the JavaARird
Returns:
version number as byte.byt®major.minor)

getAID
public static get Al D()

Returns the JCRE owned instance ofAli® object associated with the current applet context.
Returnsnull  if the Applet.register() method has not yet been invoked.

JCRE owned instances AfD are permanent JCRE Entry Point Objects and can be accessed from
any applet context. References to these permanent objects can be stored and re-used.

SeeJava Card Runtime Environment (JCRE) 3decificatiorfor details.
Returns:
the AID object.

lookupAID

public static | ookupAl D(byte[] buffer,
short offset,
byte length)

Returns the JCRE owned instance ofAli® object, if any, encapsulating the specified AID bytes in
thebuffer parameter if there exists a successfully installed applet on the card whose instance AID
exactly matches that of the specified AID bytes.

JCRE owned instances AfD are permanent JCRE Entry Point Objects and can be accessed from
any applet context. References to these permanent objects can be stored and re-used.

SeeJava Card Runtime Environment (JCRE) 3decificatiorfor details.
Parameters:
buffer - byte array containing the Albytes.
offset - offset within buffer where AID bytdsegin.
length - length of AID bytes irbuffer.
Returns:
the AID object, if anynull  otherwise. A VM exception is thrownlifuffer isnull , orif
offset orlength are out ofange.
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beginTransaction

public static void begi nTransacti on()
throws [TransactionException |

Begins an atomic transaction. If a transaction is already in progress (transactionDepth != 0), a
TransactionException thrown.

Throws:
[TransactionExceptignawith the following reasonodes:
® TransactionException.IN_ PROGRESS if a transaction is already progress.
See Also:
[commitTransaction() | [abortTransaction() |
abortTransaction
public static void abort Transacti on()

throws |TransactionException |

Aborts the atomic transaction. The contents of the commit buffer is discarded.

Notes:
® Do not call this method from within a transaction which creates new objects because the JCRE

may not recover the heap space used by the new aijé&mtces.
® The JCRE ensures that any variable of reference type which references an object instantiated
from within this aborted transaction is equivalent towdl reference.

Throws:
[TransactionExceptigawith the following reasonodes:
® TransactionException.NOT_IN_PROGRESS if a transaction is not iprogress.

See Also:
[beginTransaction() | lcommitTransaction() |

commitTransaction

public static void conmi t Transacti on()
throws [TransactionException |

Commits an atomic transaction. The contents of commit buffer is atomically commited. If a
transaction is not in progress (transactionDepth == 0) then a TransactionExcetptiowis
Throws:
[TransactionExceptignwith the following reasonodes:
® TransactionException.NOT_IN_PROGRESS if a transaction is not iprogress.

See Also:
[beginTransaction() | labortTransaction() |
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getTransactionDepth

public static byte get Transact i onDept h()

Returns the current transaction nesting depth level. At present, only 1 transaction can be in progress
at atime.
Returns:

1 if transaction in progress, Oribt.

getUnusedCommitCapacity

public static short get UnusedCommi t Capaci ty()

Returns the number of bytes left in the comimitfer.
Returns:

the number of bytes left in the comrhiiffer
See Also:

[getMaxCommitCapacity() |

getMaxCommitCapacity

public static short get MaxCommi t Capaci ty()

Returns the total number of bytes in the commit buffer. This is approximately the maximum number
of bytes of persistent data which can be modified during a transaction. However, the transaction
subsystem requires additional bytes of overhead data to be included in the commit buffer, and this
depends on the number of fields modified and the implementation of the transaction subsystem. The
application cannot determine the actual maximum amount of data which can be modified during a
transaction without taking these overhead bytesdatwideration.
Returns:

the total number of bytes in the comtnitffer
See Also:

loetUnusedCommitCapacity() |

getPreviousContextAlD

public static get Pr evi ousCont ext Al ()
This method is called to obtain the JCRE owned instance éflhebject associated with the
previously active applet context. This method is typically used by a server applet, while executing a

shareable interface method to determine the identity of its client and thereby control access
privileges.
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JCRE owned instances AfD are permanent JCRE Entry Point Objects and can be accessed from
any applet context. References to these permanent objects can be stored and re-used.

SeeJava Card Runtime Environment (JCRE) 3decificatiorfor details.
Returns:

the AID object of the previous context, mull  if JCRE.

getAppletShareablelnterfaceObject

public static get Appl et Shar eabl el nt er f aceQbj ect (JAID] serverAlID,
byte parameter)

This method is called by a client applet to get a server applet’s shareable interface object.

This method returnsull  if the Applet.register() has not yet been invoked or if the server
does not exist or if the server retumsl
Parameters:

serverAID - the AID of the serveapplet.
parameter - optional parametatata.
Returns:
the shareable interface objectnl
See Also:

|Applet.getShareablelnterfaceObject(AID, byte) |
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javacard.framework
ClassOwnerPIN

|lava.lang.Object |

+-- javacard. franmewor k. Omer PI N

public clasfOwnerPIN
extend§Objec}
implement§PIN

This class represents an Owner PIN. It implements Personal Identification Number functionality as
defined in thePIN interface. It provides the ability to update the PIN and thus ofunetionality.

The implementation of this class must protect against attacks based on program flow prediction.Even if a
transaction is in progress, internal state such as the try counter, the validated flag and the blocking state
must not be conditionally updated during Rifésentation.

If an implementation of this class creates transient arrays, it must ensure that tbegAR ON_RESET
transientobjects.

The protected methodgetValidatedFlag andsetValidatedFlag allow a subclass of this class
to optimize the storage for the validated boolstate.

Some methods of instances of this class are only suitable for sharing when there exists a trust relationship
among the applets. A typical shared usage would use a proxy PIN interface which implements both the
PIN interface and th8hareable interface.

Any of the methods of thewnerPIN may be called with a transaction in progress. None of the methods
of OwnerPIN class initiate or alter the state of the transaction if one is in progress.

See Also:
[PINException | [PIN][Shareable | [JCSystem |

Constructor Summary
[OGaner PI N(byte tryLimit, byte maxPINSize)

Constructor.

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 87



Java Card 2.1 API

Method Summary

sented

r last

boolean |[check]byte[] pin, short offset, byte length)
Comparegin against the PINalue.
byte ||lget Tri esRemai ni ng|)
Returns the number of times remaining that an incorrect PIN can be pre
before thePIN is blocked.
protected  |[get Val i dat edFI ag|)
boolean This protected method returns the validéeg
boolean | sVal i dat ed)
Returngrue if a valid PIN has been presented since the last card reset (
call toreset()
void )
If the validated flag is set, this method reets
void |[r eset AndUnbl ock|)
This method resets the validated flag and reseBkhé&y counter to the
value of thePIN try limit.
protected  |[set Val | dat edFl agfboolean value)
void This protected method sets the value of the valiflaged
void |[updat e|byte[] pin, short offset, byte length)

This method sets a new value for the PIN and resd®Nhiy counter to the
value of thePIN try limit.

Methods inherited from classjava.lang[Object]

Constructor Detall

OwnerPIN

public  Oaner PI N(byte tryLimit,
byte maxPINSize)

throws

PINEXxception

Constructor. Allocates a neldN instance.

Parameters:
tryLimit

- the maximum number of times an incorrect PIN caprbeented.

maxPINSize -the maximum allowed PIN sizemaxPINSize must be>=1.
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Throws:
PINExceptiof+ with the following reasonodes:
® PINException.ILLEGAL_VALUE if maxPINSize parameter is less thdn

Method Detall

getValidatedFlag

protected boolean get Val i dat edFl ag()

This protected method returns the validated flag. This method is intended for subclass of this
OwnerPIN to access or override the internal PIN state ofCthvaerPIN .
Returns:

the boolean state of the PIN validaftd).

setValidatedFlag

protected void set Val i dat edFl ag(boolean value)

This protected method sets the value of the validated flag. This method is intended for subclass of
this OwnerPIN to control or override the internal PIN state of @enerPIN .
Parameters:

value - the new value for the validatédg.

getTriesRemaining

public byte get Tri esRenmi ni ng()

Returns the number of times remaining that an incorrect PIN can be presented bdéttxeithe
blocked.
Specified by:
[getTriesRemaininin interfacdPIN
Returns:
the number of timesemaining

check

public boolean check(byte[] pin,
short offset,
byte length)

Comparein against the PIN value. If they match andhiN is not blocked, it sets the validated

flag and resets the try counter to its maximum. If it does not match, it decrements the try counter, and
if the counter has reached zero, blocksRHe. Even if a transaction is in progress, internal state

such as the try counter, the validated flag and the blocking state must not be conditjmtetiby.
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Specified by:
[checkin interfacdPIN
Parameters:

pin - the byte array containing the PIN value bethgcked
offset - the starting offset in the parray
length - the length opin.
Returns:
true if the PIN value matcheflse otherwise

isValidated

public boolean i sVal i dat ed()

Returngrue if a valid PIN has been presented since the last card reset or lastresdt{p
Specified by:

isValidatediin interfacdPIN
Returns:

true if validated;false otherwise

reset

public void reset ()

If the validated flag is set, this method resets it. If the validated flag is not set, this method does
nothing.
Specified by:

[resdtin interfacdPIN

update

public void updat e(byte[] pin,
short offset,
byte length)
throws

This method sets a new value for the PIN and rese®IMédry counter to the value of thdN try
limit. It also resets the validatdidg.

This method copies the input pin parameter into an internal representation. If a transaction is in
progress, the new pin and try counter update must be conditional i.e the copy operation must use the
transactiorfacility.
Parameters:

pin - the byte array containing the new Rialue

offset - the starting offset in the parray

length - the length of the neWIN.
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Throws:
with the following reasonodes:
e PINException.ILLEGAL_VALUE if length is greater than configured maximum PIN
size.
See Also:
JCSystem.beginTransaction()

resetAndUnblock

public void reset AndUnbl ock()

This method resets the validated flag and resetBItkiery counter to the value of tHaN try limit.
This method is used by the owner to re-enable the bldekéd
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javacard.framework
Interface PIN

All Known Implementing Classes:

public abstract interfacelN
This interface represents a PIN. An implementation must maintain these internal values:

e PIN value

® try limit, the maximum number of times an incorrect PIN can be presented before the PIN is blocked.
When the PIN is blocked, it cannot be validated even on valid PIN presentation.

® max PIN size, the maximum length of PIN allowed

® try counter, the remaining number of times an incorrect PIN presentation is permitted belRiM: the
becomes blocked.

e validated flag, true if a valid PIN has been presented. This flag is reset on every card reset.

This interface does not make any assumptions about where the data for the PIN value comparison is
stored.

An owner implementation of this interface must provide a way to initialize/update the PIN value.The
owner implemention of the interface must protect against attacks based on program flow prediction. Even
if a transaction is in progress, internal state such as the try counter, the validated flag and the blocking
state must not be conditionally updated during piésentation.

A typical card global PIN usage will combine an instanc®wherPIN class and a a Proxy PIN interface
which implements both theIN and theShareable interfaces. Th®wnerPIN instance would be
manipulated only by the owner who has update privilege. All others would access the global PIN
functionality via the proxy PIN interface.

See Also:
[OwnerPIN||Shareable |
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Method Summary

boolean |[check]byte[] pin, short offset, byte length)
Comparegin against the PINalue.

byte |lget Tri esRenmi ni ng|)
Returns the number of times remaining that an incorrect PIN can be presented before
thePIN is blocked.

boolean i sVal i dat ed)
Returngrue if a valid PIN value has been presented since the last card reset ol last
call toreset()

void )

If the validated flag is set, this method regets

Method Detall

getTriesRemaining

public byte get Tri esRenmi ni ng()

Returns the number of times remaining that an incorrect PIN can be presented bdéttxeithe
blocked.
Returns:

the number of timesemaining

check

public boolean check(byte[] pin,
short offset,
byte length)

Comparein against the PIN value. If they match andhi is not blocked, it sets the validated
flag and resets the try counter to its maximum. If it does not match, it decrements the try counter, and
if the counter has reached zero, blocksRHe. Even if a transaction is in progress, internal state
such as the try counter, the validated flag and the blocking state must not be conditjmtetiby.
Parameters:

pin - the byte array containing the PIN value bethgcked

offset - the starting offset in the parray

length - the length of the PINalue.
Returns:

true if the PIN value matcheflse otherwise
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isValidated

public boolean i sVal i dat ed()

Returngtrue if a valid PIN value has been presented since the last card reset or last call to
reset()
Returns:

true if validated;false otherwise

reset

public void reset ()

If the validated flag is set, this method resets it. If the validated flag is not set, this method does
nothing.
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javacard.framework
ClassPINException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception ]
|+-- llava.lang.RuntimeException |
|+-- llavacard.framework.CardRuntimeException |
|+-- javacard. f ramewor k. Pl NExcepti on

public clasPINException
extend$CardRuntimeException

PINException represents ®@wnerPIN class access-related exception.

TheOwnerPIN class throws JCRE owned instance®NException

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or

instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor
details.

See Also:

OwnerPIN

Field Summary

static short [ LLEGAL VALUH
This reason code is used to indicate that one or more input parameters is g
allowedbounds.

Constructor Summary

[PI_ NExcept i on|short reason)
Constructs RINException.
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Method Summary

static void t hr ow t [(short reason)

Throws the JCRE owned instanc®tMException  with the specifiedeason.

Methods inherited from classjavacard.framework [CardRuntimeException

loetReason | |[setReason |

Methods inherited from classjava.lang[Object]

Field Detall

ILLEGAL_VALUE

public static final short | LLEGAL_VALUE

This reason code is used to indicate that one or more input parameters is out of adlomed

Constructor Detalil

PINException

public Pl NExcept i on(short reason)

Constructs a PINException. To conserve on resourcethroselt() to use the JCRE owned
instance of thiglass.

Parameters:
reason - the reason for thexception.

Method Detall
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throwlt

public static void t hr owl t (short reason)
Throws the JCRE owned instanceRINException  with the specified reason.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be
accessed from any applet context. References to these temporary objects cannot be stored in class

variables or instance variables or array componentsl&eeCard Runtime Environment (JCRE) 2.1
Specificatiorfor details.

Parameters:
reason - the reason for thexception.
Throws:

PINExceptioft+ always.
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javacard.framework
Interface Shareable

public abstract interfacBhareable

The Shareable interface serves to identify all shared objects. Any object that needs to be shared through
the applet firewall must directly or indirectly implement this interface. Only those methods specified in a
shareable interface are available through the firewall. Implementation classes can implement any number
of shareable interfaces and can extend other shareable implementation classes.
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javacard.framework
ClassSystemException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception ]
|+-- llava.lang.RuntimeException |
|+-- llavacard.framework.CardRuntimeException |
|+-- javacard. f ramewor k. Syst enExcepti on

public classSystemException
extend$CardRuntimeException

SystemException  represents aCSystem class related exception. It is also thrown by the
javacard.framework.Applet.register() methods and by th&ID class constructor.

These API classes throw JCRE owned instanc&ystemException

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or

instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor
details.

See Also:
[ICSystem] [Applet }[AID]
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Field Summary

static short

[[LLEGAL Al O
This reason code is used by the

AID parameter is not a legal Alizalue.

javacard.framework.Applet.register() method to indicate that the inpuf

static short

[[CLEGAL _TRANSI ENT]
This reason code is used to indicate that the request to create a transient
not allowed in the current appledntext.

bject is

static short

[ LLEGAL VALUH
This reason code is used to indicate that one or more input parameters is g
allowedbounds.

ut of

static short

[NO RESOURCH
This reason code is used to indicate that there is insufficient resource in the
for therequest.

e Card

static short

[NO_TRANSI ENT_SPACH

This reason code is used byrfakeTransient..() methods to indicate thg

—*

no room is available in volatile memory for the requestgdct.

Constructor Summary

[Syst enExcept i onfshort reason)

Constructs 8ystemException.

Method Summary

static void

short reason)
Throws the JCRE owned instanc&pftemException  with the specified
reason.

Methods inherited from classjavacard.framework JCardRuntimeException

loetReason |,

|setReason |
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Methods inherited from classjava.lang[Objec
[equals |

Field Detall

ILLEGAL_VALUE

public static final short | LLEGAL_VALUE

This reason code is used to indicate that one or more input parameters is out of adlomed

NO_TRANSIENT SPACE

public static final short NO_TRANSI ENT_SPACE

This reason code is used by thakeTransient..() methods to indicate that no room is
available in volatile memory for the requestdiject.

ILLEGAL_TRANSIENT

public static final short | LLEGAL_TRANSI ENT

This reason code is used to indicate that the request to create a transient object is not allowed in the
current applet context. Sdava Card Runtime Environment (JCRE) 3decificatiorfor details.

ILLEGAL_AID
public static final short | LLEGAL_AI D
This reason code is used by faeacard.framework.Applet.register() method to

indicate that the input AID parameter is not a legal A#lue.

NO_RESOURCE

public static final short NO_RESOURCE
This reason code is used to indicate that there is insufficient resource in the Card for the request.

For example, the Java Card Virtual Machine rimpw this exception reason when there is
insufficient heap space to create a riestance.
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Constructor Detalil

SystemException

public  Syst emExcept i on(short reason)

Constructs a SystemException. To conserve on resourcts oset() to use the JCRE owned
instance of thiglass.

Parameters:
reason - the reason for thexception.

Method Detall

throwlt

public static void t hr owl t (short reason)
Throws the JCRE owned instanceSyfstemException  with the specified reason.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be
accessed from any applet context. References to these temporary objects cannot be stored in class

variables or instance variables or array componentslé&eeCard Runtime Environment (JCRE) 2.1
Specificatiorfor details.

Parameters:

reason - the reason for thexception.
Throws:

[SystemExceptigralways.
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javacard.framework
ClassTransactionException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception ]
|+-- lava.lang.RuntimeException |
I+-- llavacard.framework.CardRuntimeException |
|+-- javacard. framewor k. Transacti onExcepti on

public classlransactionException
extend$CardRuntimeException

TransactionException represents an exception in the transaction subsystem. The methods referred
to in this class are in thRECSystem class.

TheJCSystem class and the transaction facility throw JCRE owned instances of
TransactionException

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or
instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor

details.

See Also:
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Field Summary
static short |BUFFER FULL|

This reason code is used during a transaction to indicate that the commit byffer is

full.
static short || N PR(IERES§

This reason code is used byhlbginTransaction method to indicate a
transaction is already jprogress.

static short [ NTERNAL _FAI LURH

This reason code is used during a transaction to indicate an internal JCRE jproblem
(fatal error).

static short [NOT TN PROGRESY

This reason code is used bydhertTransaction and
commintTransaction methods when a transaction is nopingress.

Constructor Summary

[Transact i onExcept i onfshort reason)
Constructs a TransactionException with the speciiasbn.

Method Summary
static void [ hr owl t|short reason)

Throws the JCRE owned instancé& @nsactionException with the
specifiedreason.

Methods inherited from classjavacard.framework JCardRuntimeException

[oetReason | [setReason |

Methods inherited from classjava.lang[Object]
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Field Detall

IN_PROGRESS

public static final short I N_PROGRESS

This reason code is used by theginTransaction
progress.

method to indicate a transaction is already in

NOT_IN_PROGRESS

public static final short NOT_I N_PROGRESS

This reason code is used by HimrtTransaction
when a transaction is not progress.

andcommintTransaction methods

BUFFER_FULL

public static final short BUFFER_FULL

This reason code is used during a transaction to indicate that the commit Huifer is

INTERNAL_FAILURE

public static final short I NTERNAL _FAI LURE

This reason code is used during a transaction to indicate an internal JCRE problesrr¢iatal

Constructor Detalil

TransactionException

public  Transacti onExcepti on(short reason)

Constructs a TransactionException with the specified reason. To conserve on resources use

throwlt()

to use the JCRE owned instance of thiss.

Method Detall

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 105



Java Card 2.1 API

throwlt
public static void t hr owl t (short reason)
Throws the JCRE owned instanceloinsactionException with the specified reason.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be
accessed from any applet context. References to these temporary objects cannot be stored in class
variables or instance variables or array componentsl&eeCard Runtime Environment (JCRE) 2.1
Specificatiorfor details.
Throws:

[TransactionExceptignalways.
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javacard.framework
ClassUserException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- llava.lang.Exception |

+-- llavacard.framework.CardException |

+-- javacard. framewor k. User Excepti on

public clasdJserException

extend¢CardExceptio

UserException  represents a User exception. This class also provides a resource-saving mechanism
(thethrowlt() method) for user exceptions by using a JCRE owned instance.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or
instance variables or array components. B&@a Card Runtime Environment (JCRE) 3decificatiorfor

details.

Constructor Summary

[User Except i on|)
Constructs dserException  with reason 9.

[User Except i onfshort reason)
Constructs dserException  with the specifiedeason.

Method Summary
static void [t hr owl t|short reason)

Throws the JCRE owned instanc&sérException  with the specifiedeason.

Methods inherited from classjavacard.framework CardException|

[getReason | [setReason |
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Methods inherited from classjava.lang[Objeci]

Constructor Detalil

UserException

public  User Excepti on()

Constructs &JserException  with reason = 0. To conserve on resourceshurssvlt() to use
the JCRE owned instance of tliass.

UserException

public  User Except i on(short reason)

Constructs &JserException  with the specified reason. To conserve on resources use
throwlt() to use the JCRE owned instance of théss.
Parameters:

reason - the reason for thexception.

Method Detall

throwlt

public static void t hr owl t (short reason)
throws [UserException |

Throws the JCRE owned instancelserException  with the specified reason.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be
accessed from any applet context. References to these temporary objects cannot be stored in class
variables or instance variables or array componentslé&eeCard Runtime Environment (JCRE) 2.1
Specificatiorfor details.
Parameters:

reason - the reason for thexception.
Throws:

always.
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javacard.framework

ClassUtil

|lava.lang.Object |

+-- javacard. framework. Uil

public clasdUtil
extend§Objec}

TheUtil class contains common utility functions. Some of the methods may be implemented as native
functions for performance reasons. All method¥liith , class are statimethods.

Some methods dftii  namelyarrayCopy() , arrayCopyNonAtomic() :

arrayFillNonAtomic() andsetShort() , refer to the persistence of array objects. The term
persistenimeans that arrays and their values persist from one CAD session to the next, indefinitely. The
JCSystem class is used to control the persistence and transience of objects.

See Also:
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Method Summary

static byte [ar r ay Conpar e[byte][] src, short srcOff, byte[] dest,

short destOff, short length)

position, with the specified position of the destination array from lefgta.

Compares an array from the specified source array, beginning at the specified

static short [ar rayCopy]byte[] src, short srcOff, byte[] dest,
short destOff, short length)

position, to the specified position of the destinatiomy.

Copies an array from the specified source array, beginning at the specified

static short [ar r ayCopyNonAt oni c|byte[] src, short srcOff, byte[] dest,

short destOff, short length)

position, to the specified position of the destination afmayn-atomically).

Copies an array from the specified source array, beginning at the specified

static short [arrayFi I'I NonAt om c|byte[] bArray, short bOff, short bLen,

byte bValue)

specified length with the specified bytalue.

Fills the byte array (non-atomically) beginning at the specified position, for {he

static short [get Shor t}byte[] bArray, short bOff)

Concatenates two bytes in a byte array to form a\sag.

static short byte b1, byte b2)

Concatenates the two parameter bytes to form avsthost

static short [set Shor t]byte[] bArray, short bOff, short sValue)

array.

Deposits the short value as two successive bytes at the specified offset in the byte

Methods inherited from classjava.lang[Objec

Method Detall

arrayCopy

public static final short ar r ay Copy (byte[] src,
short srcOff,
byte[] dest,
short destOff,
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short length)
throws IndexOutOfBoundsException b

[NullPointerException j
[TransactionException |

Copies an array from the specified source array, beginning at the specified position, to the specified
position of the destination array.

Notes:

e If srcOff ordestOff orlength parameter is negative an
IndexOutOfBoundsException exception ishrown.

e |If srcOff+length is greater tharsrc.length | the length of therc array a
IndexOutOfBoundsException exception is thrown and no copypisrformed.

e |If destOff+length is greater thardest.length  , the length of thdest array an
IndexOutOfBoundsException exception is thrown and no copypierformed.

e Ifsrc ordest parameteriswll aNullPointerException exception ighrown.

e |[fthesr c anddest arguments refer to the same array object, then the copying is performed
as if the components at positissrsOff  throughsrcOff+length-1 were first copied to a
temporary array with length components and then the contents of the temporary array were
copied into positiondestOff  throughdestOff+length-1 of the argumersrray.

e If the destination array is persistent, the entire copy is perfomauaically.

® The copy operation is subject to atomic commit capacity limitations. If the commit capacity is
exceeded, no copy is performed antransactionException exception ighrown.

Parameters:
src - source bytarray.
srcOff - offset within source byte array to start cdpm.
dest - destination bytarray.
destOff - offset within destination byte array to start camp.
length - byte length to beopied.
Returns:
destOff+length
Throws:
[[ndexOutOfBoundsExceptipn- if copying would cause access of data outside &oands.
[NullPointerExceptiof: - if eithersrc ordest isnull
[TransactionExceptign- if copying would cause the commit capacity teeReeeded.
See Also:
[CSystem.getUnusedCommitCapacity() |

arrayCopyNonAtomic
public static final short ar r ayCopyNonAt oni c(byte[] src,
short srcOff,
byte[] dest,
short destOff,
short length)
throws ndexOutOfBoundsException }

NullPointerException |
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Copies an array from the specified source array, beginning at the specified position, to the specified
position of the destination array (non-atomically).

This method does not use the transaction facility during the copy operation even if a transaction is in
progress. Thus, this method is suitable for use only when the contents of the destination array can be
left in a partially modified state in the event of a power loss in the middle of the copy operation.

Notes:

e If srcOff ordestOff orlength parameter is negative an
IndexOutOfBoundsException exception ishrown.

e |If srcOff+length is greater tharsrc.length | the length of therc array a
IndexOutOfBoundsException exception is thrown and no copypisrformed.

e |If destOff+length is greater thardest.length  , the length of thdest array an
IndexOutOfBoundsException exception is thrown and no copypierformed.

e Ifsrc ordest parameteriswll aNullPointerException exception ighrown.

e |[fthesr c anddest arguments refer to the same array object, then the copying is performed
as if the components at positissrsOff  throughsrcOff+length-1 were first copied to a
temporary array with length components and then the contents of the temporary array were
copied into positiondestOff  throughdestOff+length-1 of the argumerwrray.

e |If power is lost during the copy operation and the destination array is persistent, a partially
changed destination array coutdsult.

® The copyength parameter is not constrained by the atomic commit caphgittations.

Parameters:
src - source bytarray.
srcOff - offset within source byte array to start cdpm.
dest - destination bytarray.
destOff - offset within destination byte array to start camp.
length - byte length to beopied.

Returns:
destOff+length

Throws:
[[ndexOutOfBoundsExceptipn- if copying would cause access of data outside &oands.
[NullPointerExceptiof: - if eithersrc ordest isnull

See Also:
[JCSystem.getUnusedCommitCapacity() |

arrayFillNonAtomic

public static final short arrayFi | | NonAt oni c(byte[] bArray,
short bOff,
short bLen,
byte bValue)
throws ndexOutOfBoundsException }

NullPointerException |

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 113



Java Card 2.1 API

Fills the byte array (non-atomically) beginning at the specified position, for the specified length with
the specified byte value.

This method does not use the transaction facility during the fill operation even if a transaction is in
progress. Thus, this method is suitable for use only when the contents of the byte array can be left in
a partially filled state in the event of a power loss in the middle of the fill operation.

Notes:
e |f bOff orbLen parameter is negative dndexOutOfBoundsException exception is
thrown.
e |f bOff+bLen is greater tharbArray.length , the length of thbArray array an
IndexOutOfBoundsException exception ishrown.
e If bArray parameter iswll aNullPointerException exception ighrown.
e |f power is lost during the copy operation and the byte array is persistent, a partially changed

byte array couldesult.

® TheblLen parameter is not constrained by the atomic commit caphcittations.
Parameters:
bArray - the bytearray.
bOff - offset within byte array to start filling bValueto.
bLen - byte length to bélled.
bValue - the value to fill the byte arrayith.
Returns:
bOff+bLen
Throws:
[[ndexOutOfBoundsExceptipn- if the fill operation would cause access of data outside array
bounds.
[NullPointerExceptiolr - if bArray isnull
See Also:
[JCSystem.getUnusedCommitCapacity()
arrayCompare
public static final byte ar r ayConpar e(byte[] src,
short srcOff,
byte[] dest,
short destOff,
short length)
throws IndexOutOfBoundsException |

NullPointerException |

Compares an array from the specified source array, beginning at the specified position, with the
specified position of the destination array from left to right. Returns the ternary result of the
comparison : less than(-1), equal(0) or greater than(1).

Notes:

If srcOff ordestOff orlength parameter is negative an
IndexOutOfBoundsException exception ighrown.
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e |If srcOff+length is greater tharsrc.length | the length of therc array a
IndexOutOfBoundsException exception ighrown.

e |f destOff+length is greater thardest.length  , the length of thdest array an
IndexOutOfBoundsException exception ighrown.

e Ifsrc ordest parameteriswll aNullPointerException exception ighrown.

Parameters:

src - source bytarray.
srcOff - offset within source byte array to stasmpare.
dest - destination bytarray.
destOff - offset within destination byte array to stesmpare.
length - byte length to beompared.
Returns:
the result of the comparison fadlows:
e ( if identical
e -1 if the first miscomparing byte in source array is less than that in destination array,
e 1 if the first miscomparing byte in source array is greater that that in destinatiyn
Throws:
[[ndexOutOfBoundsExceptipn- if comparing all bytes would cause access of data outside array
bounds.
[NullPointerExceptiof: - if eithersrc ordest isnull

makeShort

public static final short makeShor t (byte b1,
byte b2)

Concatenates the two parameter bytes to form a ghlo.
Parameters:

bl - the first byte ( high order by)e

b2 - the second byte ( low order byte
Returns:

the short value - the concatenatedult

getShort

public static final short get Shor t (byte[] bArray,
short bOff)

Concatenates two bytes in a byte array to form a share.
Parameters:

bArray - bytearray.

bOff - offset within byte array containing first byte (the high otulge).
Returns:

the short value - the concatenatedult
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setShort
public static final short set Shor t (byte[] bArray,
short bOff,
short sValue)
throws [TransactionException |

Deposits the short value as two successive bytes at the specified offset in tiredyyte
Parameters:

bArray - bytearray.

bOff - offset within byte array to deposit the first byte (the high oogite).

sValue - the short value to set intoray.

Returns:
bOff+2

Note:

e If the byte array is persistent, this operation is performed atomically. If the commit
capacity is exceeded, no operation is performed ahchasactionException
exception ighrown.

Throws:

[TransactionExceptign- if the operation would cause the commit capacity texoeeded.
See Also:

JJCSystem.getUnusedCommitCapacity() |
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Packagejavacard.security

Provides the classes and interfaces for the Java Card security framework.

w

ee:

Interface Summary

DESKeycontains an 8/16/24 byte key for single/2 key triple DES/3 key triple DES

DESKey operations.
5SAKG The DSAKey interface is the base interface for the DSA algorithms private anc
y|

public keyimplementaions.

The DSAPrivateKey interface is used to sign data using the REforithm.

The DSAPublicKey interface is used to verify signatures on signed data using the

DSAPublickeyl | hga algorithm.

el 2 2
=
2
=
2]

TheKey interface is the base interface forladlys.

Privateke) ThePrivateKey class is the base class for private keys used in asymmetric

algorithms.
: ThePublicKey class is the base class for public keys used in asymmetric
PublicKey .
algorithms.
TheRSAPrivateCrtKey  interface is used to sign data using the RSA algorithm
[RSAPrivateCrikey in its Chinese Remainder Theoréonm.
RSAPTValeke) TheRSAPrivateKey class is used to sign data using the RSA algorithm in it$
modulus/exponerform.
RSAPUBITCKS) TheR_SAPubthey is used to verify signatures on signed data using the RSA
algorithm.
TheSecretKey class is the base interface for keys used in symmetric alogrightms

(e.g. DES).

ClassSummary
KeyBuilder TheKeyBuilder class is a key objetactory.

[MessageDige$t| TheMessageDigest  class is the base class for hashatgprthims.
RandomDatg | TheRandomData abstract class is the base class for random nugelneration.

TheSignature class is the base class for Signaalgerthims.
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Exception Summary

[CryptoException| CryptoException represents a cryptography-relateaeption.

Packagejavacard.security Description

Provides the classes and interfaces for the Java Card security framework.
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javacard.security
ClassCryptoException

|lava.lang.Object |

+-- |lava.lang.Throwable |

+-- [ava.lang.Exception |
I+-- [ava.lang.RuntimeException |
I+.. |lavacard.framework.CardRuntimeException |
|+-- javacard. security. Crypt oException

public clas<CryptoException
extend$CardRuntimeException

CryptoException represents a cryptography-related exception.
The API classes throw JCRE owned instanceSystemException

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be accessed
from any applet context. References to these temporary objects cannot be stored in class variables or
instance variables or array components.

See Also:
[KeyBuilder | [MessageDigest |[Signature ||RandomDatal|Cipher |
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Field Summary

static short

I LLEGAL US
This reason code is used to indicate that the signature or cipher algorithm d
pad the incoming message and the input message is notlitpaogd.

static short

[ LLEGAL VAL UH
This reason code is used to indicate that one or more input parameters is g
allowedbounds.

static short

[[NVALI D I NIT]
This reason code is used to indicate that the signature or cipher object has
been correctly initialized for the requestaukration.

static short

[NO_SUCH_ALGORI THM

This reason code is used to indicate that the requested algorithm or key tyf
supported.

oes not

ut of

not

e is not

static short

[ONI NI TTALT ZED_KEY]

This reason code is used to indicate that the keyrigialized.

Constructor Summary

[Cr ypt oExcept i onfshort reason)

Constructs @ryptoException with the specifiedeason.

Method Summary

static void

[t hr ow t{short reason)
Throws the JCRE owned instanc€pfptoException with the specified

reason.

Methods inherited from classjavacard.framework JCardRuntimeException

loetReason |,

|setReason |

Methods inherited from classjava.lang[Objec
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Field Detall

ILLEGAL_VALUE

public static final short | LLEGAL_VALUE

This reason code is used to indicate that one or more input parameters is out of adlomasd

UNINITIALIZED_KEY

public static final short UNI NI TI ALI ZED_KEY

This reason code is used to indicate that the kewirstialized.

NO_SUCH_ALGORITHM

public static final short NO_SUCH_ALGORI THM

This reason code is used to indicate that the requested algorithm or key typaijgpooted.

INVALID_INIT

public static final short INVALID_INI'T

This reason code is used to indicate that the signature or cipher object has not been correctly
initialized for the requesteaberation.

ILLEGAL_USE

public static final short | LLEGAL_USE

This reason code is used to indicate that the signature or cipher algorithm does not pad the incoming
message and the input message is not tdbgked.

Constructor Detalil
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CryptoException

public  Crypt oExcept i on(short reason)

Constructs &ryptoException with the specified reason. To conserve on resources use
throwlt() to use the JCRE owned instance of téss.
Parameters:

reason - the reason for thexception.

Method Detall

throwlt

public static void t hr ow t (short reason)
Throws the JCRE owned instanceQyyptoException with the specified reason.

JCRE owned instances of exception classes are temporary JCRE Entry Point Objects and can be
accessed from any applet context. References to these temporary objects cannot be stored in class

variables or instance variables or array componentsl&eeCard Runtime Environment (JCRE) 2.1
Specificatiorfor details.

Parameters:

reason - the reason for thexception.
Throws:

[CryptoExceptiolr always.
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javacard.security
Interface DESKey

public abstract interfadeESKey
extend¢SecretKely

DESKey contains an 8/16/24 byte key for single/2 key triple DES/3 key triple DES operations.
When the key data is set, the key is initialized and ready for use.

See Also:
[KeyBuilder |[Signature ||Cipher ||KeyEncryption |

Method Summary

byte |[get Key|byte[] keyData, short kOff)
Returns they data in plairtext.

void |[set Key|byte[] keyData, short kOff)
Sets thKey data.

Methods inherited from interface javacard.security[Key|

lclearKey | |getSize | [getType | [isInitialized |

Method Detall

setKey
public void set Key (byte[] keyData,
short kOff)
throws ICryptoException |

Sets théKey data. The plaintext length of input key data is 8 bytes for DES, 16 bytes for 2 key triple
DES and 24 bytes for 3 key triple DES. The data format is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input key data is copied into the internal
representation.
Parameters:

keyData - byte array containing key initializatiatata

kOff - offset within keyData tstart
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Throws:
[CryptoExceptiop with the following reasonode:
® CryptoException.ILLEGAL_VALUE if the input key data length is inconsistent with
the implementation or if input data decryption is required and fails.

Note:
e If the key object implements tfazacardx.crypto.KeyEncryption interface and
theCipher obiject specified viaetKeyCipher() is notnull , keyData is decrypted
using theCipher object.

getKey

public byte get Key (byte[] keyData,
short kOff)

Returns th&ey data in plain text. The length of output key data is 8 bytes for DES, 16 bytes for 2
key triple DES and 24 bytes for 3 key triple DES. The data format is big-endian and right-aligned
(the least significant bit is the least significant bit of kagde).
Parameters:

keyData - byte array to return keyata

kOff - offset withinkeyData to start.
Returns:

the byte length of the key dateturned.
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javacard.security
Interface DSAKey

All Known Subinterfaces:
[IDSAPrivateKey|[DSAPublicKey

public abstract interfad@SAKey

The DSAKey interface is the base interface for the DSA algorithms private and public key
implementaions. A DSA private key implementation must also implemeSidrivateKey
interface methods. A DSA public key implementation must also implemebBiSA@ublicKey
interface methods.

When all four components of the key (X or Y,P,Q,G) are set, the key is initialized and ready for use.

See Also:
[IDSAPublicKey | [DSAPrivateKey |[KeyBuilder |[Signature |[KeyEncryption |

Method Summary
short  |[get Qbyte[] buffer, short offset)
Returns the subprime parameter value of the key intphin
short  |[get P(byte[] buffer, short offset)
Returns the base parameter value of the key intpidin
short  |[get byte[] buffer, short offset)
Returns the prime parameter value of the key in f@ain
void |[set byte[] buffer, short offset, short length)
Sets the subprime parameter value olkdlye
void |[set F{byte[] buffer, short offset, short length)
Sets the base parameter value okédlye
void |[set ((byte[] buffer, short offset, short length)
Sets the prime parameter value okthe

Method Detall
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setP

public void set P(byte[] buffer,
short offset,
short length)
throws ICryptoException |

Sets the base parameter value of the key. The plaintext data format is big-endian and right-aligned
(the least significant bit is the least significant bit of last byte). Input base parameter data is copied
into the internafepresentation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the base parameter baliies

length - the length of the base paramatalue
Throws:

[CryptoExceptiop with the following reasooode:

e CryptoException.ILLEGAL VALUE if the input parameter data length is
inconsistent with the implementation or if input data decryption is required and fails.

Note:

e If the key object implements tfazacardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the base parameter
value is decrypted using ti@pher object.

setQ

public void set Qbyte[] buffer,
short offset,
short length)
throws ICryptoException |

Sets the prime parameter value of the key. The plaintext data format is big-endian and right-aligned
(the least significant bit is the least significant bit of last byte). Input prime parameter data is copied
into the internatepresentation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the prime parameter \edgms

length - the length of the prime parametaiue
Throws:

[CryptoException with the following reasooode:

e CryptoException.ILLEGAL_VALUE if the input parameter data length is
inconsistent with the implementation or if input data decryption is required and fails.

Note:

e If the key object implements tfa&acardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the prime parameter
value is decrypted using ti@pher object.
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setG

public void set Gbyte[] buffer,
short offset,
short length)
throws ICryptoException |

Sets the subprime parameter value of the key. The plaintext data format is big-endian and
right-aligned (the least significant bit is the least significant bit of last byte). Input subprime
parameter data is copied into the intemegiresentation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the subprime parameter baljies

length - the length of the subprime parameatalue
Throws:

[CryptoExceptiop with the following reasooode:

e CryptoException.ILLEGAL VALUE if the input parameter data length is
inconsistent with the implementation or if input data decryption is required and fails.

Note:

e If the key object implements tfazacardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the subprime
parameter value is decrypted using ipher object.

getP

public short get P(byte[] buffer,
short offset)

Returns the base parameter value of the key in plain text. The data format is big-endian and
right-aligned (the least significant bit is the least significant bit ofoyis).
Parameters:
buffer - the outpubuffer
offset - the offset into the output buffer at which the base parameter stalig
Returns:
the byte length of the base parameter vadtierned

getQ

public short get Qbyte[] buffer,
short offset)

Returns the prime parameter value of the key in plain text. The data format is big-endian and
right-aligned (the least significant bit is the least significant bit ofois).
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Parameters:

buffer - the outpubuffer

offset - the offset into the output buffer at which the prime parameter belgias
Returns:

the byte length of the prime parameter vakterned

getG

public short get Qbyte[] buffer,
short offset)

Returns the subprime parameter value of the key in plain text. The data format is big-endian and
right-aligned (the least significant bit is the least significant bit ofoyist).
Parameters:
buffer - the outpubuffer
offset - the offset into the output buffer at which the subprime parameter hedjies
Returns:
the byte length of the subprime parameter vatterned
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javacard.security
Interface DSAPrivateKey

public abstract interfad@SAPrivateKey
extendsPrivateKey[DSAKey

The DSAPrivateKey interface is used to sign data using the DSA algorithm. An implementation of
DSAPrivateKey interface must also implement tb&AKeyinterface methods.

When all four components of the key (X,P,Q,G) are set, the key is initialized and ready for use.

See Also:
[DSAPublicKey | [KeyBuilder |[Signature | [KeyEncryption |

Method Summary

short  |[get X(byte[] buffer, short offset)
Returns the value of the key in plerit.
void |[set X(byte[] buffer, short offset, short length)
Sets the value of tkey.

Methods inherited from interface javacard.security[DSAKey
etGl [getP | getQ} [setG| [setP ] [setQ]

Methods inherited from interface javacard.security[Key|

lclearKey | |getSize | [getType | [isInitialized |

Method Detall
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setX

public void set X(byte[] buffer,
short offset,
short length)
throws ICryptoException |

Sets the value of the key. When the base, prime and subprime parameters are intialized and the key
value is set, the key is ready for use. The plaintext data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input key data is copied into the internal
representation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the modulus valkegins

length - the length of thenodulus
Throws:

[CryptoExceptiop with the following reasonode:

e CryptoException.ILLEGAL VALUE if the input key data length is inconsistent with
the implementation or if input data decryption is required and fails.

Note:
e If the key object implements tfazacardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the key value is
decrypted using th€ipher object.

getX

public short get X(byte[] buffer,
short offset)

Returns the value of the key in plain text. The data format is big-endian and right-aligned (the least
significant bit is the least significant bit of ldstte).
Parameters:
buffer - the outpubuffer
offset - the offset into the output buffer at which the key vaiaets
Returns:
the byte length of the key valueturned
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javacard.security
Interface DSAPublicKey

public abstract interfad@SAPublicKey
extendsPublicKey |DSAKey

TheD DSAPublicKey interface is used to verify signatures on signed data using the DSA algorithm. An
implementation oDSAPublicKey interface must also implement tB&AKeyinterface methods.

When all four components of the key (Y,P,Q,G) are set, the key is initialized and ready for use.

See Also:
[IDSAPrivateKey ||KeyBuilder | [Signature | [KeyEncryption |

Method Summary

short  |[get Y\byte[] buffer, short offset)
Returns the value of the key in plerit.
void |[set Y[byte[] buffer, short offset, short length)
Sets the value of tkey.

Methods inherited from interface javacard.security[DSAKey
etGl [getP | getQ} [setG| [setP ] [setQ]

Methods inherited from interface javacard.security[Key|

lclearKey | |getSize | [getType | [isInitialized |

Method Detall
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setY

public void set Y(byte[] buffer,
short offset,
short length)
throws ICryptoException |

Sets the value of the key. When the base, prime and subprime parameters are intialized and the key
value is set, the key is ready for use. The plaintext data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input key data is copied into the internal
representation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the key vdlegins

length - the length of the keyalue
Throws:

[CryptoExceptiop with the following reasonode:

e CryptoException.ILLEGAL VALUE if the input key data length is inconsistent with
the implementation or if input data decryption is required and fails.

Note:
e If the key object implements tfazacardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the key value is
decrypted using th€ipher object.

getY

public short get Y(byte[] buffer,
short offset)

Returns the value of the key in plain text. The data format is big-endian and right-aligned (the least
significant bit is the least significant bit of ldstte).
Parameters:
buffer - the outpubuffer
offset - the offset into the input buffer at which the key vadtaets
Returns:
the byte length of the key valueturned

132 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.



Java Card 2.1 API

javacard.security
Interface Key

All Known Subinterfaces:

DESKey [IDSAPrivateKey[DSAPublicKey |PrivateKey|PublicKey [RSAPrivateCrtKely
[RSAPrivateKe}){RSAPublicKeY[SecretKe

public abstract interfadéey
TheKey interface is the base interface for all keys.

See Also:

KeyBuilder

Method Summary
void |[cT ear Key])

Clears the key and sets its initialized stafalse.

short[get ST zef)

Returns the key size in numbebib$.

byte - [GeT Typel)
Returns the key interfatge.

boolean Jjislnitialized|)
Reports the initialized state of #ey.

Method Detall

Isnitialized
public boolean islnitialized(

Reports the initialized state of the key. Keys must be initialized before being used.

A Key object sets its initialized state to true only when all the associated set methods have been
invoked at least once since the time the initialized state was set to false.

A newly createdey object sets its initialized state to false. Invocation ottearKey() = method
sets the initialized state to false. A key with transient key data sets its initialized state to false on the
associated cleavents.
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Returns:
true if the key has beeinitialized.

clearKey

public void cl ear Key()

Clears the key and sets its initialized statfatse.

getType
public byte get Type()
Returns the key interfadgpe.

Returns:
the key interface type.

See Also:

KeyBuilder

getSize

public short get Si ze()

Returns the key size in numberlofs.
Returns:
the key size in number bits.
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javacard.security
ClassKeyBuilder

|lava.lang.Object |

+-- javacard. security. KeyBuil der

public clasKeyBuilder
extend§Objec}

TheKeyBuilder class is a key object factory.

Field Summary

static short LENGTH DES
DES Key LengthENGTH_DES- 64.

static short CENGTH DES3 2KE
DES Key LengthENGTH_DES3_2KE¥ 128.

static short  |[CENGTH _DES3_3KEY]
DES Key LengthENGTH_DES3_3KE¥ 192.

static short LENGIH DSA 1024
DSA Key LengthENGTH_DSA_1024= 1024.

static short LENGTH DSA 512
DSA Key Length ENGTH_DSA_512=512.

static short LENGTH DSA 768
DSA Key Length ENGTH_DSA_768=768.

static short  |[CENGTH_RSA 1024
RSA Key LengthENGTH_RSA_1024= 1024.

static short LENGIH RSA 2048
RSA Key LengthENGTH_RSA_2048=2048.

static short LENGIH RSA 512
RSA Key LengthENGTH_RSA 512=512.

static short  |[CENGTH _RSA _768]
RSA Key LengthENGTH_RSA_768= 768.

static byte TYPE DES
Key object which implements interface typ&SKeywith persistent kegata.
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static byte

[TYPE_DES_TRANSI ENT_DESELECT]

Key object which implements interface typ&SKeywith
CLEAR_ON_DESELECT transient kejata.

static byte

[TYPE_DES_TRANSI ENT_RESET]
Key object which implements interface typ&SKeywith CLEAR_ON_RESET

transient keydata.

static byte

[TYPE_DSA PRI VATH

Key object which implements the interface typ8APrivateKey for the DSA
algorithm.

static byte

[TYPE_DSA PUBLI G
Key object which implements the interface typ8APublicKey for the DSA

algorithm.

static byte

[TYPE_RSA CRT PRI VATH
Key object which implements interface tyBSAPrivateCrtKey  which uses
Chinese Remaindé@iheorem.

static byte

[TYPE_RSA PRI VATH

Key object which implements interface tyB&APrivateKey which uses
modulus/exponerform.

static byte

[TYPE_RSA PUBLI (G

Key object which implements interface tyBSAPublicKey .

Method Summary

static Key]

[bui | dKey|byte keyType, short keyLength,

boolean keyEncryption)
Creates cryptographic keys for signature and calperithms.

Methods inherited from classjava.lang[Objec

[equals |

Field Detall
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TYPE_DES_TRANSIENT_RESET

public static final byte TYPE _DES TRANSI ENT_RESET
Key object which implements interface typ&SKeywith CLEAR_ON_RESET transient key data.

This Key object implicitly performs alearKey()  on power on or carceset.

TYPE_DES_TRANSIENT_DESELECT

public static final byte TYPE _DES TRANSI ENT _DESELECT

Key object which implements interface typ&SKeywith CLEAR_ON_DESELECT transient key
data.

This Key object implicitly performs alearKey()  on power on, card reset and appleselection.

TYPE_DES

public static final byte TYPE_DES

Key object which implements interface typ&SKeywith persistent kegata.

TYPE_RSA_PUBLIC

public static final byte TYPE_RSA _PUBLI C

Key object which implements interface tyBSAPublicKey .

TYPE_RSA_PRIVATE

public static final byte TYPE_RSA_PRI VATE

Key object which implements interface tyB&APrivateKey which uses modulus/expondatm.

TYPE_RSA_CRT_PRIVATE

public static final byte TYPE_RSA_CRT_PRI VATE

Key object which implements interface tyB&APrivateCrtKey  which uses Chinese Remainder
Theorem.
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TYPE_DSA_ PUBLIC

public static final byte TYPE_DSA_PUBLI C

Key object which implements the interface tyMp8APublicKey for the DSAalgorithm.

TYPE_DSA_PRIVATE

public static final byte TYPE_DSA PRI VATE

Key object which implements the interface t\Mp8APrivateKey for the DSAalgorithm.

LENGTH_DES

public static final short LENGTH_DES

DES Key LengtiENGTH_DES- 64.

LENGTH_DES3_2KEY

public static final short LENGTH_DES3_2KEY

DES Key LengtiENGTH_DES3_2KE¥ 128.

LENGTH_DES3_3KEY

public static final short LENGTH_DES3_3KEY

DES Key Lengti ENGTH_DES3_3KE¥ 192.

LENGTH_RSA 512

public static final short LENGTH_RSA 512

RSA Key LengtiLENGTH_RSA _512=512.

LENGTH_RSA_768

public static final short LENGTH _RSA 768

RSA Key LengtiLENGTH_RSA_768= 768.
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LENGTH_RSA 1024

public static final short LENGTH _RSA 1024

RSA Key LengtiLENGTH_RSA_1024= 1024.

LENGTH_RSA_ 2048

public static final short LENGTH_RSA 2048

RSA Key LengtiLENGTH_RSA_2048= 2048.

LENGTH_DSA_512

public static final short LENGTH_DSA_512

DSA Key LengthLENGTH_DSA_512=-512.

LENGTH_DSA_768

public static final short LENGTH_DSA 768

DSA Key LengthLENGTH_DSA_768= 768.

LENGTH_DSA_1024

public static final short LENGTH_DSA 1024

DSA Key LengthLENGTH_DSA_1024= 1024.

Method Detall

buildKey

public static bui | dKey (byte keyType,
short keyLength,
boolean keyEncryption)
throws ICryptoException |

Creates cryptographic keys for signature and cipher algorithms. Instances created by this method may
be the only key objects used to initialize instanceSigifiature  andCipher . Note that the object
returned must be cast to their appropriate key ityfgeface.
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Parameters:
keyType - the type of key to be generated. Valid codes listed in TYd@Estants.
keyLength - the key size in bits. The valid key bit lengths are key type dependertbSee
keyEncryption - if true this boolean requests a key implementation which implements the
javacardx.cipher.KeyEncryption interface.

Returns:
the key object instance of the requested key type, length and enagpes.

Throws:
[CryptoExceptiof with the following reasooodes:

® CryptoException.NO_SUCH_ALGORITHM if the requested algorithm associated
with the specified type, size of key and key encryption interface isupgiorted.
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javacard.security
ClassMessageDigest

|lava.lang.Object |

+-- javacard. security. MessageDi gest

public abstract claddlessageDigest

extend§Objec}

TheMessageDigest class is the base class for hashing algorthims. Implementations of MessageDigest
algorithms must extend this class and implement all the abstract methods.

Field Summary

static byte
Message Digest algoritivD5.

static byte LG RI PEMD160
Message Digest algorithm RIRID-160.

static byte ALG SHA
Message Digest algorittBiA.

Constructor Summary

protected |[MessageDi gest])
Protecte@onstructor

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 141



Java Card 2.1 API

Method Summary

abstract  short |[doFi nal (byte[] inBuff, short inOffset,

short inLength, byte[] outBuff, short outOffset)
Generates a hash of all/last ingata.
abstract  byte |[get Al gori t hnj)
Gets the Message digalgtorithm.
static  [MessageDigest ||[get | nst ance|byte algorithm, boolean externalAccess)

Creates BlessageDigest object instance of the selectaldorithm.

abstract  byte |[get Lengt hJ)
Returns the byte length of thesh.

abstract  void |[updat e[byte[] inBuff, short inOffset,
short inLength)
Accumulates a hash of the ingata.

Methods inherited from classjava.lang[Object]

Field Detall

ALG_SHA

public static final byte ALG SHA

Message Digest algorith@HA.

ALG_MD5

public static final byte ALG_MD5

Message Digest algorithmD5.

ALG_RIPEMD160

public static final byte ALG_RI PEMD160
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Message Digest algorithm RIRMED-160.

Constructor Detalil

MessageDigest

MessageDi gest ()

ProtectedConstructor

Method Detall

getinstance

public static final [MessageDigest | get | nst ance(byte algorithm,

boolean externalAccess)
throws |ICryptoException |

Creates &essageDigest object instance of the selectalgorithm.
Parameters:

algorithm - the desired message digest algorithm. Valid codes listed in ALG_.. constants.
Seeabove.

externalAccess - if true indicates that the instance will be shared among multiple applet
instances and that tiessageDigest instance will also be accessed (vidlareable

interface) when the owner of tiessageDigest instance is not the currently selected

applet.

Returns:

theMessageDigest object instance of the requessddorithm.

Throws:

[CryptoException with the following reasooodes:
® CryptoException.NO_SUCH_ALGORITHM if the requested algorithm is not

supported.
getAlgorithm
public abstract byte get Al gori thm)

Gets the Message digedtjorithm.
Returns:

the algorithm code defineabove.
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getLength

public abstract byte get Lengt h()

Returns the byte length of thash.
Returns:
hashlength

doFinal

public abstract short doFi nal (byte[] inBuff,
short inOffset,
short inLength,
byte[] outBuff,
short outOffset)

Generates a hash of all/last input data. Completes and returns the hash computation after performing
final operations such as padding. MessageDigest object is reset after this call is made.

The input and output buffer data mawyerlap.
Parameters:
inBuff - the input buffer of data to beshed
inOffset - the offset into the input buffer at which to begin hgsheration
inLength - the byte length thash
outBuff - the output buffer, may be the same as the ibpfier
outOffset - the offset into the output buffer where the resulting hash egims
Returns:
number of bytes of hash outputdntBuff

update

public abstract void updat e(byte[] inBuff,
short inOffset,
short inLength)

Accumulates a hash of the input data. When this method is used temporary storage of intermediate
results is required. This method should only be used if all the input data required for the hash is not
available in one byte array. The doFinal() method is recommended wheossdile.
Parameters:

inBuff - the input buffer of data to beshed

inOffset - the offset into the input buffer at which to begin hgsheration

inLength - the byte length thash
See Also:

[doFinal(byte[], short, short, byte][], short) |
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javacard.security
Interface PrivateKey

All Known Subinterfaces:
[DSAPrivateKey|[RSAPrivateCrtKepRSAPrivateKey

public abstract interfaderivateKey

extendKey|

ThePrivateKey class is the base class for private keys used in asymmetric algorithms.

Methods inherited from interface javacard.security[Key|

lclearKey | |getSize | [getType | [isInitialized |
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javacard.security
Interface PublicKey

All Known Subinterfaces:
[IDSAPublicKey[RSAPublicKey

public abstract interfadeublicKey
extendKey|

ThePublicKey class is the base class for public keys used in asymmetric algorithms.

Methods inherited from interface javacard.security[Key|
[clearKey | [getSize | [getType | [sInitialized |
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javacard.security
Interface RSAPrivateCrtKey

public abstract interfad@SAPrivateCrtKey

extend¢PrivateKey
TheRSAPrivateCrtKey  interface is used to sign data using the RSA algorithm in its Chinese
Remainder Theorem form. It may also be used byawecardx.crypto.Cipher class to

encrypt/decrypt messages.

Let S=md modn, wherem s the data to be signedijs the private key exponent, ands private key
modulus composed of two prime numbp@ndg. The following names are used in the initializer
methods in this interface:

P, the prime factgp
Q, the prime factoq.
PQ =g! modp
DP1 =dmod(p-1)
DQ1 =dmod(q-1)

When all five components (P,Q,PQ,DP1,DQ1) of the key are set, the key is initialized and ready for use.

See Also:
[RSAPrivateKey |[|[RSAPublicKey |[KeyBuilder ||Signature ||Cipher ||KeyEncryption |
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Method Summary

short byte[] buffer, short offset)
Returns the value of the DP1 parameter in pdain

short  |[get DQL|byte[] buffer, short offset)
Returns the value of the DQ1 parameter in péait

short  |[get B(bytef] buffer, short offset)
Returns the value of the P parameter in péain

short  |[get PQ(byte[] buffer, short offset)

Returns the value of the PQ parameter in pdin

short  |[get Jbyte[] buffer, short offset)
Returns the value of the Q parameter in péadin

void |[set DPI|byte[] buffer, short offset, short length)
Sets the value of the Dpdrameter.

void  |[set DQL|byte[] buffer, short offset, short length)
Sets the value of the D@Aarameter.

void |[set P{byte[] buffer, short offset, short length)
Sets the value of thepRrameter.

void |[set PQ(byte[] buffer, short offset, short length)
Sets the value of the Pp@ameter.

void |[set ((byte[] buffer, short offset, short length)
Sets the value of thep@rameter.

Methods inherited from interface javacard.security[Key|

[clearKey | [getSize | |getType | [isInitialized |

Method Detall

setP

public void set P(byte[] buffer,
short offset,
short length)
throws ICryptoException |
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Sets the value of the P parameter. The plaintext data format is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input P parameter data is copied into the
internalrepresentation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the parameter Vadggns

length - the length of th@arameter
Throws:

[CryptoExceptiop with the following reasooode:

® CryptoException.ILLEGAL_VALUE if the input parameter data length is
inconsistent with the implementation or if input data decryption is required and fails.

Note:

e If the key object implements tfazacardx.crypto.KeyEncryption interface and
theCipher obiject specified viaetKeyCipher() is notnull , the P parameter value
is decrypted using th@ipher object.

setQ

public void set Qbyte[] buffer,
short offset,
short length)
throws ICryptoException |

Sets the value of the Q parameter. The plaintext data format is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input Q parameter data is copied into the
internalrepresentation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the parameter adggns

length - the length of th@arameter
Throws:

[CryptoExceptiop with the following reasonode:

e CryptoException.ILLEGAL VALUE if the input parameter data length is
inconsistent with the implementation or if input data decryption is required and fails.

Note:

e |If the key object implements tfazacardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the Q parameter value
is decrypted using th€ipher object.
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setDP1

public void set DP1(byte[] buffer,

short offset,
short length)
throws ICryptoException |

Sets the value of the DP1 parameter. The plaintext data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input DP1 parameter data is copied into
the internakepresentation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the parameter Vadggns

length - the length of th@arameter
Throws:

[CryptoExceptiop with the following reasonode:

e CryptoException.ILLEGAL VALUE if the input parameter data length is
inconsistent with the implementation or if input data decryption is required and fails.

Note:
e If the key object implements tfazacardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the DP1 parameter
value is decrypted using ti@pher object.

setDQ1

public void set DQL(byte[] buffer,

short offset,
short length)
throws ICryptoException |

Sets the value of the DQ1 parameter. The plaintext data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input DQ1 parameter data is copied into
the internakepresentation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the parameter Vadggns

length - the length of th@arameter
Throws:

[CryptoException with the following reasooode:

e CryptoException.ILLEGAL_VALUE if the input parameter data length is
inconsistent with the implementation or if input data decryption is required and fails.

Note:
e If the key object implements tfa&acardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the DQ1 parameter
value is decrypted using ti@pher object.
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setPQ

public void set PQ(byte[] buffer,
short offset,
short length)
throws |CryptoException |

Sets the value of the PQ parameter. The plaintext data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input PQ parameter data is copied into the
internalrepresentation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the parameter Vadggns

length - the length of th@arameter
Throws:

[CryptoExceptiop with the following reasonode:

e CryptoException.ILLEGAL VALUE if the input parameter data length is
inconsistent with the implementation or if input data decryption is required and fails.

Note:

e If the key object implements tfazacardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the PQ parameter
value is decrypted using ti@pher object.

getP

public short get P(byte[] buffer,
short offset)

Returns the value of the P parameter in plain text. The data format is big-endian and right-aligned
(the least significant bit is the least significant bit of tage).
Parameters:
buffer - the outpubuffer
offset - the offset into the output buffer at which the parameter \mges
Returns:
the byte length of the P parameter vaietirned

getQ

public short get Qbyte[] buffer,
short offset)

Returns the value of the Q parameter in plain text. The data format is big-endian and right-aligned
(the least significant bit is the least significant bit of age).
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Parameters:

buffer - the outpubuffer

offset - the offset into the output buffer at which the parameter \@@gens
Returns:

the byte length of the Q parameter valerirned

getDP1

public short get DP1(byte[] buffer,
short offset)

Returns the value of the DP1 parameter in plain text. The data format is big-endian and right-aligned
(the least significant bit is the least significant bit of tage).
Parameters:
buffer - the outpubuffer
offset - the offset into the output buffer at which the parameter \@gans
Returns:
the byte length of the DP1 parameter vakieirned

getDQ1

public short get DQL(byte[] buffer,
short offset)

Returns the value of the DQ1 parameter in plain text. The data format is big-endian and right-aligned
(the least significant bit is the least significant bit of lagde).
Parameters:
buffer - the outpubuffer
offset - the offset into the output buffer at which the parameter \@gans
Returns:
the byte length of the DQ1 parameter vaiekirned

getPQ

public short get PQbyte[] buffer,
short offset)

Returns the value of the PQ parameter in plain text. The data format is big-endian and right-aligned
(the least significant bit is the least significant bit of lage).
Parameters:
buffer - the outpubuffer
offset - the offset into the output buffer at which the parameter \mgans
Returns:
the byte length of the PQ parameter vakterned
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javacard.security
Interface RSAPrivateKey

public abstract interfad@SAPrivateKey

extend¢PrivateKey
TheRSAPrivateKey class is used to sign data using the RSA algorithm in its modulus/exponent form.
It may also be used by tljgvacardx.crypto.Cipher class to encrypt/decrypt messages.

When both the modulus and exponent of the key are set, the key is initialized and ready for use.

See Also:
[RSAPublicKey | [RSAPrivateCrtKey | [KeyBuilder | |Signature ||Cipher |

[KeyEncryption |

Method Summary

short  |l[get Exponent [byte[] buffer, short offset)
Returns the private exponent value of the key in f@atn
short byte[] buffer, short offset)
Returns the modulus value of the key in ptiexh
void |[set Exponent |byte[] buffer, short offset, short length)
Sets the private exponent value ofkine
void |lset Modul us|bytel[] buffer, short offset, short length)

Sets the modulus value of Key.

Methods inherited from interface javacard.security[Key|

lclearKey | |getSize | [getType | [isInitialized |

Method Detall
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setModulus

public void set Modul us(byte[] buffer,
short offset,
short length)
throws ICryptoException |

Sets the modulus value of the key. The plaintext data format is big-endian and right-aligned (the least

significant bit is the least significant bit of last byte). Input modulus data is copied into the internal
representation.

Parameters:
buffer - the inputbuffer
offset - the offset into the input buffer at which the modulus valkegins
length - the length of thenodulus
Throws:
[CryptoExceptiop with the following reasonode:
e CryptoException.ILLEGAL VALUE if the input modulus data length is inconsistent
with the implementation or if input data decryption is required and fails.

Note:

e If the key object implements tfazacardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the modulus value is
decrypted using th€ipher object.

setExponent

public void set Exponent (byte[] buffer,
short offset,
short length)
throws ICryptoException |

Sets the private exponent value of the key. The plaintext data format is big-endian and right-aligned
(the least significant bit is the least significant bit of last byte). Input exponent data is copied into the
internalrepresentation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the exponent vaegins

length - the length of thexponent
Throws:

[CryptoException with the following reasooode:

e CryptoException.ILLEGAL_VALUE if the input exponent data length is inconsistent
with the implementation or if input data decryption is required and fails.

Note:

e If the key object implements tfa&acardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the exponent value is
decrypted using th€ipher object.
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getModulus

public short get Modul us(byte[] buffer,
short offset)

Returns the modulus value of the key in plain text. The data format is big-endian and right-aligned
(the least significant bit is the least significant bit of kagde).
Parameters:
buffer - the outpubuffer
offset - the offset into the output buffer at which the modulus vsiags
Returns:
the byte length of the modulus valugurned

getExponent

public short get Exponent (byte[] buffer,
short offset)

Returns the private exponent value of the key in plain text. The data format is big-endian and
right-aligned (the least significant bit is the least significant bit ofoyist).
Parameters:
buffer - the outpubuffer
offset - the offset into the output buffer at which the exponent adgens
Returns:
the byte length of the private exponent vaietirned
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javacard.security
Interface RSAPublicKey

public abstract interfad@SAPublicKey
extend¢PublicKey

TheRSAPublicKey is used to verify signatures on signed data using the RSA algorithm. It may also
used by thgavacardx.crypto.Cipher class to encrypt/decrypt messages.

When both the modulus and exponent of the key are set, the key is initialized and ready for use.

See Also:
[RSAPrivateKey [|RSAPrivateCrtKey | |KeyBuilder | [Signature | [Cipher |
[KeyEncryption |

Method Summary

short  |l[get Exponent [byte[] buffer, short offset)
Returns the private exponent value of the key in f@atn

short byte[] buffer, short offset)
Returns the modulus value of the key in ptiexh

void |[set Exponent |byte[] buffer, short offset, short length)
Sets the public exponent value ofkbg.

void |lset Modul us|bytel[] buffer, short offset, short length)
Sets the modulus value of Key.

Methods inherited from interface javacard.security[Key|

lclearKey | |getSize | [getType | [isInitialized |

Method Detall
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setModulus

public void set Modul us(byte[] buffer,
short offset,
short length)
throws ICryptoException |

Sets the modulus value of the key. The plaintext data format is big-endian and right-aligned (the least

significant bit is the least significant bit of last byte). Input modulus data is copied into the internal
representation.

Parameters:
buffer - the inputbuffer
offset - the offset into the input buffer at which the modulus valkegins
length - the byte length of theodulus
Throws:
[CryptoExceptiop with the following reasooode:
e CryptoException.ILLEGAL VALUE if the input modulus data length is inconsistent
with the implementation or if input data decryption is required and fails.

Note:

e If the key object implements tfazacardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the modulus value is
decrypted using th€ipher object.

setExponent

public void set Exponent (byte[] buffer,
short offset,
short length)
throws ICryptoException |

Sets the public exponent value of the key. The plaintext data format is big-endian and right-aligned
(the least significant bit is the least significant bit of last byte). Input exponent data is copied into the
internalrepresentation.
Parameters:

buffer - the inputbuffer

offset - the offset into the input buffer at which the exponent vaegins

length - the byte length of thexponent
Throws:

[CryptoException with the following reasooode:

e CryptoException.ILLEGAL_VALUE if the input exponent data length is inconsistent
with the implementation or if input data decryption is required and fails.

Note:

e If the key object implements tfa&acardx.crypto.KeyEncryption interface and
theCipher object specified viaetKeyCipher() is notnull , the exponent value is
decrypted using th€ipher object.
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getModulus

public short get Modul us(byte[] buffer,
short offset)

Returns the modulus value of the key in plain text. The data format is big-endian and right-aligned
(the least significant bit is the least significant bit of kagde).
Parameters:
buffer - the outpubuffer
offset - the offset into the input buffer at which the modulus vataets
Returns:
the byte length of the modulus valugurned

getExponent

public short get Exponent (byte[] buffer,
short offset)

Returns the private exponent value of the key in plain text. The data format is big-endian and
right-aligned (the least significant bit is the least significant bit ofoyist).
Parameters:
buffer - the outpubuffer
offset - the offset into the output buffer at which the exponent adgens
Returns:
the byte length of the public exponeaturned
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javacard.security
ClassRandomData

|lava.lang.Object |
I

+-- javacard. security. RandonmDat a

public abstract cladRandomData

extend§Objec}

TheRandomData abstract class is the base class for random number generation. Implementations of
RandomData algorithms must extend this class and implement all the abstract methods.

Field Summary

static byte LG PSEUDO RAN
Utility pseudo random number generatgorithms.

static byte [ALG SECURE RANDOM

Cryptographically secure random number generatimrithms.

Constructor Summary

protected  |[RandonDat a)
Protected constructor feubclassing.

Method Summary

abstract ~ void |[gener at eDat a|byte[] buffer, short offset, short length)
Generates randamata.

static  [RandomData]|[get I nst ance|byte algorithm)
Creates RandomData instance of the selectathorithm.

abstract  void |[set Seed|byte[] buffer, short offset, short length)
Seeds the random dgenerator.
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Methods inherited from classjava.lang[Objec

Field Detall

ALG_PSEUDO_RANDOM

public static final byte ALG_PSEUDO_RANDOM

Utility pseudo random number generatedgorithms.

ALG_SECURE_RANDOM

public static final byte ALG_SECURE_RANDOM

Cryptographically secure random number generagigarithms.

Constructor Detalil

RandomData

protected RandonDat a()

Protected constructor feubclassing.

Method Detall

getinstance

public static final get | nst ance(byte algorithm)
throws ICryptoException |

Creates &andomData instance of the selected algorithm. The pseudo rarEamdomData
instance’s seed is initialized to a internal defaalte.
Parameters:
algorithm - the desired random number algorithm. Valid codes listed in ALG_.. constants.
Seeabove.
Returns:
theRandomData object instance of the requestddorithm.
Throws:
[CryptoExceptiop with the following reasooodes:
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if the requested algorithm is not

generateData

public abstract void gener at eDat a(byte[] buffer,
short offset,

short length)

Generates randoduata.

Parameters:
buffer - the outpubuffer
offset - the offset into the outpbiuffer
length - the length of random datagenerate
setSeed

public abstract void set Seed(byte[] buffer,
short offset,
short length)

Seeds the random dajanerator.

Parameters:
buffer - the inputbuffer
offset - the offset into the inpuituffer
length - the length of the seathta

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 163



Java Card 2.1 API

javacard.security
Interface SecretKey

All Known Subinterfaces:

DESKey

public abstract interfacecretKey

extendKey|

TheSecretKey class is the base interface for keys used in symmetric alogrightms (e.g. DES).

Methods inherited from interface javacard.security[Key|

lclearKey | |getSize | [getType | [isInitialized |
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javacard.security
ClassSignature

|lava.lang.Object |

+-- javacard.security. Signature

public abstract clasSignature

extend§Objec}

TheSignature class is the base class for Signature algorthims. Implementations of Signature
algorithms must extend this class and implement all the abstract methods.

The term "pad" is used in the public key signature algorithms below to refer to all the operations specified
in the referenced scheme to transform the message digest into the encryption block size.

Field Summary

static byte LG DES MACA 1 SOO797 ML
Signature algorithlLG_DES MAC4 _1S09797_MIyenerates a 4 byte MAC

(most significant 4 bytes of encrypted block) using DES or triple DES in CBC modg.
This algorithm uses outer CBC for triple DES. Input data is padded according to the 1SO
9797 method cheme.

static byte LG DES MACA | SOQ797 M
Signature algorithtlLG_DES_MAC4_ISO9797_M2Jyenerates a 4 byte MAC

(most significant 4 bytes of encrypted block) using DES or triple DES in CBC modg.
This algorithm uses outer CBC for triple DES. Input data is padded according to the ISO
9797 method 2 (1SO 7816-4, EMV’'96heme.

static byte |Z|_G DES MACA N(]DAﬂ

Signature algorithtiLG_DES MAC4_NOPAd2nerates a 4 byte MAC (most
significant 4 bytes of encrypted block) using DES or triple DES in CBC mode. This
algorithm uses outer CBC for triple DES. This algorithm does not paddajaut

static byte [ALG DES MACA PKCS5|

Signature algorithlLG_DES MAC4_PKCSgenerates a 4 byte MAC (most
significant 4 bytes of encrypted block) using DES or triple DES in CBC mode. This
algorithm uses outer CBC for triple DES. Input data is padded according to the PHCS#5
scheme.

static byte  |[ALG_DES MAC8 | SO9797 M|

Signature algorithtlLG_DES_MACS8_ISO9797_MTIyenerates a 8 byte MAC
using DES or triple DES in CBC mode. This algorithm uses outer CBC for triple DES.
Input data is padded according to the ISO 9797 metlsnthdme.
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static byte LG DES MAC8 | SO797 M
Signature algorithtiLG_DES MACS8 _IS09797_M2enerates a 8 byte MAC
using DES or triple DES in CBC mode. This algorithm uses outer CBC for triple DES.
Input data is padded according to the ISO 9797 method 2 (ISO 7816-4, ENS¢H8Ghe
static byte LG DES MAC3_NOPA
Signature algoriththLG_DES_MAC_8 NOPAd2nerates a 8 byte MAC using
DES or triple DES in CBC mode. This algorithm uses outer CBC for triple DES. This
algorithm does not pad inpdata.
static byte [ALG DES MAC8_PKCSH]
Signature algorithtiLG_DES_MAC8_PKCSHenerates a 8 byte MAC using
DES or triple DES in CBC mode. This algorithm uses outer CBC for triple DES. Input
data is padded according to the PKCSébeme.
static byte [ALG DSA SHA
Signature algorithtiLG_DSA_SH/#Aigns/verifies the 20 byte SHA digest using
DSA.
static byte [ALG_RSA MD5 PKCS]|
Signature algorithlLG_RSA MD5_ PKCSéncrypts the 16 byte MD5 digest
using RSA. The digest is padded according to the PKCS#1 &chéine.
static byte LG RSA MD5 RFC2409
Signature algorithtiLG_RSA_MD5_RFC240@ncrypts the 16 byte MD5 digedt
using RSA. The digest is padded according to the RFC&et¥me.
static byte [ALG RSA RI PEMD160 | SO9796]
Signature algorithtiLG_RSA RIPEMD160_ISO9796encrypts the 20 byte
RIPE MD-160 digest using RSA. The digest is padded according to the ISO 9796
scheme.
static byte [ALG RSA RI PEMD160 PKCS]]
Signature algorithtiLG_RSA_RIPEMD160_PKCSgncrypts the 20 byte RIPE
MD-160 digest using RSA. The digest is padded according to the PKCS#1qstiehe
static byte [ALG RSA SHA 1S00796]|
Signature algorithiiLG_RSA_SHA_1S0O9796encrypts the 20 byte SHA digest
using RSA. The digest is padded according to the ISO 9796 (EM¥t9@me.
static byte LG RSA SHA PKCS1
Signature algorithtiLG_RSA_SHA_PKCSéncrypts the 20 byte SHA digest
using RSA. The digest is padded according to the PKCS#1 &chBine.
static byte [ALG RSA SHA RFC2409]
Signature algorithtlLG_RSA_SHA_RFC240@ncrypts the 20 byte SHA digest
using RSA. The digest is padded according to the RFC&ez¥me.
static byte

Used innit() methods to indicate signature sigiode.
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static byte

[MODE_VERI FY]

Used irinit() methods to indicate signature venfode.

Constructor Summary

protected

[Sgnat ur ef)

Protecte@onstructor

Method Summary

abstract byte |lget Al gori t hn)
Gets the Signatuaggorithm.
static  [Signature ]|[get | nst ance|byte algorithm, boolean externalAccess)
Creates Signature  object instance of the selectalgorithm.
abstract  short |[get Lengt h))
Returns the byte length of the signata&.
abstract  void |[ ni t|[Key]theKey, byte theMode)
Initializes th&ignature  object with the appropriateey .
abstract  void ([ ni t|[Key]theKey, byte theMode, byte[] bArray,
short bOff, short bLen)
Initializes th&ignature  object with the appropriateey and algorithm
specificparameters.
abstract  short  |[si_ gnfbyte[] inBuff, short inOffset, short inLength,
byte[] sigBuff, short sigOffset)
Generates the signature of all/last irjata.
abstract  void |[updat e|byte[] inBuff, short inOffset, short inLength)
Accumulates a signature of the ingata.
abstract |[ver i f y|byte[] inBuff, short inOffset, short inLength,
boolean

byte[] sigBuff, short sigOffset, short sigLength)

Verifies the signature of all/last input data against the passigghature.

Methods inherited f

rom classjava.lang|Object
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Field Detall

ALG_DES_MAC4_NOPAD

public static final byte ALG DES MAC4A_NOPAD

Signature algorithm\LG_DES MAC4_ NOPAif2nerates a 4 byte MAC (most significant 4 bytes of
encrypted block) using DES or triple DES in CBC mode. This algorithm uses outer CBC for triple
DES. This algorithm does not pad input data. If the input data is not (8 byte) block aligned it throws
CryptoExeption with the reason codeLEGAL_USE.

ALG_DES_MACS8_NOPAD

public static final byte ALG_DES_MAC8_NOPAD

Signature algorithrALG_DES MAC_8 NOPAdenerates a 8 byte MAC using DES or triple DES
in CBC mode. This algorithm uses outer CBC for triple DES. This algorithm does not pad input
data. If the input data is not (8 byte) block aligned it thr@mgtoExeption with the reason
codelLLEGAL_USE.

Note:
® This algorithm must not be implemented if export restrictapysy.

ALG_DES_MAC4 1S09797_M1

public static final byte ALG DES MACA_| SC9797_ML

Signature algorithm\LG_DES_MAC4_ISO9797_MDZenerates a 4 byte MAC (most significant 4
bytes of encrypted block) using DES or triple DES in CBC mode. This algorithm uses outer CBC for
triple DES. Input data is padded according to the 1ISO 9797 methdteine.

ALG_DES_MACS 1S09797 M1

public static final byte ALG DES MAC8_| SO9797_ML

Signature algorithm\LG_DES MACS8_ISO9797_MIyenerates a 8 byte MAC using DES or triple
DES in CBC mode. This algorithm uses outer CBC for triple DES. Input data is padded according to
the ISO 9797 method 1 scheme.

Note:
® This algorithm must not be implemented if export restrictapmy.
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ALG_DES_MAC4 1SO9797_M2

public static final byte ALG DES MACA | SCO797_M2

Signature algorithm\LG_DES MAC4 _IS09797_M2Qenerates a 4 byte MAC (most significant 4

bytes of encrypted block) using DES or triple DES in CBC mode. This algorithm uses outer CBC for
triple DES. Input data is padded according to the ISO 9797 method 2 (ISO 7816-4, EMV'96)
scheme.

ALG_DES_MACS_IS09797 M2

public static final byte ALG DES MAC8_| S®797_M2

Signature algorithrALG_DES MACS8_1S09797_M2jenerates a 8 byte MAC using DES or triple
DES in CBC mode. This algorithm uses outer CBC for triple DES. Input data is padded according to
the 1ISO 9797 method 2 (1ISO 7816-4, EMV’96) scheme.

Note:
® This algorithm must not be implemented if export restrictapysy.

ALG_DES_MAC4_PKCS5

public static final byte ALG _DES_MACA_PKCS5

Signature algorithm\LG_DES_MAC4_PKCSgenerates a 4 byte MAC (most significant 4 bytes of
encrypted block) using DES or triple DES in CBC mode. This algorithm uses outer CBC for triple
DES. Input data is padded according to the PKGsH&me.

ALG_DES_MACS_PKCS5

public static final byte ALG_DES_MAC8_PKCS5

Signature algorithMA\LG_DES_MAC8_PKCSHenerates a 8 byte MAC using DES or triple DES in
CBC mode. This algorithm uses outer CBC for triple DES. Input data is padded according to the
PKCS#5 scheme.

Note:
® This algorithm must not be implemented if export restrictapmy.
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ALG_RSA_SHA_ISO9796

public static final byte ALG RSA SHA | SO9796

Signature algorithm\LG_RSA SHA _IS0O9796encrypts the 20 byte SHA digest using RSA. The
digest is padded according to the ISO 9796 (EMV$fjeme.

ALG_RSA_SHA PKCS1

public static final byte ALG _RSA SHA PKCS1

Signature algorithmALG_RSA SHA PKCSéncrypts the 20 byte SHA digest using RSA. The
digest is padded according to the PKCS#1 (vdcheme.

ALG_RSA MD5_PKCS1

public static final byte ALG_RSA_MD5_PKCS1

Signature algorithm\LG_RSA_MD5_PKCSéncrypts the 16 byte MD5 digest using RSA. The
digest is padded according to the PKCS#1 (vdcheme.

ALG_RSA_RIPEMD160 _ISO9796

public static final byte ALG_RSA_RI PEMD160_| SC9796

Signature algorithm\LG_RSA_ RIPEMD160_ISO9796encrypts the 20 byte RIPE MD-160 digest
using RSA. The digest is padded according to the 1ISO S3t&€me.

ALG_RSA_RIPEMD160 PKCS1

public static final byte ALG RSA RI PEMD160_PKCS1

Signature algorithm\LG_RSA_RIPEMD160_PKCSgncrypts the 20 byte RIPE MD-160 digest
using RSA. The digest is padded according to the PKCS#1 &chBjne.

ALG_DSA SHA

public static final byte ALG DSA SHA

Signature algorithm\LG_DSA _SH/Aigns/verifies the 20 byte SHA digest usidgA.
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Signature algorithm\LG_RSA SHA RFC240@ncrypts the 20 byte SHA digest using RSA. The

digest is padded according to the RFC246i8eme.

ALG_RSA_MD5_RFC2409

public static final byte ALG _RSA MD5_RFC2409

Signature algorithrALG_RSA MD5 RFC240@ncrypts the 16 byte MD5 digest using RSA.

digest is padded according to the RFC24€i8eme.

The

MODE_SIGN

public static final byte MODE_SI GN

Used ininit() methods to indicate signature sigode.

MODE_VERIFY

public static final byte MODE_VERI FY

Used ininit() methods to indicate signature vernifode.

Constructor Detall

Signature

protected Si gnat ur e()

ProtectedConstructor

Method Detall

getinstance

public static final get | nst ance(byte algorithm,
boolean externalAccess)
throws |CryptoException |

Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc. 171



Java Card 2.1 API

Creates &ignature  object instance of the selectalgorithm.

Parameters:
algorithm - the desired Signature algorithm. Sdeve.
externalAccess - if true indicates that the instance will be shared among multiple applet

instances and that ti&gnature  instance will also be accessed (vid@lareable interface)
when the owner of thBignature  instance is not the currently selectgaplet.
Returns:
theSignature  object instance of the requestdorithm.
Throws:
[CryptoExceptiof with the following reasooodes:
® CryptoException.NO_SUCH_ALGORITHM if the requested algorithm is not

supported.
init
public abstract void i ni t (Key]theKey,
byte theMode)
throws |CryptoException |

Initializes theSignature  object with the appropriateey. This method should be used for
algorithms which do not need initialization parameters or use default parameter values.

Note:
e DES and triple DES algorithms in CBC mode will use 0 for initial vector(1V) if this method is

used.

Parameters:
theKey - the key object to use for signing\arifying
theMode - one ofMODE_SIGNrMODE_VERIFY

Throws:
[CryptoExceptiop with the following reasonodes:

o CryptoException.ILLEGAL VALUE if theMode option is an undefined value or if
theKey is inconsistent witltheMode or with theSignature  implementation.

init
public abstract void i ni t ([Key]theKey,
byte theMode,
byte[] bArray,
short bOff,
short bLen)
throws |CryptoException |
Initializes theSignature  object with the appropriatéey and algorithm specific parameters.
Note:

® DES and triple DES algorithms in outer CBC mode expect an 8 byte parameter value for the
initial vector(IV) inbArray .
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® RSA and DSA algorithms thrd@ryptoException.ILLEGAL_VALUE
Parameters:
theKey - the key object to use faigning
theMode - one ofMODE_SIGNrMODE_VERIFY
bArray - byte array containing algorithm specific initializatiofo.
bOff - offset withingbArray where the algorithm specific ddiagins.
bLen - byte length of algorithm specific paramedeta
Throws:
[CryptoExceptiop with the following reasonodes:
® CryptoException.ILLEGAL_VALUE if theMode option is an undefined value or if
a byte array parameter option is not supported by the algorithm ohiEémeis an
incorrect byte length for the algorithm specific data or if€leg is inconsistent with
theMode or with theSignature  implementation.

getAlgorithm

public abstract byte get Al gori thm)

Gets the Signaturagorithm.
Returns:
the algorithm code definaabove.

getLength

public abstract short get Lengt h()

Returns the byte length of the signatdata.
Returns:
the byte length of the signatutata.

update
public abstract void updat e(byte[] inBuff,
short inOffset,
short inLength)
throws |CryptoException |

Accumulates a signature of the input data. When this method is used temporary storage of

intermediate results is required. This method should only be used if all the input data required for the

signature is not available in one byte array. Siga() or verify() method is recommended
whenevelpossible.
Parameters:

inBuff - the input buffer of data to Isgned

inOffset - the offset into the input buffer at which to begin signagjemeeration

inLength - the byte length teign
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Throws:
[CryptoExceptiof with the following reasooodes:
® CryptoException.UNINITIALIZED_KEY if key notinitialized.
See Also:
[sign(byte][], short, short, byte[], short) ||verify(byte[l, short,
[short, byte[], short, short) |
sign
public abstract short si gn(byte[] inBuff,
short inOffset,
short inLength,
byte[] sigBulff,
short sigOffset)
throws ICryptoException |

Generates the signature of all/last input data. A call to this method also resigrihtsre
object to the state it was in when previously initialized via a caiit) . That is, the object is
reset and available to sign another message.

The input and output buffer data mayerlap.
Parameters:
inBuff - the input buffer of data to sgned
inOffset - the offset into the input buffer at which to begin signagemeeration
inLength - the byte length tsign
sigBuff - the output buffer to store signatulata
sigOffset - the offset into sigBuff at which to begin signatdeta
Returns:
number of bytes of signature outputsigBuff
Throws:
[CryptoExceptiop with the following reasooodes:
® CryptoException.UNINITIALIZED_KEY if key not initialized.
® CryptoException.INVALID_INIT if this Signature  object is not initialized or
initialized for signature verify mode.
® CryptoException.ILLEGAL_USE if this Signature  algorithm does not pad the
message and the message is not block aligned.

verify

public abstract boolean ver i f y(byte[] inBuff,
short inOffset,
short inLength,
byte[] sigBuff,
short sigOffset,
short sigLength)
throws ICryptoException |
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Verifies the signature of all/last input data against the passed in signature. A call to this method also
resets thiSignature  object to the state it was in when previously initialized via a caflitQ

That is, the object is reset and available to verify anotiemsage.

Parameters:

inBuff - the input buffer of data to herified

inOffset - the offset into the input buffer at which to begin signagiemeeration
inLength - the byte length teign

sigBuff - the input buffer containing signatutata

sigOffset - the offset into sigBuff where signature da&gins.

sigLength - the byte length of the signatutata

Returns:

Throws:

true if signature verifiegalse otherwise.
[CryptoExceptiop with the following reasooodes:
® CryptoException.UNINITIALIZED_KEY if key not initialized.
e CryptoException.INVALID INIT if this Signature  object is not initialized or

initialized for signature sign mode.

e CryptoException.ILLEGAL_USE if this Signature  algorithm does not pad the
message and the message is not block aligned.
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Packagejavacardx.crypto

Extension package containing security classes and interfaces for export-controlled functionality.

See:

Interface Summary

KeyEncryption interface defines the methods used to enable encrypted key dd

s s access to a kdyplementation.

ClassSummary

—

TheCipher class is the abstract base class for Ciplgarthims.

Packagejavacardx.crypto Description

Extension package containing security classes and interfaces for export-controlled functionality.
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javacardx.crypto
ClassCipher

|lava.lang.Object |

+-- javacardx. crypto. C pher

public abstract clasSipher
extend§Objec}

TheCipher class is the abstract base class for Cipher algorthims. Implementations of Cipher algorithms
must extend this class and implement all the abstract methods.

The term "pad" is used in the public key cipher algorithms below to refer to all the operations specified in
the referenced scheme to transform the message block into the cipher block size.

Field Summary

static byte LG DES CBC | S@797 ML
Cipher algorithPALG_DES CBC_IS09797_M1Jprovides a cipher using DES if

CBC mode. This algorithm uses outer CBC for triple DES. Input data is padded
according to the ISO 9797 methoddheme.

static byte [ALG DES CBC 1 SO797 M|

Cipher algorithmALG_DES_CBC_IS09797_Marovides a cipher using DES in
CBC mode. This algorithm uses outer CBC for triple DES. Input data is padded
according to the 1ISO 9797 method 2 (ISO 7816-4, EMV&ifileme.

static byte [ALG DES CBC NOPAQ

Cipher algorithmPALG_DES_CBC_NOPA®ovides a cipher using DES in CBC
mode. This algorithm uses outer CBC for triple DES. This algorithm does not pad|input
data.

static byte [ALG DES CBC PKCS5|

Cipher algorithPALG_DES CBC_PKCS%provides a cipher using DES in CBC
mode. This algorithm uses outer CBC for triple DES. Input data is padded accordihg to
the PKCS#scheme.

static byte [ALG DES ECB 1S00797 Mi]
Cipher algorithmALG_DES_ECB_I1S09797_M1provides a cipher using DES in
ECB mode. Input data is padded according to the ISO 9797 meHuberhe.

static byte [ALG DES ECB 1 SO797 M|

Cipher algorithmPALG_DES_ECB_1S09797_M2orovides a cipher using DES i
ECB mode. Input data is padded according to the ISO 9797 method 2 (ISO 7816-
EMV’96) scheme.

==
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static byte [ALG DES ECB NOPAQ
Cipher algorithmPALG_DES ECB_NOPADrovides a cipher using DES in ECB
mode. This algorithm does not pad indata.
static byte LG DES ECB PKCS5
Cipher algorithmALG_DES_ECB_PKCSprovides a cipher using DES in ECB
mode. Input data is padded according to the PKG8K&me.
static byte LG RSA 15014888
Cipher algorithmALG_RSA _1S014888 provides a cipher using RSA. Input data
is padded according to the ISO 14&88eme.
static byte [ALG RSA 1 SO3796]
Cipher algorithmPALG_RSA_IS0O9796 provides a cipher using RSA. Input datf is
padded according to the ISO 9796 (EMV'@8heme.
static byte [ALG_RSA PKCS]|
Cipher algorithmPALG_RSA PKCSb)rovides a cipher using RSA. Input data is
padded according to the PKCS#1 (viséheme.
static byte [MODE_DECRYPT]
Used irinit() methods to indicate decryptiomode.
static byte MODE_ENCRYP

Used innit() methods to indicate encryptiomode.

Constructor Summary

protected )

Protecte@onstructor
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Method Summary

abstract byte[] inBuff, short inOffset, short inLength,
short I hyte[] outBuff, short outOffset)
Generates encrypted/decrypted output from all/last dgpat

abstract  byte |[get Al gori t hnj)
Gets the Ciphatgorithm.

static  [Cipher [/[get | nst ance|byte algorithm, boolean externalAccess)
Creates @ipher object instance of the selectaidorithm.

abstract  void [ ni t|[Key]theKey, byte theMode)
Initializes th&€ipher object with the appropriatéey.

abstract  void [ ni t] [Key]theKey, byte theMode, byte[] bArray, short bOff,
short bLen)

Initializes th&Cipher object with the appropriate Key and algorithm specific
parameters.
abstract  |[updat e|byte[] inBuff, short inOffset, short inLength,
short I hyte[] outBuff, short outOffset)

Generates encrypted/decrypted output from ishgotat

Methods inherited from classjava.lang[Objec
[equals |

Field Detall

ALG_DES_CBC_NOPAD

public static final byte ALG _DES_CBC_NOPAD

Cipher algorithmALG_DES_CBC_NOPA#Movides a cipher using DES in CBC mode. This
algorithm uses outer CBC for triple DES. This algorithm does not pad input data. If the input data is
not (8 byte) block aligned it throwsryptoExeption with the reason codeLEGAL_USE.

ALG_DES_CBC_IS09797 M1

public static final byte ALG DES_CBC_| SO797_ML
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Cipher algorithmALG_DES _CBC_1S09797_MIprovides a cipher using DES in CBC mode. This
algorithm uses outer CBC for triple DES. Input data is padded according to the ISO 9797 method 1
scheme.

ALG_DES_CBC_ISO9797 M2

public static final byte ALG DES CBC | SO797_M2

Cipher algorithmALG_DES CBC_1S09797_M2rovides a cipher using DES in CBC mode. This
algorithm uses outer CBC for triple DES. Input data is padded according to the ISO 9797 method 2
(ISO 7816-4, EMV'96)kcheme.

ALG_DES_CBC_PKCS5

public static final byte ALG DES CBC PKCS5

Cipher algorithmALG_DES CBC_PKCS®provides a cipher using DES in CBC mode. This
algorithm uses outer CBC for triple DES. Input data is padded according to the PEcD8#te.

ALG_DES_ECB_NOPAD

public static final byte ALG _DES_ECB_NOPAD

Cipher algorithmALG_DES_ECB_NOPAovides a cipher using DES in ECB mode. This
algorithm does not pad input data. If the input data is not (8 byte) block aligned it throws
CryptoExeption with the reason codeLEGAL USE.

ALG_DES_ECB_IS09797_ M1

public static final byte ALG DES_ECB_| SO797_ML

Cipher algorithmALG_DES_ECB_IS0O9797_MIprovides a cipher using DES in ECB mode. Input
data is padded according to the ISO 9797 mettexh&me.

ALG_DES_ECB_IS09797_ M2

public static final byte ALG DES ECB_| SG9797_M2

Cipher algorithmALG_DES _ECB_IS0O9797_M2Zrovides a cipher using DES in ECB mode. Input
data is padded according to the ISO 9797 method 2 (ISO 7816-4, EM3¢19éne.
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ALG_DES_ECB_PKCS5

public static final byte ALG DES ECB PKCS5

Cipher algorithmALG_DES ECB_PKCSprovides a cipher using DES in ECB mode. Input data is
padded according to the PKCSéttheme.

ALG_RSA_1S014888

public static final byte ALG _RSA | SO14888

Cipher algorithmALG_RSA 15014888 provides a cipher using RSA. Input data is padded
according to the ISO 148&8heme.

ALG_RSA PKCS1

public static final byte ALG_RSA_PKCs1

Cipher algorithmALG_RSA_PKCSJ)rovides a cipher using RSA. Input data is padded according to
the PKCS#1 (v1.5) scheme.

Note:

® This algorithm is only suitable for messages of limited length. The total number of input bytes
processed may not be more than k-11, where k is the RSA key’s modulubyge= in

ALG_RSA_ISO9796

public static final byte ALG RSA | S®796

Cipher algorithmALG_RSA _ISO9796 provides a cipher using RSA. Input data is padded
according to the 1ISO 9796 (EMV’96) scheme.

Note:

® This algorithm is only suitable for messages of limited length. The total number of input bytes
processed may not be more than k/2, where k is the RSA key’s modulubygee. in

MODE_DECRYPT

public static final byte MODE_DECRYPT

Used ininit() methods to indicate decryptiomode.
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MODE_ENCRYPT

public static final byte MODE_ENCRYPT

Used ininit() methods to indicate encryptiomode.

Constructor Detalil

Cipher

protected Ci pher ()

ProtectedConstructor

Method Detall

getlnstance

public static final get I nst ance(byte algorithm,
boolean externalAccess)
throws [CryptoException |

Creates &ipher object instance of the selectaidorithm.

Parameters:
algorithm - the desired Cipher algorithm. Salgove.
externalAccess - if true indicates that the instance will be shared among multiple applet

instances and that ti@pher instance will also be accessed (vi@hamreable interface)
when the owner of th€ipher instance is not the currently selectgaplet.
Returns:
theCipher object instance of the requestddorithm.
Throws:
[CryptoExceptiop with the following reasooodes:
® CryptoException.NO_SUCH_ALGORITHM if the requested algorithm is not

supported.
init
public abstract void i ni t (Key]theKey,
byte theMode)
throws |CryptoException |

Initializes theCipher object with the appropriateey. This method should be used for algorithms
which do not need initialization parameters or use default parameter values.
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Note:
® DES and triple DES algorithms in CBC mode will use 0 for initial vector(1V) if this method is

used.

Parameters:
theKey - the key object to use for signing\arifying
theMode - one ofMODE_DECRYRIr MODE_ENCRYPT

Throws:
[CryptoExceptiop with the following reasooodes:

® CryptoException.ILLEGAL_VALUE if theMode option is an undefined value or if
theKey is inconsistent with th€ipher implementation.

init

public abstract void i ni t (Key]theKey,
byte theMode,
byte[] bArray,
short bOff,

short bLen)
throws ICryptoException |

Initializes theCipher object with the appropriate Key and algorithm specific parameters.

Note:
e DES and triple DES algorithms in outer CBC mode expect an 8 byte parameter value for the
initial vector(IV) inbArray .
® RSA and DSA algorithms thrd@ryptoException.ILLEGAL_VALUE
Parameters:
theKey - the key object to use fsigning
theMode - one ofMODE_DECRYR¥ MODE_ENCRYPT
bArray - byte array containing algorithm specific initializatiofo.
bOff - offset withing bArray where the algorithm specific dag¢gins.
bLen - byte length of algorithm specific paramedeta
Throws:
[CryptoExceptiop with the following reasooodes:
® CryptoException.ILLEGAL_VALUE if theMode option is an undefined value or if
a byte array parameter option is not supported by the algorithm omiEémeis an
incorrect byte length for the algorithm specific data or ifKleg is inconsistent with the
Cipher implementation.

getAlgorithm

public abstract byte get Al gorithm)

Gets the Ciphealgorithm.
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Returns:
the algorithm code defineabove.

doFinal

public abstract short doFi nal (byte[] inBuff,
short inOffset,
short inLength,
byte[] outBuff,
short outOffset)
throws |CryptoException |

Generates encrypted/decrypted output from all/last input data. A call to this method also resets this
Cipher object to the state it was in when previously initialized via a catit) . That is, the

object is reset and available to encrypt or decrypt (depending on the operation mode that was
specified in the call timit() ) more data.

The input and output buffer data may overlap.

Notes:
® On decryption operations (except when ISO 9797 method 1 padding is used), the padding bytes
are not written tamutBuff
® On encryption operations, the number of bytes outputomtBuff may be larger than
inLength
Parameters:
inBuff - the input buffer of data to mncrypted/decrypted.
inOffset - the offset into the input buffer at which to begircryption/decryption.
inLength - the byte length to bencrypted/decrypted.
outBuff - the output buffer, may be the same as the ibpfier
outOffset - the offset into the output buffer where the resulting hash egims
Returns:
number of bytes output ioutBuff
Throws:
[CryptoException with the following reasooodes:
® CryptoException.UNINITIALIZED_KEY if key not initialized.
® CryptoException.INVALID_INIT if this Cipher object is not initialized.
® CryptoException.ILLEGAL_USE if this Cipher algorithm does not pad the
message and the message is not block aligned or if the input message length is not
supported.

update

public abstract short updat e(byte[] inBuff,
short inOffset,
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short inLength,
byte[] outBuff,
short outOffset)
throws ICryptoException |

Generates encrypted/decrypted output from input data. When this method is used temporary storage
of intermediate results is required. This method should only be used if all the input data required for
the cipher is not available in one byte array. @ibEinal()  method is recommended whenever
possible.

The input and output buffer data may overlap.

Notes:
® On decryption operations(except when ISO 9797 method 1 padding is used), the padding bytes
are not written tamutBuff
® On encryption operations, the number of bytes outputomtBuff may be larger than
inLength
® On encryption and decryption operations(except when ISO 9797 method 1 padding is used),
block alignment considerations may require that the number of bytes outpotiBiuaf be
smaller thaninLength  or everD.
Parameters:
inBuff - the input buffer of data to ncrypted/decrypted.
inOffset - the offset into the input buffer at which to begircryption/decryption.
inLength - the byte length to bencrypted/decrypted.
outBuff - the output buffer, may be the same as the ibpfier
outOffset - the offset into the output buffer where the resulting hash egims
Returns:
number of bytes output ioutBuff

Throws:
[CryptoExceptiof with the following reasooodes:
® CryptoException.UNINITIALIZED_KEY if key not initialized.
e CryptoException.INVALID INIT if this Cipher object is not initialized.

e CryptoException.ILLEGAL_USE if the input message length is not supported.
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javacardx.crypto
Interface KeyEncryption

public abstract interfadéeyEncryption

KeyEncryption interface defines the methods used to enable encrypted key data access to a key
implementation.

See Also:
[KeyBuilder | [Cipher |

Method Summary

[Cipher ]|[get KeyC pher])
Returns th€ipher object to be used to decrypt the input key data and key paranjeters
in the set methods. Defaultrsill - no decryptiorperformed.

void |[set KeyCi pher|[Cipher |keyCipher)

Sets th€ipher object to be used to decrypt the input key data and key parametdrs in
the set methods. DefaWlipher objectisnull - no decryptiorperformed.

Method Detall

setKeyCipher

public void set KeyGi pher ([Cipher_]keyCipher)

Sets theCipher object to be used to decrypt the input key data and key parameters in the set
methods.

DefaultCipher object isnull - no decryptiorperformed.

Parameters:
keyCipher - the decryptiorCipher object to decrypt the input key dataull parameter
indicates that no decryptionriequired.

getKeyCipher
public get Keyd pher ()
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Returns th&Cipher object to be used to decrypt the input key data and key parameters in the set
methods.

Default isnull - no decryptiorperformed.

Returns:
keyCipher the decryptio@ipher object to decrypt the input key dataull return indicates
that no decryption iperformed.
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AECDEGINKLMNCORRSMUVIW

A

[abortTransaction()|- Static method in clagavacard.framewo
Aborts the atomic transaction.
- clasgavacard.frameworfaID]
This class encapsulates the Application Identifier(AlD) associated wadbpaat.
[AID(byte[], short, byte)- Constructor for clagavacard.frameworfAID]
The JCRE uses this constructor to create aAi@winstance encapsulating the specified AID bytes.
[ALG_DES_CBC _IS09797_M]- Static variable in clagavacardx.crypt{Ciphet
Cipher algorithmALG_DES CBC _1S09797_MIprovides a cipher using DES in CBC mode. This
algorithm uses outer CBC for triple DES. Input data is padded according to the ISO 9797 method 1
scheme.
[ALG_DES_CBC _IS09797_M2- Static variable in clagavacardx.crypt{Ciphet
Cipher algorithmALG_DES CBC _1S09797_M2rovides a cipher using DES in CBC mode. This
algorithm uses outer CBC for triple DES. Input data is padded according to the ISO 9797 method 2
(ISO 7816-4, EMV'96) scheme.
[ALG_DES_CBC_NOPAD - Static variable in clagavacardx.cryptfCiphet
Cipher algorithmALG_DES CBC_NOPAMWovides a cipher using DES in CBC mode. This
algorithm uses outer CBC for triple DES. This algorithm does not pad input data.
[ALG_DES_CBC_PKCS§- Static variable in clagavacardx.crypt{€iphef
Cipher algorithmALG_DES CBC_PKCS®rovides a cipher using DES in CBC mode. This
algorithm uses outer CBC for triple DES. Input data is padded according to the PKCS#5 scheme.
[ALG_DES _ECB_IS0O9797_M]- Static variable in clagavacardx.crypt{Ciphe}
Cipher algorithmALG_DES ECB_IS09797 MIprovides a cipher using DES in ECB mode. Input
data is padded according to the ISO 9797 method 1 scheme.
[ALG_DES _ECB_IS0O9797_M2- Static variable in clagavacardx.crypt{Ciphef
Cipher algorithmALG_DES ECB_IS09797 M2rovides a cipher using DES in ECB mode. Input
data is padded according to the ISO 9797 method 2 (ISO 7816-4, EMV’'96) scheme.
[ALG_DES_ECB_NOPAD - Static variable in clagavacardx.crypt{Ciphef
Cipher algorithmALG_DES ECB_NOPADyovides a cipher using DES in ECB mode. This
algorithm does not pad input data.
[ALG_DES_ECB_PKCS§- Static variable in clagavacardx.crypt{Ciphet
Cipher algorithmALG_DES ECB_PKCSprovides a cipher using DES in ECB mode. Input data is
padded according to the PKCS#5 scheme.
[ALG_DES_MAC4 1S09797_M3- Static variable in clagavacard.securifgignaturg
Signature algorithm\LG_DES MAC4 _1SO9797_MXIyenerates a 4 byte MAC (most significant 4
bytes of encrypted block) using DES or triple DES in CBC mode. This algorithm uses outer CBC for
triple DES. Input data is padded according to the ISO 9797 method 1 scheme.
[ALG_DES_MAC4 1S09797_M32- Static variable in clagavacard.securifgignaturg
Signature algorithm\LG_DES MAC4 _IS0O9797_M2Qenerates a 4 byte MAC (most significant 4
bytes of encrypted block) using DES or triple DES in CBC mode. This algorithm uses outer CBC for
triple DES. Input data is padded according to the ISO 9797 method 2 (ISO 7816-4, EMV'96)
scheme.

188 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.



Java Card 2.1 API

[ALG_DES_MAC4 NOPAD]- Static variable in clagavacard.securifgignaturg
Signature algorithm\LG_DES_MAC4_NOPAj2nerates a 4 byte MAC (most significant 4 bytes of
encrypted block) using DES or triple DES in CBC mode. This algorithm uses outer CBC for triple
DES. This algorithm does not pad input data.

[ALG_DES_MAC4 PKCS§- Static variable in clagavacard.securifignaturg
Signature algorithm\LG_DES_MAC4_PKCSgenerates a 4 byte MAC (most significant 4 bytes of
encrypted block) using DES or triple DES in CBC mode. This algorithm uses outer CBC for triple
DES. Input data is padded according to the PKCS#5 scheme.

[ALG_DES_MAC8 1S09797 M1- Static variable in clagavacard.securifignaturp
Signature algorithm\LG_DES MACS8_ISO9797_MIyenerates a 8 byte MAC using DES or triple
DES in CBC mode. This algorithm uses outer CBC for triple DES. Input data is padded according to
the 1ISO 9797 method 1 scheme.

[ALG_DES_MAC8 1S09797 M2- Static variable in clagavacard.securifignaturp
Signature algorithm\LG_DES MACS8_IS0O9797_M2Jenerates a 8 byte MAC using DES or triple
DES in CBC mode. This algorithm uses outer CBC for triple DES. Input data is padded according to
the ISO 9797 method 2 (ISO 7816-4, EMV’'96) scheme.

[ALG_DES_MAC8 NOPAD]- Static variable in clagavacard.securifgignaturg
Signature algorithm\LG_DES MAC_8 NOPAdenerates a 8 byte MAC using DES or triple DES
in CBC mode. This algorithm uses outer CBC for triple DES. This algorithm does not pad input
data.

[ALG_DES_MAC8 PKCS§- Static variable in clagavacard.securifignaturg
Signature algorithm\LG_DES MAC8_PKCSHenerates a 8 byte MAC using DES or triple DES in
CBC mode. This algorithm uses outer CBC for triple DES. Input data is padded according to the
PKCS#5 scheme.

[ALG_DSA SHA]- Static variable in clagavacard.securif@ignaturg
Signature algorithm\LG_DSA_SHAigns/verifies the 20 byte SHA digest using DSA.

- Static variable in clagavacard.securifjessageDigekst
Message Digest algorithm MD5.

[ALG_PSEUDO_RANDOMI- Static variable in clagavacard.securifRandomData
Utility pseudo random number generation algorithms.

[ALG_RIPEMD160]- Static variable in clagavacard.securifMessageDigelst
Message Digest algorithm RIPE MD-160.

[ALG_RSA 1S014888- Static variable in clagavacardx.crypt{€iphet
Cipher algorithmALG_RSA_1S014888 provides a cipher using RSA. Input data is padded
according to the 1ISO 14888 scheme.

[ALG_RSA 1S0979§- Static variable in clagavacardx.crypt{€iphet
Cipher algorithmALG_RSA_1SO9796 provides a cipher using RSA. Input data is padded
according to the 1SO 9796 (EMV’96) scheme.

[ALG_RSA MD5_PKCS]- Static variable in clagavacard.securifignaturk
Signature algorithm\LG_RSA_MD5_PKCSéncrypts the 16 byte MD5 digest using RSA. The
digest is padded according to the PKCS#1 (v1.5) scheme.

[ALG_RSA MD5 RFC2409- Static variable in clagavacard.securif@ignaturg
Signature algorithm\LG_RSA _MD5_RFC240@ncrypts the 16 byte MD5 digest using RSA. The
digest is padded according to the RFC2409 scheme.

[ALG_RSA PKCS]- Static variable in clagavacardx.crypt{€iphet
Cipher algorithmALG_RSA_PKCSJ)rovides a cipher using RSA. Input data is padded according to
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the PKCS#1 (v1.5) scheme.

[ALG_RSA RIPEMD160_ISO979¢- Static variable in clagavacard.securifignaturp
Signature algorithm\LG_RSA_ RIPEMD160_ISO9796encrypts the 20 byte RIPE MD-160 digest
using RSA. The digest is padded according to the ISO 9796 scheme.

[ALG_RSA RIPEMD160_PKCS]- Static variable in clagavacard.securifignaturg
Signature algorithm\LG_RSA RIPEMD160_PKCSg&ncrypts the 20 byte RIPE MD-160 digest
using RSA. The digest is padded according to the PKCS#1 (v1.5) scheme.

[ALG_RSA SHA 1S0O979¢- Static variable in clagavacard.securifgignaturg
Signature algorithm\LG_RSA_ SHA _ISO9796encrypts the 20 byte SHA digest using RSA. The
digest is padded according to the ISO 9796 (EMV’96) scheme.

[ALG_RSA SHA PKCS]- Static variable in clagavacard.securifgignaturp
Signature algorithm\LG_RSA_ SHA_ PKCSéncrypts the 20 byte SHA digest using RSA. The
digest is padded according to the PKCS#1 (v1.5) scheme.

[ALG_RSA SHA RFC2409- Static variable in clagavacard.securifgignaturg
Signature algorithm\LG_RSA SHA_RFC240@ncrypts the 20 byte SHA digest using RSA. The
digest is padded according to the RFC2409 scheme.

[ALG_SECURE_RANDOM]- Static variable in clagavacard.securifRandomData
Cryptographically secure random number generation algorithms.

- Static variable in clagavacard.securifjdessageDigelst
Message Digest algorithm SHA.

- clasgavacard.frameworAPDU|
Application Protocol Data Unit (APDU) is the communication format between the card and the
off-cardapplications.

[APDUEXception - exceptiorjavacard.frameworfAPDUEXceptiop
APDUEXxception represents aAPDUrelatedexception.

[APDUEXxception(short) - Constructor for clagavacard.frameworfAPDUEXception
Constructs an APDUEXxception.

Applet] - clasgavacard.frameworfapplei
This abstract class defines an applet in Zeval.

- Constructor for clagavacard.frameworfapplei
Only this class’snstall() method should create the applet object.

[ArithmeticException|- exceptiorjava.langArithmeticExceptiop
A JCRE owned instance éfrithmethicException is thrown when an exceptional arithmetic
condition hasccurred.

[ArithmeticException()|- Constructor for clagava.langArithmeticExceptioh
Constructs adrithmeticException

[arrayCompare(byte[], short, byte[], short, short)] - Static method in clagavacard.frameworkltil]
Compares an array from the specified source array, beginning at the specified position, with the
specified position of the destination array from left to right.

[arrayCopy(byte[], short, byte[], short, short)| - Static method in clagavacard.frameworkltil]
Copies an array from the specified source array, beginning at the specified position, to the specified
position of the destination array.

[arrayCopyNonAtomic(byte[], short, byte[], short, short)|- Static method in class

javacard.frameworktil]
Copies an array from the specified source array, beginning at the specified position, to the specified
position of the destination array (non-atomically).
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larrayFilINonAtomic(byte[], short, short, byte)- Static method in clas';avacard.framewo
Fills the byte array (non-atomically) beginning at the specified position, for the specified length with
the specified byte value.
[ArrayindexOutOfBoundsException|- exceptiorjava.langArraylndexOutOfBoundsExceptipn
A JCRE owned instance tidexOutOfBoundsException is thrown to indicate that an array
has been accessed with an illeigalex.
[ArrayIndexOutOfBoundsException()|- Constructor for class
java.langArraylndexOutOfBoundsExceptipn
Constructs adrraylndexOutOfBoundsException
[ArrayStoreException|- exceptiorjava.langArrayStoreExceptign
A JCRE owned instance éfrrayStoreException is thrown to indicate that an attempt has
been made to store the wrong type of object into an arralyjefts.
[ArrayStoreException()[ - Constructor for clagava.langArrayStoreExceptign
Constructs adrrayStoreException

B

[BAD_LENGTH]- Static variable in clagavacard.framewofdPDUExceptioh
This reason code is used by tieDU.setOutgoingLength() method to indicate that the
length parameter is greater that 256 or if non BLOCK CHAINED data transfer is requested and
is greater than (IFSD-2), where IFSD is the Outgoing Block Size.
[beginTransaction(]- Static method in clagavacard.framewo
Begins an atomic transaction.
[BUFFER_BOUNDS- Static variable in clagavacard.framewofdPDUExceptioh
This reason code is used by theDU.sendBytes()  method to indicate that the sum of buffer
offset parameter and the byte length parameter exceeds the APDU buffer size.
[BUFFER_FULL]- Static variable in clagavacard.frameworRransactionExceptin
This reason code is used during a transaction to indicate that the commit buffer is full.
[buildKey(byte, short, boolean)- Static method in clagavacard.securifieyBuildet
Creates cryptographic keys for signature and ciplggrithms.

C
[CardException - exceptiorjavacard.frameworCardExceptiol

TheCardException  class defines a fieldbason and two accessor methogistReason()
andsetReason()

[CardException(short) - Constructor for clagavacard.frameworCardExceptioh
Construct a CardException instance with the specified reason.

[CardRuntimeException - exceptiorjavacard.frameworcardRuntimeExceptign
The CardRuntimeException class defines a fieldbason and two accessor methods
getReason() andsetReason()

[CardRuntimeException(short) - Constructor for clagavacard.frameworardRuntimeExceptin
Construct a CardRuntimeException instance with the specified reason.
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[check(byte[], short,byte) - Method in clasgavacard.frameworQwnerPI
Comparegin against the PIN value.

[check(bytel[], short,byte) - Method in interfacgavacard.frameworfeIN
Comparegin against the PIN value.

- clasgavacardx.crypt{€iphef

TheCipher class is the abstract base class for Ciplgorthims.

- Constructor for clagavacardx.crypt{€iphet

Protected Constructor
- Static variable in interfagavacard.frameworkSO7816
APDU command CLA : ISO 7816 = 0x00
[ClassCastExceptiof+ exceptiorjava.langClassCastExceptipn
A JCRE owned instance @flassCastException is thrown to indicate that the code has
attempted to cast an object to a subclass of which it is rinstmce.
[ClassCastException()} Constructor for clagava.langClassCastExceptipn
Constructs &lassCastException .
[CLEAR_ON_DESELECT]- Static variable in clagavacard.frameworf@CSystein
This event code indicates that the contents of the transient object are cleared to the default value on
applet deselection event or@LEAR_ON_RESEGases.
[CLEAR_ON_RESET]- Static variable in clagavacard.framewor@CSystern
This event code indicates that the contents of the transient object are cleared to the default value on
card reset ( or power on ) event.
[clearKey() - Method in interfacgavacard.securitiey|
Clears the key and sets its initialized state to false.
[commitTransaction() - Static method in clagavacard.frameworf@CSystern
Commits an atomic transaction.
[CryptoException|- exceptiorjavacard.securifCryptoExceptioh
CryptoException represents a cryptography-relateaeption.
[CryptoException(short)[- Constructor for clagavacard.securitfCryptoException
Constructs &ryptoException with the specifiedeason.

D

deselect()} Method in clasgavacard.frameworfapplei
Called by the JCRE to inform this currently selected applet that another (or the same) applet will be

selected.
- interfacgavacard.securifRESKey
DESKeycontains an 8/16/24 byte key for single/2 key triple DES/3 key triple &pegations.
[doFinal(byte[], short, short, byte[], short)] - Method in clasgavacard.securifiMessageDigelst
Generates a hash of all/last input data.
[doFinal(byte[], short, short, byte[], short)] - Method in clasgavacardx.crypt{Ciphe}
Generates encrypted/decrypted output from all/last input data.
- interfacgavacard.securifRSAKey
The DSAKey interface is the base interface for the DSA algorithms private and public key
implementaions.
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[DSAPrivateKeyl - interfacegjavacard.securifipSAPrivateKey
The DSAPrivateKey interface is used to sign data using the Cforithm.
[DSAPublicKey - interfacgavacard.securitipSAPublicKe

TheDSAPublicKey interface is used to verify signatures on signed data using thealgSA&thm.

E

[equals(byte]], short,byte) - Method in clasgavacard.frameworfAID]
Checks if the specified AID bytes bArray are the same as those encapsulatéuisn AID
object.

- Method in clasgava.landObjec}

Compares two Objects for equality.

- Method in clasgavacard.frameworfaID]
Compares the AID bytes this AID instance to the AID bytes in the specified object.

[Exceptior] - exceptiorjava.landExceptioh
The clas€Exception and its subclasses are a fornThfowable that indicates conditions that a
reasonable applet might wantdatch.

- Constructor for clagava.landExceptioh

Constructs alException instance.

G

[oenerateData(byte[], shortshort) - Method in clasgavacard.securifiRandomData
Generates random data.

[0etAID()] - Static method in clagavacard.frameworCSystern
Returns the JCRE owned instance ofAli® object associated with the current applet context.
[oetAlgorithm()] - Method in clasgavacard.securiffjlessageDigekst
Gets the Message digest algorithm.
[oetAlgorithm()] - Method in clasgavacard.securifgignaturg
Gets the Signature algorithm.
[oetAlgorithm()] - Method in clasgavacardx.crypt{€iphet
Gets the Cipher algorithm.
[oetAppletShareablelnterfaceObject(AID,byte) - Static method in clagavacard.frameworf@CSysterh
This method is called by a client applet to get a server applet’s shareable interface object.
[getBuffer()] - Method in clasgavacard.frameworfAPDU
Returns the APDU buffer byte array.
[oetBytes(byte[],short)] - Method in clasgavacard.frameworAID]
Called to get the AID bytes encapsulated withiB object.
[getDP1(byte[],short)| - Method in interfacgavacard.securifiRSAPrivateCrtKely
Returns the value of the DP1 parameter in plain text.
[aetDQ1(byte[], short)|- Method in interfacgavacard.securifiRSAPrivate CrtKely
Returns the value of the DQ1 parameter in plain text.
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[getExponent(byte[],short)] - Method in interfacgavacard.securifiR SAPrivateKely
Returns the private exponent value of the key in plain text.
[getExponent(byte[],short)] - Method in interfacgavacard.securifRSAPublicKey
Returns the private exponent value of the key in plain text.
[getG(bytel], short) - Method in interfacgavacard.securifRSAKey
Returns the subprime parameter value of the key in plain text.
[getinBlockSize()- Static method in clagavacard.frameworfaPDY
Returns the configured incoming block size. In T=1 protocol, this corresponds to IFSC (information
field size for ICC), the maximum size of incoming data blocks into the card. In T=0 protocol, this
method returns 1.
[getinstance(byte)- Static method in clagavacard.securifRandomData
Creates &andomData instance of the selected algorithm.
[getinstance(byte boolean)- Static method in clagavacard.securiffdessageDigekst
Creates &MessageDigest object instance of the selected algorithm.
[getinstance(byte boolean)- Static method in clagavacard.securifignaturk
Creates &ignature  object instance of the selected algorithm.
[getinstance(byte boolean)- Static method in clagavacardx.crypt{€iphef
Creates &ipher object instance of the selected algorithm.
[getKey(byte[], short)] - Method in interfacgavacard.securifRESKey
Returns th&ey data in plain text.
[getkeyCipher()] - Method in interfacgavacardx.cryptfKeyEncryptioh
Returns th&Cipher object to be used to decrypt the input key data and key parameters in the set
methods. Default iaull - no decryption performed.

[getLength(J- Method in clasfavacard.securifdessageDigekst
Returns the byte length of the hash.

[getLength(]- Method in clasfavacard.securitgignaturg
Returns the byte length of the signature data.
[getMaxCommitCapacity() - Static method in clagavacard.framewo
Returns the total number of bytes in the commit buffer.
[getModulus(byte[], short)| - Method in interfacgavacard.securitiRSAPrivateKey
Returns the modulus value of the key in plain text.
[getModulus(byte[], short)] - Method in interfacgavacard.securifRSAPublicKey
Returns the modulus value of the key in plain text.
[0etNAD() - Method in clasgavacard.framewo
In T=1 protocol, this method returns the Node Address byte, NAD. In T=0 protocol, this method
returns 0.
[getOutBlockSize()- Static method in clagavacard.framewo
Returns the configured outgoing block size. In T=1 protocol, this corresponds to IFSD (information
field size for interface device), the maximum size of outgoing data blocks to the CAD. In T=0
protocol, this method returns 258 (accounts for 2 status bytes).
[getP(bytel[], short) - Method in interfacgavacard.securifRSAKey|
Returns the base parameter value of the key in plain text.
[getP(byte[], short)|- Method in interfacgavacard.securifiR SAPrivateCrtKely
Returns the value of the P parameter in plain text.
[getPO(bytel], short)| - Method in interfacgavacard.securitiR SAPrivateCrtKely
Returns the value of the PQ parameter in plain text.
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[getPreviousContextAID(]- Static method in clagavacard.frameworf@CSystern
This method is called to obtain the JCRE owned instance éfllhebject associated with the
previously active applet context.
[getProtocol(}- Static method in clagavacard.framewo
Returns the ISO 7816 transport protocol type, T=1 or T=0 in progress.
[getQ(bytel], short) - Method in interfacgavacard.securifRSAKey
Returns the prime parameter value of the key in plain text.
[getQ(bytel], short)] - Method in interfacgavacard.securifiRSAPrivateCrtKely
Returns the value of the Q parameter in plain text.
[getReason()} Method in clasgavacard.frameworCardRuntimeException
Get reason code
[getReason() Method in clasgavacard.frameworCardExceptioh
Get reason code
[getShareablelnterfaceObject(AID,byte) - Method in clasgavacard.frameworfapplei
Called by the JCRE to obtain a shareable interface object from this server applet, on behalf of a
request from a client applet.
[getShort(byte[], short) - Static method in clagavacard.frameworkItil]
Concatenates two bytes in a byte array to form a short value.
[getSize()- Method in interfacgavacard.securitiey]
Returns the key size in number of bits.
[getTransactionDepth(}- Static method in clagavacard.framewor@CSystein
Returns the current transaction nesting depth level.
[getTriesRemaining()- Method in clasgavacard.frameworfQwnerPI
Returns the number of times remaining that an incorrect PIN can be presented béttxeithe
blocked.
lgetTriesRemaining()- Method in interfac%ﬁvacard.framewo
Returns the number of times remaining that an incorrect PIN can be presented béttxeithe
blocked.
[oetType(]- Method in interfacgavacard.securitiKey]
Returns the key interface type.
[getUnusedCommitCapacity()- Static method in clagavacard.frameworBCSyster
Returns the number of bytes left in the commit buffer.
[getValidatedFlag(] - Method in clasgavacard.framewor@wnerPIN
This protected method returns the validated flag.
[getVersion(] - Static method in clagavacard.framewor@CSyster
Returns the current major and minor version of the Java Card API.
[getX(byte[], short)- Method in interfacgavacard.securifipSAPrivateKey
Returns the value of the key in plain text.
[getY(byte], short)] - Method in interfacgavacard.securifRSAPublicKey

Returns the value of the key in pla@xt.
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[LLEGAL AID |- Static variable in clagavacard.frameworfgystemExceptign
This reason code is used by jaeacard.framework.Applet.register() method to
indicate that the input AID parameter is not a legal AID value.
[CCEGAL TRANSIENT |- Static variable in clagavacard.frameworystemExceptidn
This reason code is used to indicate that the request to create a transient object is not allowed in the
current applet context.
[[CCEGAL USE |- Static variable in clagavacard.frameworfAPDUExceptioh
This APDUEXxception reason code indicates that the method should not be invoked based on the
current state of the APDU.
[[CCEGAL _USE |- Static variable in clagavacard.securifCryptoExceptioh
This reason code is used to indicate that the signature or cipher algorithm does not pad the incoming
message and the input message is not block aligned.
[[CCEGAL VALUE |- Static variable in clagavacard.frameworfeINExceptioh
This reason code is used to indicate that one or more input parameters is out of allowed bounds.
[LLEGAL VALUE |- Static variable in clagavacard.frameworfgystemExceptign
This reason code is used to indicate that one or more input parameters is out of allowed bounds.
[LLEGAL VALUE |- Static variable in clagavacard.securifZryptoExceptioh
This reason code is used to indicate that one or more input parameters is out of allowed bounds.
[[N_PROGRESS- Static variable in clagavacard.frameworRransactionExceptign
This reason code is used by tleginTransaction method to indicate a transaction is already in

progress.
[[ndexOutOfBoundsExceptior - exceptiorjava.langindexOutOfBoundsExceptipn
A JCRE owned instance bidexOutOfBoundsException is thrown to indicate that an index

of some sort (such as to an array) is ouaofe.
[[ndexOutOfBoundsException(]- Constructor for clagava.langindexOutOfBoundsExceptipn
Constructs amndexOutOfBoundsException .
[init(Key, byte)- Method in clasgavacard.securifignaturg
Initializes theSignature  object with the appropriateey.
[init(Key, byte)- Method in clasgavacardx.crypt{€iphet
Initializes theCipher object with the appropriateey.
[init(Key, byte, byte[], short, short)] - Method in clasgavacard.securifignaturg
Initializes theSignature  object with the appropriatéey and algorithm specific parameters.
[init(Key, byte, byte[], short, short)] - Method in clasgavacardx.crypt{€iphet
Initializes theCipher object with the appropriate Key and algorithm specific parameters.
[NS_EXTERNAL AUTHENTICATE |- Static variable in interfagavacard.frameworlSO7816
APDU command INS : EXTERNAL AUTHENTICATE = 0x82
- Static variable in interfagavacard.frameworkSO7816
APDU command INS : SELECT = 0xA4
[install(byte[], short, byte) - Static method in clagavacard.frameworfapple]
To create an instance of tAgplet subclass, the JCRE will call this static method first.
[NTERNAL FAILURE |- Static variable in clagavacard.frameworRransactionExceptipn
This reason code is used during a transaction to indicate an internal JCRE problem (fatal error).
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[[NVALID INIT |- Static variable in clagavacard.securiffCryptoExceptioh
This reason code is used to indicate that the signature or cipher object has not been correctly
initialized for the requested operation.
[O_ERROR]- Static variable in clagavacard.frameworfAPDUExceptioh
This reason code indicates that an unrecoverable error occurred in the 1/0O transmission layer.
isInitialized(})] - Method in interfacgavacard.securitiKey]
Reports the initialized state of the key.
[SO7818- interfaceiavacard.framewoflSO7816
ISO7816 encapsulates constants related to ISO 7816-3 and336©4.
- exceptiorjavacard.frameworkSOExceptioh
ISOException  class encapsulates an ISO 7816-4 response status worceasds code.
[[SOException(short] - Constructor for clagavacard.frameworkSOExceptioh
Constructs an ISOException instance with the specified status word.
isTransient(Object) - Static method in clagavacard.framewor@CSystefn
Used to check if the specified object is transient.
isValidated() - Method in clasgavacard.framewor@wnerPI
Returngrue if a valid PIN has been presented since the last card reset or lastesdt{p
isValidated() - Method in interfacgavacard.frameworeIN
Returngrue if a valid PIN value has been presented since the last card reset or last call to
reset()

J
[ava.lany- packaggava.lang

Provides classes that are fundamental to the design of the Java Card technology subset of the Java
programmindanguage.
[avacard.framewotk packaggavacard.framework
Provides framework of classes and interfaces for the core functionality of a Jaap@iatd
[avacard.securify packaggavacard.security
Provides the classes and interfaces for the Java Card sdi@urigwork.
[avacardx.crypte packaggavacardx.crypto
Extension package containing security classes and interfaces for export-coftraitamhality.
- clasgavacard.framewor@CSysterh
TheJCSystem class includes a collection of methods to control applet execution, resource
management, atomic transaction management and inter-applet object sharingdardava

- interfacdavacard.securitjkeyl

TheKey interface is the base interface forladlys.

KeyBuilder|- clasgavacard.securifjKeyBuildel
TheKeyBuilder class is a key objetactory.
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[KeyEncryption| - interfacgavacardx.cryptfKeyEncryptioh
KeyEncryption interface defines the methods used to enable encrypted key data access to a key
implementation.

L

[CENGTH_DES]- Static variable in clagavacard.securitiKeyBuildel
DES Key LengtiENGTH_DES: 64.

[LENGTH_DES3_2KEY]- Static variable in clagavacard.securiti<eyBuildet
DES Key Lengti. ENGTH_DES3_2KE¥ 128.
[LENGTH_DES3_3KEY]- Static variable in clagavacard.securitiKeyBuildet
DES Key Lengti.ENGTH_DES3_3KE¥ 192.
[LENGTH_DSA_1024- Static variable in clagavacard.securifieyBuildef
DSA Key LengthLENGTH_DSA_1024= 1024.
[LENGTH_DSA 513- Static variable in clagavacard.securiti{eyBuildet
DSA Key Length.LENGTH_DSA_512= 512.
[LENGTH_DSA_768§- Static variable in clagavacard.securiti{eyBuildet
DSA Key Length.LENGTH_DSA_768= 768.
[LENGTH_RSA_1024- Static variable in clagavacard.securifieyBuildef
RSA Key LengtrLENGTH_RSA_1024= 1024.
[LENGTH_RSA 204§- Static variable in clagavacard.securifieyBuildet
RSA Key LengtrLENGTH_RSA_2048= 2048.
[LENGTH_RSA 513- Static variable in clagavacard.securiti{eyBuildet
RSA Key LengthLENGTH_RSA_512= 512.
[LENGTH_RSA _768§- Static variable in clagavacard.securiti{eyBuildet
RSA Key LengthLENGTH_RSA_768 768.
lookupAID(byte[], short, byte)- Static method in clagavacard.frameworf@CSystern
Returns the JCRE owned instance ofAli® object, if any, encapsulating the specified AID bytes in
thebuffer parameter if there exists a successfully installed applet on the card whose instance AID
exactly matches that of the specified Abixes.

M

[makeShort(byte,byte) - Static method in clagavacard.frameworkItil]
Concatenates the two parameter bytes to form a short value.
[makeTransientBooleanArray(short, byte) - Static method in clagavacard.frameworCSystefn
Create a transient boolean array with the specified array length.
[makeTransientByteArray(short, byte) - Static method in clagavacard.frameworf@CSysterh
Create a transient byte array with the specified array length.
[makeTransientObjectArray(short, byte) - Static method in clagavacard.framewor@CSystefn
Create a transient array Object with the specified array length.
[makeTransientShortArray(short, byte) - Static method in clagavacard.framewordCSystern
Create a transient short array with the specified array length.
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MessageDigest clasgavacard.securitfessageDigelst

TheMessageDigest class is the base class for hastdtgprthims.

[MessageDigest]) Constructor for clagavacard.securifjessageDigelst

Protected Constructor

[MODE_DECRYPT]- Static variable in clagavacardx.crypt{Ciphe}

Used ininit() methods to indicate decryption mode.

[MODE_ENCRYPT]- Static variable in clagavacardx.crypt{Ciphe}

Used ininit() methods to indicate encryption mode.

MODE_SIGN] - Static variable in clagavacard.securifignaturg

Used ininit() methods to indicate signature sign mode.

[MODE_VERIFY |- Static variable in clagavacard.securif@gignatur

Used ininit() methods to indicate signature verifode.

N

[NegativeArraySizeExceptiof- exceptiorjava.langNegativeArraySizeExceptipn
A JCRE owned instance bfegativeArraySizeException is thrown if an applet tries to
create an array with negatiseze.
[NegativeArraySizeException()- Constructor for clagava.langNegativeArraySizeExceptipn
Constructs dNegativeArraySizeException :
[NO_RESOURCEH- Static variable in clagavacard.framewor€ystemExceptign
This reason code is used to indicate that there is insufficient resource in the Card for the request.
[NO SUCH ALGORITHM |- Static variable in clagavacard.securitfCryptoExceptioh
This reason code is used to indicate that the requested algorithm or key type is not supported.
[NO TO GETRESPONSH- Static variable in clagavacard.framewofdPDUExceptioh
This reason code indicates that during T=0 protocol, the CAD did not return a GET RESPONSE
command in response to a <61xx> response status to send additional data.
[NO TRANSIENT SPACH - Static variable in clagavacard.framewor8ystemExceptidn
This reason code is used by thakeTransient..() methods to indicate that no room is
available in volatile memory for the requested object.
[NOT_A _TRANSIENT_OBJECT]- Static variable in clagavacard.framewordCSystein
This event code indicates that the object is not transient.
[NOT IN_PROGRESS- Static variable in clagavacard.frameworRransactionExceptin
This reason code is used by #i@mrtTransaction andcommintTransaction methods
when a transaction is not in progress.
[NullPointerException|- exceptiorjava.langNullPointerException
A JCRE owned instance dlullPointerException is thrown when an applet attempts to use
null in a case where an objecrésjuired.
[NullPointerException()| - Constructor for clagava.langNullPointerException
Constructs &ullPointerException
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O

[Oblect - clasgava.landObject
ClassObject is the root of the Java Card cldssrarchy.

- Constructor for clagava.landObject

[OFESET_CDATA|- Static variable in interfagavacard.frameworkSO7816
APDU command data offset : CDATA =5

[OFESET_CLA|- Static variable in interfagavacard.frameworflSO7816
APDU header offset : CLA=0

- Static variable in interfagavacard.frameworflSO7816
APDU header offset : INS = 1

[OFFSET_L(]- Static variable in interfagavacard.frameworkSO7816
APDU header offset: LC = 4

[OFESET_P3]- Static variable in interfagavacard.frameworkSO7816
APDU header offset: P1 =2

[OFESET_P3- Static variable in interfagavacard.frameworkSO7816
APDU header offset: P2 =3

- clasgavacard.frameworj@wnerPIN
This class represents an OwRé¢N.

[OwnerPIN(byte, byte) - Constructor for clagavacard.frameworf@wnerPIN
Constructor.

P

IpartialEquals(byte[], short, byte)- Method in clasjavacard.framewo
Checks if the specified partial AID byte sequence matches théefigth  bytes of the
encapsulated AID bytes withthis AID obiject.
PIN] - interfacgavacard.frameworeIN
This interface representdaN.
- exceptiorjavacard.framewo
PINException represents @wnerPIN class access-relateaception.
[PINException(short) - Constructor for clagavacard.framewo
Constructs a PINException.
- interfacgjavacard.securitfprivateKey
ThePrivateKey class is the base class for private keys used in asymmlgiithms.
[process(APDU)- Method in clasgavacard.frameworApplef
Called by the JCRE to process an incoming APDU command.
[PROTOCOL T0]- Static variable in clagavacard.framewo
ISO 7816 transport protocol type T=0
[PROTOCOL T1]- Static variable in clagavacard.framewo
ISO 7816 transport protocol type T=1
- interfacgjavacard.securifpublicKey

ThePublicKey class is the base class for public keys used in asymrakgadthms.
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RandomDatd - clasgavacard.securifiRandomDats

TheRandombData abstract class is the base class for random nugeperation.
[RandomData(]- Constructor for clagavacard.securifiRandomData
Protected constructor for subclassing.
[receiveBytes(shor)} Method in clasgavacard.framewofAPDU|
Gets as many data bytes as will fit without APDU buffer overflow, at the specified ln@§et
Gets all the remaining bytes if they fit.
[register() - Method in clasgavacard.frameworfapplet
This method is used by the applet to regidier applet instance with the JCRE and to assign the
Applet subclass AID bytes as its instance AID bytes.
[register(byte[], short, byte) - Method in clasgavacard.frameworfapplei
This method is used by the applet to regitdier applet instance with the JCRE and assign the
specified AID bytes as its instance AID bytes.
[reset(}- Method in clasgavacard.frameworf@wnerPIN
If the validated flag is set, this method resets it.
[reset(}- Method in interfacgavacard.frameworRIN
If the validated flag is set, this method resets it.
[resetAndUnblock(] - Method in clasgavacard.framewor@wnerPIN
This method resets the validated flag and resetBltiery counter to the value of tHdN try limit.
[RIDEquals(AID)] - Method in clasgavacard.frameworfAID]
Checks if the RID (National Registered Application provider identifier) portion of the encapsulated
AID bytes within theotherAID object matches that diis AID object.
[RSAPrivateCrtKey| - interfacgavacard.securitiRSAPrivate CrtKely
TheRSAPrivateCrtKey interface is used to sign data using the RSA algorithm in its Chinese
Remainder Theorefiorm.
[RSAPrivateKey - interfacgjavacard.securitiR SAPrivateKey
TheRSAPrivateKey class is used to sign data using the RSA algorithm in its modulus/exponent
form.
[RSAPublicKey] - interfacgavacard.securifRSAPublicKeY
TheRSAPublicKey is used to verify signatures on signed data using the akg#ithm.
[RuntimeException - exceptiorjava.langRuntimeException
RuntimeException is the superclass of those exceptions that can be thrown during the normal
operation of the Java Card Virtual Machine. A method is not required to declare in its throws clause
any subclasses &untimeException that might be thrown during the execution of the method
but notcaught.
[RuntimeException() - Constructor for clagava.langRuntimeExceptign
Constructs &untimeException instance.
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S
- interfacgavacard.securitgecretKey

TheSecretkey class is the base interface for keys used in symmetric alogrighim®PdES).
[SecurityExceptior} - exceptiorjava.langSecurityExceptign
A JCRE owned instance 8ecurityException is thrown by the Java Card Virtual Machine to
indicate a security violation. This exception is thrown when an attempt is made to illegally access an
object belonging to a anothapplet.
[SecurityException()- Constructor for clagava.langSecurityExceptign
Constructs &ecurityException .
[select()- Method in clasgavacard.frameworfapplef
Called by the JCRE to inform this applet that it has been selected.
[selectingApplet()- Method in clasgavacard.frameworfapplel
This method is used by the apptedbcess()  method to distinguish the SELECT APDU command
which selectedhis applet, from all other other SELECT APDU commands which may relate to
file or internal applet state selection.
[sendBytes(shortshort)] - Method in clasgavacard.frameworfaPDU|
Sendden more bytes from APDU buffer at specified offe@ff .
[sendBytesLong(byte[], shortshort)] - Method in clasgavacard.frameworAPDU|
Sendden more bytes fronoutData byte array starting at specified off&€dff .
[setDP1(byte[], short,short)|- Method in interfacgavacard.securifiR SAPrivateCrtKely
Sets the value of the DP1 parameter.
[setDQ1(byte[], short,short)|- Method in interfacgavacard.securifR SAPrivateCrtKely
Sets the value of the DQ1 parameter.
[setExponent(byte[], short,short)[- Method in interfacgavacard.securifiRSAPrivateKey
Sets the private exponent value of the key.
[setExponent(byte[], short,short)] - Method in interfacgavacard.securifRSAPublicKey
Sets the public exponent value of the key.
[setG(byte[], short,short) - Method in interfacgavacard.securifPSAKey|
Sets the subprime parameter value of the key.
[setincomingAndReceive()} Method in clasfavacard.framewofaPDU
This is the primary receive method.
[setKey(byte[], short)] - Method in interfacgavacard.securifRESKey
Sets thkey data.
[setKeyCipher(Cipher) - Method in interfacgavacardx.crypt@KeyEncryptiofh
Sets theCipher object to be used to decrypt the input key data and key parameters in the set
methods. Defaul€ipher objectisnull - no decryption performed.
[setModulus(byte[], short,short)| - Method in interfacgavacard.securifiR SAPrivateKely
Sets the modulus value of the key.
[setModulus(byte[], short,short)]- Method in interfacgavacard.securifRSAPublicKey
Sets the modulus value of the key.
[setOutgoing()- Method in clasgavacard.frameworaPDU|
This method is used to set the data transfer direction to outbound and to obtain the expected length of
response (Le).
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[setOutgoingAndSend(shortshort)] - Method in clasgavacard.frameworfaPDU|
This is the "convenience" send method.

[setOutgoingLength(short)- Method in clasgavacard.framewo
Sets the actual length of response data.

[setOutgoingNoChaining()- Method in clasgavacard.framewo
This method is used to set the data transfer direction to outbound without using BLOCK
CHAINING(See ISO 7816-3/4) and to obtain the expected length of response (Le).

[setP(byte[], short,short)] - Method in interfacgavacard.securifpSAKey|
Sets the base parameter value of the key.

[setP(byte[], short,short)|- Method in interfacgavacard.securitiR SAPrivateCrtKely
Sets the value of the P parameter.

[setPOQ(byte[], short,short)|- Method in interfacgavacard.securifiR SAPrivate CrtKely
Sets the value of the PQ parameter.

[setQ(byte[], short,short)]- Method in interfacgavacard.securifRPSAKey|
Sets the prime parameter value of the key.

[setQ(byte[], short,short)| - Method in interfacgavacard.securifR SAPrivateCrtKely
Sets the value of the Q parameter.

[setReason(shorf} Method in clasgavacard.frameworcardRuntimeExceptipn
Set reason code

[setReason(short} Method in clasfavacard.frameworicardExceptioh
Set reason code

[setSeed(bytel], shortshort) - Method in clasgavacard.securifRandomData
Seeds the random data generator.

IsetShort(byte[], short,short)| - Static method in cla$8vacard.framewo
Deposits the short value as two successive bytes at the specified offset in the byte array.

[setValidatedFlag(boolear]} Method in clasfavacard.frameworf@wnerPIN
This protected method sets the value of the validated flag.

[setX(byte][], short, short)|- Method in interfacgavacard.securitfpSAPrivateKey
Sets the value of the key.

[setY(byte[], short, short)]- Method in interfacgavacard.securifRSAPublicKey
Sets the value of the key.

Shareablg- interfacgavacard.frameworfhareable
The Shareable interface serves to identify all shabgetts.

[sign(byte]], short, short, byte[],short)] - Method in clasgavacard.securif@ignaturg
Generates the signature of all/last input data.

Signaturg - clasgavacard.securitgignaturg

TheSignature class is the base class for Signatlgerthims.

Signature(] - Constructor for clagavacard.securitgignaturg

Protected Constructor

[SW_APPLET SELECT FAILED]- Static variable in interfagavacard.framewoflSO7816¢
Response status : Applet selection failed = 0x6999;

[SW BYTES REMAINING 00]- Static variable in interfagavacard.framewoflGO7816%
Response status : Response bytes remaining = 0x6100

[SW _CLA NOT _SUPPORTEQD- Static variable in interfagavacard.framewoflGO7816%
Response status : CLA value not supported = 0x6EQ00
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[SW_COMMAND_NOT_ALLOWED |- Static variable in interfagavacard.frameworkSO7816
Response status : Command not allowed (no current EF) = 0x6986

[SW_CONDITIONS NOT_SATISFIED]- Static variable in interfagavacard.frameworklSO7816
Response status : Conditions of use not satisfied = 0x6985

[SW_CORRECT _LENGTH_0Q - Static variable in interfagavacard.frameworkSO7816
Response status : Correct Expected Length (Le) = 0x6C00

[SW_DATA INVALID |- Static variable in interfagavacard.framewof)lSO7816
Response status : Data invalid = 0x6984

[SW_FILE_FULL]- Static variable in interfagavacard.framewo(SO7816
Response status : Not enough memaory space in the file = 0x6A84

[SW_FILE INVALID |- Static variable in interfagavacard.frameworkSO7816
Response status : File invalid = 0x6983

[SW_FILE_NOT_FOUND]- Static variable in interfagavacard.frameworf}SO781¢
Response status : File not found = OX6A82

[SW _FUNC NOT_ SUPPORTELD- Static variable in interfagavacard.frameworlSO7816
Response status : Function not supported = OX6A81

[SW_INCORRECT_P1P32- Static variable in interfagavacard.frameworkSO781
Response status : Incorrect parameters (P1,P2) = 0x6A86

[SW_INS_NOT_SUPPORTELD- Static variable in interfagavacard.framewof]GO7816
Response status : INS value not supported = 0x6D00

[SW_NO_ERROR - Static variable in interfagavacard.framewo(SO7816
Response status : No Error = (short)0x9000

[SW_RECORD _NOT_FOUND- Static variable in interfagavacard.frameworlSO7816
Response status : Record not found = 0x6A83

[SW SECURITY STATUS NOT SATISFIED - Static variable in interface

javacard.frameworkSO7816
Response status : Security condition not satisfied = 0x6982

[SW_UNKNOWN]- Static variable in interfagavacard.frameworkSO7816
Response status : No precise diagnosis = 0x6F00

[SW_WRONG _DATA|- Static variable in interfagavacard.framewo}SO7816
Response status : Wrong data = 0x6A80

[SW_WRONG LENGTH]- Static variable in interfagavacard.frameworkiSO7816
Response status : Wrong length = 0x6700

[SW_WRONG_P1P2- Static variable in interfagavacard.framewof}SO781§
Response status : Incorrect parameters (P1,P2) = 0x6B00

[SystemException exceptiorjavacard.frameworfgystemExceptign
SystemException  represents dCSystem class relateéxception.

[SystemException(short) Constructor for clagavacard.frameworfgystemExceptign
Constructs &ystemException.

T

[T1_IFD_ABORT]- Static variable in clagavacard.framewoddPDUExceptioh
This reason code indicates that during T=1 protocol, the CAD returned an ABORT S-Block
command and aborted the data transfer.

204 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.



Java Card 2.1 API

Throwable] - clasgava.landThrowablé
The Throwable class is the superclass of all errors and exceptions in the Java Card subset of the Java
language.
- Constructor for clagava.landThrowabl¢
Constructs a newhrowable .
fthrowlt(short) ] - Static method in clagavacard.frameworcardRuntimeExceptidn
Throw the JCRE owned instance of tbardRuntimeException class with the specified reason.
- Static method in clagavacard.frameworRINExceptioh
Throws the JCRE owned instanceRdINException  with the specified reason.
- Static method in clagavacard.frameworkSOExceptioh
Throws the JCRE owned instance of the ISOException class with the specified status word.
- Static method in clagavacard.frameworCardExceptioh
Throw the JCRE owned instance@drdException  class with the specified reason.
- Static method in clagavacard.frameworklserExceptioh
Throws the JCRE owned instancelsferException  with the specified reason.
- Static method in clagavacard.frameworgystemExceptidn
Throws the JCRE owned instanceSyfstemException  with the specified reason.
- Static method in clagavacard.frameworransactionException
Throws the JCRE owned instancelodnsactionException with the specified reason.
fthrowlt(short) | - Static method in clagavacard.frameworfRPDUExceptioh
Throws the JCRE owned instanceA®DUEXxception with the specified reason.
fthrowlt(short) | - Static method in clagavacard.securifCryptoExceptioh
Throws the JCRE owned instanceQy/ptoException with the specified reason.
[TransactionExceptior} - exceptiorjavacard.frameworfransactionExceptign
TransactionException represents an exception in the transadigdrsystem.
[TransactionException(short]- Constructor for clagavacard.frameworfransactionException
Constructs a TransactionException with the specified reason.
[TYPE_DES- Static variable in clagavacard.securifi<eyBuildet
Key object which implements interface typ&SKeywith persistent key data.
[TYPE_DES TRANSIENT DESELECT]- Static variable in clagavacard.securifi<eyBuildet
Key object which implements interface typ&SKeywith CLEAR_ON_DESELECT transient key
data.
[TYPE_DES _TRANSIENT RESET|- Static variable in clagavacard.securifi<eyBuildet
Key object which implements interface typ&SKeywith CLEAR_ON_RESET transient key data.
[TYPE_DSA PRIVATE]- Static variable in clagavacard.securifiKeyBuildet
Key object which implements the interface typ8APrivateKey for the DSA algorithm.
[TYPE_DSA PUBLIC]- Static variable in clagavacard.securifi<eyBuildet
Key object which implements the interface typ8APublicKey for the DSA algorithm.
[TYPE_RSA CRT_PRIVATE]- Static variable in clagavacard.securifieyBuildet
Key object which implements interface tyB&APrivateCrtKey  which uses Chinese Remainder
Theorem.
[TYPE_RSA PRIVATE]- Static variable in clagavacard.securifiKeyBuildet
Key object which implements interface tyB&APrivateKey which uses modulus/exponent form.
[TYPE_RSA PUBLIC]- Static variable in clagavacard.securifi<eyBuildet
Key object which implements interface tyBSAPublicKey .
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U

[UNINITIALIZED KEY |- Static variable in clagavacard.securitfCryptoExceptioh
This reason code is used to indicate that the key is uninitialized.

[update(byte[], short, byte) - Method in clasgavacard.frameworf@wnerPIN
This method sets a new value for the PIN and rese®IMédry counter to the value of thdN try
limit.

[update(byte[], short, short)] - Method in clasgavacard.securifjlessageDigekst
Accumulates a hash of the input data.

[update(byte[], short, short)] - Method in clasgavacard.securifignaturg
Accumulates a signature of the input data.

[update(byte[], short, short, byte[],short)] - Method in clasgavacardx.crypt{€iphet
Generates encrypted/decrypted output from input data.

[UserException- exceptiorjavacard.frameworklserExceptioh
UserException  represents a Usexception.

[UserException(}- Constructor for clagavacard.frameworklserExceptioh
Constructs &JserException  with reason = 0.

[UserException(short)- Constructor for clagavacard.frameworklserExceptioh
Constructs &JserException  with the specified reason.

- clasgavacard.frameworltil]

TheUtl class contains common utilifynctions.

V

[verify(byte[], short, short, byte[], short, short)] - Method in clasfavacard.securiffsignaturk
Verifies the signature of all/last input data against the passéginiature.

W

[waitExtension(] - Method in clasgavacard.framewofaPDU
Requests additional processsing time flOAD.

ABCDERIEKLMNOARSHUMW
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