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Release Notes - Java Card 2.1 Application Programming Interface Specification

1. Introduction

This document isthe Release Notes for the Java Card 2.1 Application Programming Interfaces Specification
also known as JCAPI21 FINAL.

Java Card 2.1 Application Programming Interfaces
Specification

The Java Card 2.1 Application Programming Interfaces Specification describes the programming environment
within Java Card technology. It isintended to be used as the foundation for designing implementations and
appletsfor the Java Card technol ogy.
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2. JavaCard 2.1 Application Programming Interfaces

Specification

2

Major Design Changes in the 2.1 release

This section detail s the significant changes to the design of the API for the 2.1 release.

New Transience mode and AP

The Java Card 2.1 AP restricts transient objects to arrays of primitive component types and arrays of Qbj ect .
The Syst em makeTr ansi ent method has been replaced by the following factory methods in the
javacard. f ramewor k package :

JCSyst em nmakeTr ansi ent Bool eanArr ay,
JCSyst em nmakeTr ansi ent Byt eArr ay,
JCSyst em nakeTr ansi ent Short Arr ay,
JCSyst em makeTr ansi ent Gbj ect Arr ay.

Applet firewall and object-sharing model redesigned

The Syst em shar e methodsinthej avacar d. f r amewor k package have been deleted in the Java Card
2.1 APl. Theapplet firewall is now morerestrictive and there isawell-defined Shareable interface for object
sharing.

Appleti nst al | method isinteroperable

The Applet i nstall methodinthej avacard. f r amewor k. Appl et classusesabyte array as an input
parameter ingead of the APDU object to allow independence between the installation APDU and protocol, and
applet initialization.
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New Exception Class hierarchy

The Java Card 2.1 AP redefines the Thr owabl e, Except i on, and Runt i meExcept i on dassesinthe
j ava. | ang packageto be strict subsets of the standard Javaj ava. | ang versions. Two new exception
classes have been defined for Java Card technology that contain ther eason field and the accessor methods
get Reason and set Reason. Thesearej avacar d. f r amewor k. Car dRunt i neExcept i on, which
derivesfromj ava. | ang. Runt i neExcepti on class, and

javacard. f ramewor k. Car dExcept i on, which derivesfrom j ava. | ang. Excepti on.

Multiple instances of single applet class possible
A new method in the Applet class. r egi ster( byte[], short, short ) of the

j avacard. f r amewor k package allows an Appl et instanceto provide the AID for applet selection. This
allows a single appl et class to be registered as multiple appl et instances.

AID classis more general purpose

The Al Dclassinthej avacar d. f r amewor k packageis more general purpose and now hasa public
congtructor. It aso defines the general purpose equal s methods to compare Al D objects. It can be used by
applets and API extensions to manage appl ets and packages.

javacardx.framework (file system) extension package deleted

Thej avacar dx. f r amewor k package containing the ISO 7816-4 file system classes has been deleted.
There has been no consensus on aminimal feature set. Sample applets are able to use internal objectsto
represent 1SO 7816-4 type files and records efficiently.

Cryptography extension packages restructured

The cryptography extension packages have been completely restructured as follows:

Thej avacar d. securi ty packageisnolonger an extension. It contains message digest and signature
classes, key interfaces and random number generation classes. This package is suitable for export and does not
allow strong encryption.

Thej avacar dx. cr ypt o packageis an extension package. It containsthe cipher class. This class allows
encryption and decryption capability and may be subject to export regulations.

The following sectionslist the changes since the original Java Card APl 2.1 release.
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APl Updates since Java Card APl 2.1 Draft 2 Rev 1.4

javacard.framework package changes
Class APDUEXcept i on:

New reason: T1_| FD_ABORT when the CAD sends an ABORT S-Bl ock conmand
during T=1 protocol inbound or outbound data transfer.

Documentation Change : BAD_LENGTH reason code now states that setBytel ength() may flag this
reason if thelength istoo long in the block chained transfer mode.

Class APDU:

New method : get Cut Bl ockSi ze() returnsthe configured outgoing block size. In T=1 protocol,
this correspondsto IFSD (information field size for interface device).

Documentation Change: The method set Qut goi ngLengt h() method throws
APDUExcept i on. BAD_LENGTH if NO CHAINING transfer isrequested and the total transfer
length is greater than block size, IFSD.

Documentation Change: The methods r ecei veByt es(), set | ncom ngAndRecei ve(),
sendByt es() andsendByt esLong() methodsthrow APDUEXxcepti on. T1_| FD_ABORT if
the CAD sendsan ABORT S-Block command during T=1 data transfer.

Class Oaner Pl N:

Documentation Change : Added class documentation note about avoiding conditional updates during
PIN presentation .

Documentation Change: Clarified the behavior of theupdat e() method to state that if atransaction
isin progress the pin value and try counter must be conditionally updated.

Documentation Change: Clarified the behavior of thecheck() method to state that even if a
transaction isin progress try counter, validated flag and blocking state must not be conditionally
updated.

Interface PI N:

Documentation Change : Added class documentation note about avoiding conditional updates during
PIN presentation

Documentation Change: Clarified the behavior of thecheck() method to state that even if a

transaction isin progress try counter, validated flag and blocking state must not be conditionally
updated.
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ClassJCSyst em

Documentation Change: Clarified the documentation in themethod i sTr ansi ent () method to
return NOT_A TRANSI ENT when the input object parameter is not an array type.

ClassUti | :

Documentation Change: Documented more precise error checking for the methods : ar r ay Copy( ) ,
arrayCopyNonAt oni c(),arrayFi |l | NonAt om c() andarrayConpar e() toavoid
ambiguity under potential exception conditions.

Method redefined : ThearrayFi | | NonAt oni ¢() method now returns a short value of
bOF f +bLen instead of void. This makesit consistent with the other Ut i | methods.

javacard.security package changes

Interfaces DESKey, DSAKey, DSAPubl i cKey, DSAPri vat eKey, RSAPrivateKey,
RSAPubl i cKey, RSAPrivateCrtKey :

Documentation Change : Clarified the description in all theset . . () methodsto indicate that the
format of theinput datais for plaintext dataand input dataiis copied into an internal representation.

Additionaly, theset . . () methods now document that if theinput datalength isinconsistent with
the implementation or key decryption errors occur, aCr ypt oExcept i on with reason

| LLEGAL_VALUE isthrown.

Interface DESKey :

Documentation Change: Clarified the description intheset Key() and get Key() methodsto list
the length of the key dataiin bytes for each of single DES, 2key and 3key triple DES cases.

ClassKeyBui | der :

Documentation Change: Clarified the description in the bui | dKey () method to state that only keys
created by this method may be used with Si gnat ur e and G pher .

ClassSi gnature:

Documentation Change: Clarified the descriptioninthesi gn() and veri f y() methodsto state
that the state isreset after the signing or verification is done.

Documentation Change: Clarified the descriptions of the DES sdlectors with 4 byte MAC to state that
the MAC valueisthe 4 most significant byte of the encrypted block.

New algorithm sdlectors: Added ALG_RSA_SHA RFC2409 and ALG_RSA_MD5 RFC2409
algorithm options as possible Signature algorithms.

Class RandonDat a :

Documentation Change: Clarified the description intheget | nst ance( ) method to state that the
pseudo random generators seed isinitialized to ainternal default value.

javacardx.crypto package changes

ClassCi pher :
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Documentation Change: Clarified the descriptionin thei ni t () method to state that the key is
checked for consistency against implementation only and not against mode. This allows the use of a
Private Key in encrypt mode and Public Key in decrypt mode.

Documentation Change: Clarified the description in the doFi nal () method to state that the stateis
reset after the encryption or decryption isdone.

New Exception possible : Introduced documentation in theupdat e() and doFi nal () methodsto
state that if the length of the input message isincompatible with the implementation a
Crypt oExcept i on withreason | LLEGAL_USE isthrown.

Documentation Change: Clarified the description of the ALG_RSA_PKCS1 algorithm option to state
that it isintended for short messages.

New algorithm selector : Added ALG_RSA_1S09796 a gorithm option as possible Cipher a gorithm
choice to be consistent with the Signature algorithm choices. This algorithm isalso intended only for
short messages.

Interface KeyEncrypti on:

Documentation Change: Clarified the documentation to state that the default decryption G pher
object isnull and no decryption is performed.

APl Updates since Java Card API 2.0

Parameter Checking Policy

A policy for parameter checking isincuded in the Java Card 2.1 APl Specification. Some of the benefits of the
parameter checking policy are:

m  Predictable Behavior Conformance to this policy will result in predictable behavior, smilar to the Java
Application Environment API. An experienced Java developer will rely on a Java APl throwing runtime
exceptions when bad parameters are supplied. For a Java Card implementation, thiswill ensure that
defective applets can be detected and will facilitate debugging of applets.

m  SizeReduction Less codeisrequired, resulting in asmaller APl implementation compared to one that does
explicit checking of parameters.

m  Consistency A Java Card applet that executes on one Java Card implementation is more likely to exhibit
the identical functional behavior on other Java Card implementations.

Please refer to the Java Card 2.1 API Specification for more details.
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java.lang package changes

Classes Ari t hrret hi cException, Arrayl ndexQut Of BoundsExcepti on,

ArraySt oreExcepti on, O assCast Exception, |ndexQutOf BoundsExcepti on,

Negat i veArraySi zeExcepti on, Null Poi nter Excepti on:
Description change: added documentation in the class description explaining that all JCRE owned
exception objects are temporary JCRE Entry Point Objects. Also introduced text warning againg the
storing of references to temporary JCRE Entry Point Objects.

Description change: documentation for all thej ava. | ang classes to be similar to the JDK
documentation, with the additional statement that these classes form a gtrict subset of JDK.

Description change: deleted optional behavior to lock up card on exception condition.
ClassSecuri t yExcepti on:

Description change: documentation for all this classto be similar to the JDK documentation, with the
additional statement that this class formsa strict subset of JDK.

Description change: added documentation in the class description explaining that all JCRE owned

exception objects are temporary JCRE Entry Point Objects. Also introduced text warning againg the
storing of references to temporary JCRE Entry Point Objects.

javacard.framework package changes
Class JCSyst em
The Syst emclass has been renamed to JCSy st em
Method deleted: makeTr ansi ent Gbj ect has been replaced by transent factory methods.

New method: makeTr ansi ent Bool eanArr ay isthenew bool ean aray trandgent factory
method.

New method: makeTr ansi ent Byt eAr r ay isthe new byt e array transient factory method.
New method: makeTr ansi ent Shor t Arr ay isthenew short array transient factory method.
New method: makeTr ansi ent Cbj ect Ar r ay isthenew obj ect array transient factory method.

New method: i sTr ansi ent now returnstrangent event type describing when the transient datais
reset.

New method: get Appl et Shar eabl el nt er f aceCObj ect to request access to shared interface.
New method: get Pr evi ousCont ext Al Dto determine caller AID.
New method: | ookupAl Dto obtain AID of another applet.

Documentation change: abor t Tr ansact i on hasbeen changed to warn against the use of this
method when object ingantiation isincluded in the transaction.

New interface: Shar eabl e to designate interfaces for sharing with another applet.
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Class Al D
New method: constructor now public to alow new from other package.

Method renamed: copyTo(byte[], short, byte) method isrenamed as
get Bytes(byte[], short, byte)

Method renamed: i sEqual (byte[], short, byte) methodisrenamed as
equal s(byte[], short, byte).

New method: equal s( Qbj ect) to compare AlID objects.

New method: parti al Equal s(byte[], short, byte) tocompareAl D bytesagainst AID
objects for partial match.

New method: RI DEqual s( Al D ot her Al D) to compare RID bytes of Al D object againgt RID
bytes of another AID object.

Interface PIN:
The abstract Pl N class has been redefined as an interface.
Interface | SO7816:
The constants-only | SO class has been redefined as an interface and renamed as | SO7816.
New response status code: SW APPLET_SELECT _FAI LEDto indicate applet selection failure.
Class Owner PI N
Method renamed: updat eAndUnbl ock method has been renamed asupdat e.

Documentation Change: clarified documentation in the class description to state the implementation
restrictions regarding the creation of transient objects.

Class Pr oxyPI N
This class has been deleted.

Class Appl et :
New method: regi ster( byte[], short, byte ) toalow multipleapplet instances.
New method: get Shar eabl el nt er f aceCbj ect to grant access to shared interface.

Change method: r egi st er method throws Syst enExcept i on if the applet instance AID isin use
or aready registered.

Change method: pr ocess method isnow abst r act . An Applet subclass must implement this
method.

Documentation Change: added documentation in the pr ocess method explaining that the APDU
object parameter isatemporary JCRE Entry Point Object. Also added text warning against the storing
of references to temporary JCRE Entry Point Objects.

Documentation Change: added note in the pr ocess method to clarify the potential consequences of
altering the APDU buffer prior to invoking the APDU. set | nconi ngAndRecei ve method.
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Documentation change: pr ocess method states that APDU buffer cleared between messages.

Documentation change: i nst al | method states ingtallation is successful whenr egi st er
completes without exception.

Documentation Change: added documentation inthei nst al I method explaining that the bAr r ay
byte array parameter isaglobal array. Also added text warning against the storing of referencesto
global array.

Class APDU:

Documentation Change: added documentation in the class description explaining that the APDU object
isatemporary JCRE Entry Point Object. Also added text warning againg the storing of referencesto
temporary JCRE Entry Point Objects.

Documentation Change: added documentation in the class description as well asthe get Buf f er
method to explain that the APDU buffer isa (temporary) global array. Also added text warning against
the storing of references to global arrays.

New method: get Pr ot ocol method to allow legacy applications that modify behavior based on
underlying protocol.

Change method: get | nBl ockSi ze method now returnsshor t instead of byt e.

New method: set Qut goi ngNoChai ni ng method to allow applets to operate with legacy terminals
that do not support block chaining.

Documentation change: set Qut goi ngLengt h method throws APDUExcept i on. BAD LENGTH
if | en > 256.

Documentation change: sendByt es method throws APDUExcept i on. BUFFER_BOUNDS not
APDUExcept i n. BAD_LENGTH.

Documentation change: sendByt es method throws APDUExcept i on. NO_TO_GETRESPONSE
when T=0 protocol isin use and the CAD does not respond with the expected GET RESPONSE
command.

Documentation change: sendByt es method honors the output mode requested by the
set Qut goi ngNoChai ni ng method to not use block chaining for outgoing data transfer.

Documentation change: wai t Ext ensi on throws exception if no chaining output mode requested by
theset Qut goi ngNoChai ni ng method.

Documentation change: r ecei veByt es method specifies that the al remaining bytes must be
returned if they fit.

Class APDUEXxcept i on, CardException, CardRunti meException, | SOExcepti on,
Pl NException, SystemException, Transacti onException, UserException:

Documentation Change: added documentation in the class description explaining that all JCRE owned
exception objects are temporary JCRE Entry Point Objects. Also added text warning against the
storing of references to temporary JCRE Entry Point Objects.

Class APDUEXcept i on:
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New exception reason: NO_TO_GET_RESPONSE to be thrown by sending methods when the

underlying T=0 implementation needs to indicate that the CAD rejected optional data. No further

output data or status can be sent. The JCRE needs to re-dispatch the new command received.
Class Syst enExcept i on:

New exception reason: | LLEGAL_TRANSI ENT to bethrown by transient factory methods to
indicate disallowed use.

New exception reason: NO_RESCOURCE to indicated lack for resources on the card.
Deleted exception reason: ALREADY_TRANSI ENT reason code. Thisisno longer applicable.
ClassUti | :
Method changed: ar r ayFi | | NonAt o ¢ now takes offset, length parameters.
Class Car dExcept i on:

Thisnew classis part of therestructured Exception Class hierarchy. This class definesther eason
field and accessor methods.

Class Car dRunt i neExcept i on:

Thisnew classis part of therestructured Exception Class hierarchy. This class definesther eason
field and accessor methods

javacardx.framework package changes

The entire package has been deleted.

javacardx.cryptoEnc package changes

This package has been replaced with therestructured j ava. security andj avacar dx. crypto
packages.

javacard.security package (new)

Thisisanew package containing the following new Interfaces and Classes:

New Interfaces:

Key SecretKey DESKey PrivateKey PublicKey RSAPrivateKey RSAPrivateCrtKey
RSAPubl i cKey DSAPri vat eKey DSAKey

New Classes:

KeyBui | der MessageDi gest RandonData Signature CryptoException

javacardx.crypto package

All the Java Card 2.0 classes have been deleted. The following new classes have been added.

10 Final Revision 1.0 Copyright © February 24, 1999 Sun Microsystems, Inc.



Release Notes - Java Card 2.1 Application Programming Interface Specification

Class G pher:
New class to obtain instance of desired cipher implementation
Also base class for cipher implementations.

Interface KeyEncr ypti on:

New Interface to allow encrypted key data to be presented to the key set methods.
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3. Other Java Card 2.1 Documentation

The Java Card 2.1 Virtual Machine Specification describes the subset of the Java virtual machine and language
that is supported in the Java Card 2.1 platform.

To further define and explain the Java Card 2.1 AP, pleaserefer to Java Card 2.1 Runtime Environment
(JCRE) Soecification. This specification describes the sandard runtime environment for the Java Card
platform.

The Java Card 2.1 Virtual Machine Specification and the Java Card 2.1 Runtime Environment (JCRE)
Soecification are available on the Java Card Technology web page for public access.

Anocther related document isthe Java Card 2.1 Applet Developer’s Gujaéhich contains guidelines for a Java
Card applet programmer. This document will be available for public accessin March, 1999.
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